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An Alternative Model for Computer Networks
Education in Computing Disciplines

Abstract

Computer networks is an important area in the lwfdgnowledge of multiple degree programs,
such as Electrical Engineering, Computer Enginge@omputer Science, Information
Engineering Technology, Software Engineering, athémoprograms. As one of the fastest
growing areas, computer networks is experiencidgaaatic need of professionals with solid
foundations and practical hands-on experiencehitnpaper, we present a hands-on intensive
model for an Information Engineering Technologygraom that includes 4 computer networks
courses at different levels and starting duringfteshman year. The model includes an
innovative mix of industrial and academic composéhat provide students with skills needed
by both industry and academia. The proposed mdsieltargets retention, breaking up long-
term goals (e.g., obtaining a bachelor degree)nmtestones, where a milestone can be the
completion of the 4 courses in the area of commaérorks. By doing so, the model provides a
safety net to students, who are able to acquitks slémanded by the job-market early during
their studies. Moreover, the program helps in awngidhigh dropout rates during early semesters,
where institutions have historically experienceghleir dropout rates because of lack in students
incentive and limited hands-on experience. The rhisdaticulated with the 2008 ACM and
IEEE Computer Society Guidelines for Engineerinigimation Technology, and enables
students to achieve multiple ABET program outcorResults of the implementation of the
computer networks model in a minority serving ingion are included.

Index Terms

Computer networks, computing disciplines, curriculdevelopment, student learning outcomes,
ABET.

I. Introduction

Computer networks is an important area in the lafdgnowledge of multiple degree programs,
such as Electrical Engineering, Computer Enginge@omputer Science, Information
Engineering, Software Engineering, and other pnmgraAs one of the fastest growing areas,
computer networks is experiencing a dramatic néguafessionals with solid foundations and
practical hands-on experience. This need has leflercted, to some extent, into the curricula of
computing degrees such as Computer EngineeringpGmmScience, Information Engineering
Technology, and others, where computer networkevwg unquestionably included. For
example, the curriculum guidelines for undergradukggree programs in Information
Engineering Technology of ACM and IEEE Computeri8gcconsider networking as a pillar
for any modern prograrh
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Despite these recent guidelines, most computingdises still do not provide appropriate and
attractive programs including computer networkssMmlleges and universities only introduce
the students to the computer networks area atsbaior year. In fact, courses that expose
students to actual computer networks environmemetstidl mostly absent in an undergraduate
curriculum. As a result, students are only expdsazbmputer networks in their graduating
semesters, at a relatively abstract level.

In this paper, we present a hands-on intensive hfodan Information Engineering Technology
program that includes 4 computer networks coursdgfarent levels and starting during the
fresman year. The model includes an innovative ahixdustrial and academic components that
provide students with skills needed by both induatrd academia. The model combines material
from theCisco Exploration Program (CEP)?, which is enriched with well-known academic
materials such as* *>® " f%commonly used in traditional 4-year institutiofae former is a
hands-on educational program that focuses on tidafuental and operation of networks, while
the latter focus on the foundation of computer reks through a more rigorous approach. The
resulting model provides a strong foundation of patar networks where topics are
systematically reinforced through hands-on ac#sitiproviding students with skills needed by
the job market. Additionally, students benefit franaritical methodology in approaching
problems required by further advanced studieserattademia. Thus, the model combines best
practices of university and technical types of icuite, closing the gap between both
environments. The proposed model also contribatesimulate the under-explored area of
computer networks in computing disciplines. By esipg students to hands-on networking
topics starting during their freshman year, the etelps in attracting students to this area and
in improving recruitment and retention, as we sha# in next sections. As a result, students get
engaged on the second fastest predicted growingpation among more than 1,000 occupations
in the U.S. for the years 2008-2018able | shows some technical occupations andqiteds

for them for that period. Note the projection fongputer networks (network systems and data
communications).

The proposed model also targets retention, breakingng-term goals (e.g., obtaining a
bachelor degree) into milestones, where a milestanebe the completion of the 4 courses in the
area of computer networks. By doing so, the modwliges a safety net to students, who are
able to acquire skills demanded by the job-markdyeluring their studies. Moreover, the
program helps in avoiding high dropout rates dugagy semesters, where institutions have
historically experienced higher dropout rates bseanf lack in incentive for students and limited
hands-on experience. The model is also articulatddthe 2008 ACM and IEEE Computer
Society Guidelines for Engineering Information Teslogy, and enables students to achieve
multiple program outcomes mentioned in the ABETetid. Results of the implementation of
the computer networks education model in a minagywing institution of 2500 students
composed of 73% of Hispanics, 11% Native Ameridadents and 16% others are shown.
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Table . Employment by occupation, 2008 and projected 2@iL@pers in thousandy)

Employment Change, 2008-18
. . Percent .
2008 National Employment Matrix Number L Openings
Py distribution | Number | Percent| o0
2008 2018 | 2008 201§
Computer programme 426. | 414..| 0.2¢| 0.2¢ -12.% -2.87 80.2
Computer software engineers, 34.01
applications 5148 689p 034 041 17p.1 218.4
Computer software engineers, systems 30.44
software 394.8] 515. 0.26 0.30 12¢.2 153.4
Computer systems analysts 532.2 640.3 35 p.38 o081} 2031 222.8
Database administratc 120.¢ | 1445 | 0.07| 0.0¢ 244 2026 44.4
Network and computer systems
administrator 339.F | 418.4| 0.2z 0.2f 78.¢ 23.2¢ 135.f
Network systems and data communicationy 292.0| 447.8| 0.19| 0.26 155.8 53.36 208.3
All other computer specialists 209{3 23¢.8 0]13.14Q 275 1314 72.6
Computer hardware engineers 747 775 Q04 po4 8|2 377 23.5
Electronics engineers, except computer 143.7 11440.09| 0.08 0.4 031 33.4

The rest of this paper is organized as followstiBedl reviews traditional models for computer
networks education, and Section Ill presents top@sed model implemented at our institution.
Section IV describes the infrastructure supporthierproposed model, and Section V shows
preliminary results and the impact on enrollmertt sgtention of the proposed model. The paper
concludes with Section VI.

II.  Traditional models of computer networks education

Traditional computing disciplines curricula include introductory course in computer networks
during the senior year. Figure 1 shows the preistgs for such course, in a computer
engineering program in a university in our staimilar programs are found across the word. A
student is required to take more than 45 crediigrbédne isprepared for the course. In order to
analyze this type of introductory course, we wellar to a typical book used in such a course,
entitledComputer Networking by Kurose and Ros's
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Figure 1. Typical pre-requisites for an introdugtoomputer networks course in a computing disoglin
The numbers in parenthesis refer to credit hours.

The first question that arises is whether or nadeshts need the pre-requisite knowledge shown
in Figure. 1. To answer this question, we will refethe Preface of under the audience
section, where the authors state the following:

It (the book) rarely uses any mathematical concepts that are not taught in high-school. We have
made a deliberate effort to avoid using any advanced calculus, probability, or stochastic process
concepts. The book is therefore appropriate for undergraduate cour ses...

In terms of programming, the book assumes the student has experience with C, C++, or Java,
and even then only in few places.

According to the Preface df pre-requisites on the left of Figure 1 may therlitbed. Or, a
program may include a course in college algebqar@sequisite of introduction to computer
networks. Referring to the programming knowledgthatright hand side of Figure 1, authors of
3 clearly state that programming concepts are usitgin few places. Thus, an alternative
model may be tailored based on these two obsengtfdditional books used in introductory
courses are listed in Table II.
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Table Il. Typical text books used in a computemmeks course.

Book Mathematical Programming requirements Other requirements
(Ref.) requirements
3 Minimum  (College| Minimum (some chapters include |&tate machines, binary
Algebra) programming assignments usingystem and operations
sockets)

4 Medium Minimum (Chapter 3 includes sournc8tate machines, binary
code of data link layer protocolsystem and operations
principles)

5 Medium Medium (some concepts explairjefitate machines, binany

with  C code segments, Igbsystem and operations
experiments with OPNET simulator

6 Minimum  (College| Minimum (no programming material,No
Algebra) except for a socket application in the
appendix. Some pseudo-code
examples)
7 Minimum  (College| No No
Algebra)

Although the books cited above are used in uppastiendergraduate courses, they may be
classified as survey-type of books, which do nopleasize analytical aspects that may require
more advanced mathematics knowledgacludes, only in few sections, more advanced
mathematical concepts (e.g., Fourier analysis, tsedplain bandwidth-limited signals at
physical layer; Poisson probability distributiosed to analyze the throughput performance of
ALOHA systems; modulo operations, used to explaendperation of Public-Key algorithms;
and binary operations)includes binary and modulo operations. Additicals of* ® are state
machines, mostly to model TCP behavior. Despitedhrore advanced knowledge topics
required in few sections 8fand®, the texts listed in Table IV answer the basicstjoe ofhow

do computer networks and internets operate? in the broadest senfeMain principles and
concepts are explained in a logical manner withisirig sophisticated mathematics or providing
mathematical proofs. Additionally, programming esises are mostly complementary and de-
attached from the texts. Perhaps that main reasplacing an introductory course with multiple
pre-requisites is the multiple topics involving qmuer networks. For example, binary system is
certainly essential for multiple reasons: IP adsireg binary operations used thoroughly (e.qg.,
cryptography, subnetting, routing, etc.), state mraes, and others.

We believe that for an introductory course teaclthiag networks operate, these essential topics
can be incorporated in the course. This teachimgeyt is not new, and was implemented in
mechanical engineering programs under the namehi\@igite Modet®. Similar to®°, our

resulting model shifts traditional emphasispoa-requisite requirements to an emphasis on
engineering motivation for those pre-requisiteghwai just-in-time structuring of them.
Additionally, the model uses an industrial applicatoriented, hands-on approach, to address
computer network concepts that are traditionallgtd theoretically, at an abstract level. The
model enriches the CERwith a critical methodology of approaching probjdrased on main
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networking principles. Advanced topics are alsoeabith CEP, constituting an innovative model
to teach computer networks. We believe that thidehwill contribute in engaging and forming
new computer networks professionals in computisgiglines, which are and will be greatly
needed in a near future, as demanded by the DegratrshLabor according to its predictions
summarized in Table I.

Il Proposed Model

The proposed model includes 4 courses in competeranks, starting during the freshman year.
The rationality of this model spans through ouptniation Engineering Technology curriculum,
which is implemented following pillarsfirst approach. The pillars of an Information
Engineering Technology program are programmingyaiing, human-computer interaction,
databases, and web systenishis approach introduces the details of the mfation

Engineering Technology pillars first (early duripgpgram of studies) and provides the
integration later in the curriculum. Introductoryuzses to each pillar, such as Introduction to
Computer Networks, Computer Programming Fundamgrdiald Introduction to Engineering,
have no pre-requisites and are taken during tiehifnean year. These courses give students a
detailed, complete view of each of these knowleatgas on their own. Additionally, the courses
extensively expose freshman students to handstoitias and simple engineering design,
which helps engaging and motivating students tsigein the program.

The computer networks courses drgroduction to Computer Networks, Routing, Switched and
Wireless Networks, andAdvanced Networking. The courses combine instructional material from
the Cisco Exploration Program with well-known aaaétematerials such &s* > ® " qused in
traditional 4-year institutions. Figure 2 shows #ngculation of computer networks courses in
our institution. In contrast with Figure 1, the ceel ntroduction to Computer Networks is

offered as a 100-level course with no pre-requisiteeshman students additionally take

Programming Fundamentals, College Algebra (some students are already at Calculus level), and

Introduction to Probability and Statistics. Therefore, by the time they enrollRouting they
already have C programming, probability and stasdundamentals, and college algebra or
higher knowledge.
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Figure 2. Articulation of computer networks couraésur institution.
A.  Introduction to Computer Networks
Content and outcomes

The introductory course in computer networks ismaied to answer the questizow do

networks operate?. Topics include OSI and TCP/IP models, nodes akd,| LAN, WAN, inter-
networks, bandwidth, throughput, components anlditactures, layer functionality, protocols,
encapsulation principle, and services to the ufayar. The base text book’fs which is used in
the first course of the CEP. The book consistslofHapters that cover each layer on a top-down
approach. Additional material is extracted from®

Introduction to Computer Networks presents opportunities for formative assessmenwjgling
immediate evidence of student learning outcomedearal of engagement of students. Multiple
course outcomes adapted from ACM and IEEE Com&aeiety Guideline can be mapped to
ABET Technology Accreditation outcomes, as showmable Ill. ABET outcomes for the
Technology Accreditation Commission (TAC) are ltste the Appendix.

Activities example

Each layer is approximately covered in 2 weekdddscsessions), where 1 or 2 lab sessions are
held. Additional activities per layer include ardina 20/25-question quiz to be completed in a
window of time of 60 minutes, and a homework assignt with approximately 10 questions
from*>® 7 One or two questions are simulation or handsxamnoises. Below we give sample
activities covering the network layer.
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Table Ill. Outcomes afntroduction to Computer Networks and mapping to ABET outcomes.

PPP capabilities

I -
£ £ 2
g8 |8 |8
Course outcome 3 3 3 Activity & Tools
— = [
L L i
@ e} o0
< < <
Use OSI, TCP/IP and Internet models as they Homework assignment, quizzes,
apply to contemporary communication exam questions.
protocols.
Configure and analyze a client/server application Hands-on lab assignment. Email
such as email, and analyze data exchange jused server using SMTP, standard
by the application; e.g., SMTP/IMAP. X IMAP client, and Wireshark.
Analyze the services and operation of the Hands-on lab assignment,
transport layer, including TCP mechanisms |[for Wireshark traffic analysis, Client-
reliable service and UDP best effort. X server application using TCP and
UDP (e.g., FTP and TFTP).
Netstat.
Analyze the services and operation of the Hands-on lab assignment.
network layer, including IP mechanisms for Wireshark, inspection of routers.
fragmentation, reassembly, multiplexing |& X
demultiplexing, best effort service, and routing
principles.
Analyze the services and operation of the data Hands-on lab assignment.
link layer, including point-to-point and mult|- Network topology including PPP
access protocols and mechanisms for efrorX and multi-access  (Ethernet)
detection and multiplexing & demultiplexing. networks.
Explain components and media of compyter Hands-on lab assignment.
networks, and empirically measure attributeg of Network  topology including
the latter such as bandwidth and latency. X X X different layers 1 & 2 technologigs
and transmission rates. Ping and
traceroute.
Deploy and operate an inter-network composed Final project. Equipment per team:
of WANs and LANSs. 2 end devices, 2 switches, and 2
X X X routers with layer 2 Ethernet and

Lab assignment example

Figure 3 shows the network topology used for aalsdignment where students work in groups of

two (a pod per group). Students have to analyzsetavior by encapsulating Internet Control
Message Protocol (ICMP) packets on top of it. ICIEIRIso studied by using commands that
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generate ICMP packets suchtieeceroot andping. For exampletraceroot is a real-time
command that shows the path from a source devitteetdestination, including the latency to
each hop along the path. One of the multiple gamestis the investigation of link latency along
the source node (a station in a pod) to the seBtadents have to derive the estimated latency,
analyze ICMP and how IP encapsulates ICMP througlPdeader analysis.

Figure 3. Lab setting.

Homework assignment example

Homework assignments included around 15 exercidested and adapted froht 7 The
following is an example adapted fromChapter 4:

“Consider the network shown in Figure 4. The nelwayer at node A receives 4000 bytes
from the transport layer, to be sent to node BuAssthat the MTU (in bytes) of the copper
Ethernet network, copper serial network, optidaéfinetwork, and copper Ethernet network is
10000, as shown in the figure. Assume also thafitia¢ hop, the wireless network, has an MTU
of 1420. (a) How will the transfer happen in eacthiter? (b) Explain also, in detail, what R4 will

do, including fragmentation process, number ofrfragts, and fragmentation offset field in the
IP packet/s.”
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Figure 4. Exercise reinforcing the media independerharacteristic of IP, fragmentation and
encapsulation processes.

A second example is an extension of an exercitlin®, Chapter 5:

“Use the tracert program in Windows (from the comrthéne) to trace the route from your
computer to the following Tokyo universityww.u-tokyo.ac.jp Answer the following

guestions: (a) draw the path from your computaéh&oTokyo university. Include the latency of
each link of the path. (b) Identify any intercomtial link. Is there any relevant characteristic on
this link? Justify your question.”

B. Routing
Content and outcomes

Routing is one of the main tasks of the network layer,clhin turn is one of the most complex
layers in the protocol stack. Due to its importgmoating has been included in the 2008 ACM
and IEEE Computer Society Guidelines for Enginegtiformation Technologyas a
fundamental unit in the body of knowledge belongmthe networking track. Additionally, CEP
includes a course iRouting Concepts and Protocols as part of the program.

The Routing course offered at our institution is basedRoating Protocols and Concepts of

CEP. The base text book'fs However, it is substantially complemented withtenal from* >

’. The course covers interior gateway routing actlites both intra-domain static routing and
dynamic routing protocols. Students study how nsutkscover remote networks and determine
the best path or paths to them. They design addgesshemes and deploy WANSs, LANs and
inter-networks using static routing as well as RIPRIPv2, EIGRP, and OSPF protocols. Based
on these protocols, students identify the charisties of distance vector and link state routing
protocols. They learn fundamental tools for routiieglability and design hierarchical routing
schemes with OSPF (multi-area). Students applfi¢rahgineering schemes using Equal Cost
Multi-Path (ECMP). Table IV shows the adopted ouies and the mapping to ABET TAC
outcomes for summative assessment.

TT'6V1 G2 obed



Table IV.Outcomes oRouting course and mapping to ABET outcomes.

o v |3 |9
E |E |& |¢
e |g |8 |8
Course outcome 3 3 a 3 Activities & Tools
= = — —
< < < <
Identify the characteristics of distance vector and Homework assignment,
link state protocols, analyze their rate quizzes, exam questions.
convergence and advantages and disadvantages. X
Designing and implementing a classless | IP Hands-on lab assignment.
addressing scheme with static routing and RIPv2 Lab testbed. Simulation
protocol. X assignment.
Homework assignment, quiz,
exam questions.
Demonstrate comprehensive EIGRP and O$PF Hands-on lab assignment.
skills to design and deploy single and multi-afea Lab testbed. Simulation
(hierarchical) classless networks. X X X assignment.
Homework assignment, quiz,
exam questions.
Demonstrate comprehensive traffic engineering Hands-on lab assignment.
skills, and implement basic schemes using equal- Lab testbed. Simulation
cost multi-path routing with OSPF and X X X X assignment.
proportional traffic engineering with EIGRP. Homework assignment, quiz,
exam questions

Activities example

The course starts with fundamentals of routing fandarding, followed by static (non-adaptive)
routing, where routers do not base their routingjgiens on measurements or estimates of the
current traffic and topology but in off-line de@sis set statically. The course continues with
general distance vector protocols fundamentalsrmptementations (RIP and EIGRP). Then,

link state protocols are studied and OSPF impleatiemts in single-area and multi-area
(hierarchical) settings. Multi-path traffic engimigwy is covered along the course as protocols are
studied (EIGRP, RIP, and OSPF). The course follinessequence of the base text book.

The course is structured in the following mannetogic is presented in one or two lecture
sessions of 75 minutes, followed by an in-classleaom assignment, a hands-on simulation
assignment, an online 20/25-question quiz, andnaelnmrk assignment with approximately 10-
15 questions mostly froth™ ", The following example illustrates some activitis®d to teach a
topic, OSPF.
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Lab assignment example

This lab assignment example covers hierarchicalrrgusing OSPF. Students have to create an

internet consisting of 2 LANs and 3 WANSs intercocieel by 4 routers, as shown in Figure 5.
The routing scheme requires the internetwork tdibeled into 3 routing areas, which are
interconnected by a backbone area. Routing infoomas propagated using OSPF.

Backbone
& (e S

Area 1 ‘ Area 2

Come ) (e )
¢ e

|
COIR Sy

Figure 5. Hierarchical routing lab example.

We use the above lab assignment (and similar dogsgasure several student learning
outcomes. Since the multi-area OSPF assignmeitds gfter students implement single-area
routing with distance vector (RIP) and link staBSPF) protocols, students are able to analyze
previous experiments and compare results in tefrret® converge (OSPF demonstrate much
faster convergence rate than RIP) and scalabitityit{-area routing is much more efficient for
larger networks). Students are then able to medkar@nprovements in routing processes
(ABET outcome 3); at the same time they apply dviggaton how different areas advertise
routing information (ABET outcome 4). Other labigssnents are also suitable for different
outcomes such as ABET outcome 16 (ability to apjggrete math). We use an EIGRP lab
assignment to measure ABET outcome 16; EIGRP ésiting protocol which permits
proportional traffic engineering through multiplatps. The tool students apply for this purpose
is graph theory, by which they have to model thevoek as a graph and assign precise costs to
links to satisfy load balancing requirements. Aliyaesign rubric is used to evaluate students
work. For ABET outcome 11, we consider the reg@P5-question quiz assignments (one per
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week) given to students. With a cycle assessmémniciiwe evaluate performance, commitment
to take the quizzes on time (students are givemdow of time of approximately 24 hours per
quiz), and continuous improvement during the seenest

Homework assignment example

Students are given approximately 8 homework assigisrduring the semester (one every two
weeks). Homework assignments are used to reinfase concepts, explore new routing
schemes found in the literature, and further stidfassues. The following example illustrates a
homework assignment exercise, which is additionadlgd to describe the importance of
appropriate link costs adapted fréfn

“Consider the diamond-shaped OSPF network shoviriginre 6, where ECMP is enabled. The
OSPF metric is set to 1 for each link. The linkaapes are shown over each link. Assume a
traffic flow of 80 from node 1 to node 4. The awggaacket delay on a link is given by 1/(C -
F), where C is the capacity of the link, and Fhis traffic over the link. (a) What is the average
packet delay from source node 1 to destination A@d@) Suppose the network engineer
decides to increase the capacity of the networaduing a new direct link, as shown in Figure
6(b). The engineer sets the OSPF cost of the méutdi 1, as in the other links. (b) What is the
new average packet delay from source node 1 tindéish node 4? (c) What can you conclude

from part (b)? (d) If there is potential improverhenterm of average delay, propose an OSPF
solution.”

The above exercise permits students to understeadeven if the network capacity is
increased, latency can increase if link costs atgroperly set. In general, resources added to a
network should be coordinated with proper confitjoraand settings. This exercise is also an
application of discrete mathematics (ABET outcorég 1

100 100

80 a0

100 100

(a) (b)

Figure 6. Network topologies for exercise example.
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C. Switched and Wireless Networks
Content and outcomes

Switched networks are gaining attention becaugkeohigh bandwidth and deployment
flexibility they offer (for basic functionality, siiches do not require any configuration). They
dominate LANs and new features and standards addéem such as virtual LANs (VLANS)
permit the design of networks (campus, enterpate) based only on switches. For example,
currently is possible to design an entire netwoitk@ut the use of a router; even routing
functionality to connect different networks may nbe performed by layer 3 switches. This
trend is reflected in the 2008 ACM and IEEE Comp&eciety Guidelines for Engineering
Information Technology, where switching is listed as a unit in the boflkrowledge of
networking. CEP also includes a cours&AN Switching and Wireless as part of the program.

The course offered at our institution is basedhentiook by Peterson and DaviandLAN
Switching and Wireless of CEP. The base text books ar& As the rest of the courses, it is
complemented with material frof® ® 7 The course provides an understanding of how bestc
operate and are implemented in the LAN environmh@ngmall and large networks. Beginning
with a foundational overview of layer 2 functiorigland Ethernet, the course gives detailed
explanations of the operation of LANs based onawes, VLAN implementation, and associated
protocols used to avoid loops (e.g., STP, RSTP)disgkminate VLAN information (VTP). The
course also covers the approaches used for inteteiecommunication. The course ends with
an in-depth study of 802.11 wireless networksgstédithe art networks (mesh networks and
802.16) and routing protocols for multi-hop wiredemtworks extracted from the research
literature; e.g.}**> Table V shows the adopted outcomes and the mgppiABET TAC
outcomes for summative assessment.

Activities example

The course starts by reviewing functions of thediak layer, Ethernet protocol, LAN devices
and fundamentals concepts such as broadcast disiocotiomains and implications. Then,
VLANS are introduced and implemented, followed lmnking, spanning tree protocols to avoid
layer 2 loops, and inter-network communication. €barse continues with fundamentals of
wireless (e.g., wireless medium, Shannon’s lawel@gs links characteristics and path loss
models) and 802.11 infrastructure and ad hoc nédswvéiinally, security and routing protocols
for multi-hop wireless networks are studied. Tharse follows the sequence of the text b&bk
The structure of the course is similar to the cesigresented in previous sections: a topic is
presented in one or two lecture sessions of 75 w@éndollowed by an in-class hands-on
assignment, a hands-on (homework) simulation asggi, an online 20/25-question quiz, and a
theoretical homework assignment with approximal€l{il5 questions mostly frofn> & 7 14.13

The following example illustrates some activitiegd to teach the topic spanning tree protocols.
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Table V.Outcomes oBwitched and Wireless Networks and mapping to ABET outcomes.

o~ © 3
g e 3
Course outcome 3 3 § Activities & Tools
ot ot -
w w |.u
m m foa)
< < <
Describe and design hierarchical switched-LANIs. X Homework assignment,
quizzes, exam questions.
Use traffic analysis tools such as TTCP and X Hands-on lab assignment.
TCPDump to evaluate wireless and switched Lab testbed. Simulation
networks performance. assignment.
Homework assignment,
quiz, exam questions.
Describe Dijsktra’s algorithm modifications {o Hands-on lab assignment.
efficient routing operation in multi-hop wireless Lab testbed. Simulation
networks. X assignment.
Homework assignment,
quiz, exam questions.
Use 802.1Q standard for trunking on inter-switch Hands-on lab assignment.
connections. Lab testbed. Simulation
X assignment.
Homework assignment,
quiz, exam questions
Implement and operate 802.11 wireless netwgrks Hands-on lab assignment.
in infrastructure (BSS, ESS) and ad hoc (mylti- Lab testbed. Simulation
hop mesh) modes. X X X assignment.
Homework assignment,
quiz, exam questions

Lab assignment example

The following example tests the ability of studetatédentify, analyze and solve a switched
network design problems using knowledge of diffegotocols (MSTP, VTP, 802.1Q) and
techniques to balance the traffic through multipbes (ABET outcome 6).

“High-speed LANS rely on switching capability ayéa 2. A robust design of high-speed LANs
includes redundancy by introducing loops in thegitgl network topology. However, logical
loops must be avoided. Proper designs should préwgical loops without wasting resources,
by implementing load balancing schemes. Considen#twork topology shown in Figure 7, and
the VLANSs attached to switch S2 as listed in TableThe four VLANSs produce similar amount
of traffic which must have S1 as egress switchvidma multi-tree solution that balances the
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load in the network. Automate the VLAN managemeithWTP protocol. Describe your
design, including an introduction, problem you wlmsolve, your proposed approach,

implementation (demonstrate your design to thetuesdr), performance metric, and
conclusion.”

Ports 1-4

Figure 7. Network topology for lab assignment.

Table VI. VLANs in network of Figure 7.

VLAN Name Ports
Student 1-4
Faculty 5-1C
Lab 11-17
Staff 18-2C

Homework assignment example

Students are given approximately 8 homework assegsrduring the semester (one every two
weeks). The following example, extracted fréillustrates a homework assignment exercise,
which is additionally used to test the ability dddents to apply current knowledge (Dijkstra’s
algorithm) and adapt to emerging applications (nmexttvorks) (ABET outcome 2).

“Consider Figure 8, where nodes have IEEE 802.1&less capability and operate at the 2.4
GHz band. Nodes operate in ad hoc mode. (a) Prakeleonnectivity graph, showing the
wireless links. (b) Assuming that all nodes arestito channel 11, what is the maximum
throughput for a flow with source node C and dediim node A? (c) If node B has two IEEE
802.11 interfaces, can you improve the throughpthe previous flow? Explain your answer.”
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Figure 8. Wireless nodes and their respective mé&son ranges.
Simulation assignment example

Figure 9 illustrates a simulation assignment exanipbmework). Students have to deploy the
network in a network simulator and apply skills\MpANs and VTP, optimizing STP, enabling
inter-network communication (VLAN routing), intedireg wireless connectivity and implement
security mechanism in both wireless (WPA2) and evimetworks (port security at switches).
This integrative assignment represents a good aymioy for multiple ABET outcomes
assessment, including all outcomes listed in Table

D. Advanced Networking
Content and outcomes

We introduce more flexibility in this last courséhe course covers several topics and includes a
large project assignment. Besides the requiredsoptudents additionally learn extra-materials
based on their project assignments.

The course includes all topics from thecessing the WAN from CEP, plus an extended set of
topics such as MPLS, traffic engineering, and netvypsogramming. Reference textbooks are
68 Wide area networks are in-depth studied. Additilty, required topics cover the following
units of the knowledge area of networking considéumdamental by the 2008 ACM and IEEE
Computer Society Guidelines for Engineering Infotiota Technology: Security, Network
Management, and Applications.

WAN topics are: layer 2 WAN protocols, lab deployment of HDa@d PPP, virtual circuit and
connection oriented technology, frame relay laba@gpent.
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Figure 9. Simulation lab assignment.

Security topics are: principles of cryptography, symmetric andlgukey encryption,
authentication, integrity, principle of messageedig, lab experiments using MD5 for routing
protocols authentication in distributing routindplies, attacks and countermeasures, packet
filtering and Access Control Lists (ACLs) implematibns.

Network Management topics are: IP management and services, DHCP, ARP, alay R&P lab
deployment, NAT, NAT overload, port forwarding astatic NAT, traffic management and
traffic engineering with MPLS.

Application topics refer to network programming at application lewging sockets API.
Experiments include multi-processes and multi-tiseserver implementations, protocol design
experiments using emulation gateways, and impleatientof a simple peer-to-peer network.
Network programming is based &n

Table VII shows the adopted outcomes and the mgppihBET TAC outcomes for summative
assessment. Sinéelvanced Networking is a 400-level course, where students already
accumulate substantial knowledge from previous sesjrthe course is used to assess multiple
outcomes.
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Table VII. Outcomes adopted for the coursdvanced Networking and mapping to ABET outcomes. All
outcomes are supported by hands-on lab assignnogizzes, and homework assignments.

“ o~ < © N 3 et
Q Q Q Q

£ £ £ £ 2 2 2

g |8 |8 |8 |8 |8 |8

> > > =} = = =

Course outcome o o o o 3 3 3
= = = [

i i i i i o N

0 e} 0 [0} 0 0 0

< < < < < < <
Implement point-to-point  WANs using X X

HDLC and PPP.

Describe and implement secure WANs
using Challenge Handshake Authenticatjon
Protocol (CHAP) and Password X X X
Authentication Protocol (PAP).
Implement a connection-oriented network —
Frame Relay (FR)-, including permanent
virtual circuits and reachability issues with X X
RIP.
Explain fundamental concepts of integrity,
confidentiality, authentication, and nop-
repudiation.

Deploy a network using OSPF as routing
protocol and Message Digest |5
authentication for routers to exchange X X
routing information updates.

Implement Access Control Lists (ACLS)
including defining filtering  criteria
verifying, monitoring and applying them to X X
protect networks.
Manage and provide IP services, including X
DHCP and NAT.
Implement traffic engineering schemes wjth X X X X X X
MPLS.

Create applications (client-server and peer-
to-peer) capable of handling multiple X X X X
requests simultaneously.

Activities example

Advanced Networking covers WANSs fundamentals, protocols, and techriesogsed by this type
of network. HDLC is the main point-to-point layep®tocol for WANs and is the basis in
which newer protocols such as PPP were designed, Tihe course covers HDLC. PPP is also
studied, along with its authentication mechanisns@mponents. Another layer 2 technology
for WANSs is Frame Relay. WANSs topics are extradtedh *°. Security topics include the
fundamentals of confidentiality, integrity, authieation and non-repudiation, based on Chapter
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8 of > and Chapter 5 df. Innovations here include topics such as ACLs ffahat are
implemented through hands-on assignments in robtetsing Cisco Internetwork Operating
System (I0S). Network management topics includiaffic engineering using MPLS are based
on'” 8 Network programming material is extracted frfim

Lab assignment example 1

The following example illustrates a network managetiab assignment that must be
implemented by students and integrates multiplew®dge areas.

“Consider the network shown on Figure 10. Node3, And 3 represent routers running OSPF as
routing protocol. The capacity of links among \rstis also shown in the figure. Assume that
end users are attached to a LAN connected to r8utend users generate an aggregated traffic
of 100 Kbps, addressed to the Internet. As a nétwogineer, your goal is to minimize the
maximum link utilization. The utilization of a liniks defined as the ratio between the traffic
flowing through the link and the capacity of thakl Thus, the objective can be stated as:

f12 f13 f23

Minimize the maximum among —, ——, ——
C12 C13 Cag

wherefi; andc;; denote the traffic and the capacity of linkExplain your solution.”

256 Kbps

128 Kbps

Figure 10. Hands-on lab assignment.
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The above assignment integrates knowledge fromeappiathematics, routing, traffic
engineering and network management. The objedite keep the link load over link capacity
ratio as low as possible. To start with, studeatgetto model the problem mathematically
(ABET outcome 16) and solve it using linear prognging and an appropriate tool such as
LPSOLVE™ (ABET outcome 1). Figure 11 shows a snapshotafittear program formulation
by a student and respective solution. Students, tieed to apply math knowledge to an
emerging application as traffic engineering / MRIRBET outcome 2). While not explicit in the
specifications, students have to set dynamic rgyinotocol such as OSPF, which is learned in
the second networking course. Then, they havettMB&S tunnels and appropriate signaling
protocol, which permit to performance traffic erggning by sending different amount of traffic
through multiple paths. ABET outcomes 4, 6, andar2 be also assessed with this lab
assignment.

/* Objective function: minimize the maximum link

ot
I
Hon

m =1 gy e W R

=

o ook 0 M
1]
H oD

=]

]

C

11 x31 + =32 = 100; source node

1z x21 - =32 = 0; intermediate node Yariables result
1z -x31 -x21 = -100; sink nods 0.260...
14 a 0.260...
15 /* link capacity constraint */ %31 3333
18 ®x31 <= 128 a; 21 BE.EE...
17 32 <= 256 a; w32 BE.EE. .

18 x21 == 256 a;

(a) (b)
Figure 11. (a) Linear program to solve the probtgwen in Figure 10 (LPSOLVE® software package),
and (b) respective solution.

Lab assignment example 2

The second example shows a network programmingrassint integrated in a NAT scenario,
which imposes limitations to a peer to peer apfiliceto be developed. The example can be
used as a final project of the coursivanced Networking.

“Construct a peer-to-peer file transfer networke Tietwork has a well-known server (with a
fixed public IP address) which indexes files anthlinns of them. Files are stored in end users.
Make sure to test your solution with a case whareral user wants to request a file located in
another end user behind NAT. Specifically, you nuegiloy the following scenario in the lab:
Antonio, a user of the network, discovers throughrging to the index server that a peer user
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named Bob has a file it wants to download. Bobeisilhd a NAT whereas Antonio isn’t. Bob’s
network performs NAT overload (i.e., Antonio canitiate a TCP connection to Bob). Your
solution may allow, for this type of scenario, tvh the index server to acts as relay. The server
should spawn a different process or thread to teetind! file transfer.”

The above assignment represents another integtabvassignment, where students have to
master multiple knowledge areas, such as programmjrerating systems concepts, and
networking. Beyond the programming assignment,esitslhave to deploy a NAT system, inter-
network with respective IP addressing schemes.aBbgnment can be used to assess ABET
outcomes 1, 4, 6, and 12.

V. Infrastructure Support
Lab rooms

The four courses in computer networks are suppdryezi Networking Lab rooms in the
Department of Engineering at our institution. Labms are composed of 20 dual-booting
(Windows 7 and Linux Fedora Core 15) Desktops. ledi2 illustrates the setting of the lab
rooms (left) and a picture of one of the roomshfjigLabs are composed of a work area, where
students work on a Desktop. The work area is cdrddo a telecommunications rack, which
simulates an industrial telecommunications roone Work area and telecommunications rack
are connected by horizontal cables, which run feopatch panel next to the telecommunications
rack to a wall jack in each work area. Connectionthe devices are made with patch cables.
The lab arrangement complies with the ANSI/TIA/E388-B standard.

Routers and
switches

- Horizontal
Patch Cable
Patch Panel Cabling

Telecommunications Rack ;

Work Area

Figure 12. Networking Lab. The figure to the leftows the arrangement of the lab. The work area
represents the Desktop used by students. The teteoaications rack (which simulates an industrial
telecommunications room) is where students conrietgrmediary devices according to given
specifications. The figure on the right shows aleti working on a Desktop in the work area, nexth®
telecommunications rack.
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At our institution, there are two telecommunicatioack per lab room. Each
telecommunications rack is composed of 9 routedsSaswitches from Cisco.

Software packages and online support

Table VI lists the main activities of networkirngurses and tools to support them. Hands-on
lab assignments are done with lab equipment sucbuésrs and switches endowed with Cisco
I0S. I0S is the system software in Cisco devicdsclwvpermits the user to configure the
network device as needed. For simulation assigrsnem use Cisco Packet Tracer, which is a
network simulation program that allows studentsxperiment with network behavior. It
provides simulation, visualization, authoring, asseent, and collaboration capabilities. Since
devices used in simulations have to be configurigd MdS, the simulator provides realistic
environment, exactly as students would do on ii&lThis permits us to enrich networking
courses that otherwise are very abstract. As ampgbea Access Control List (ACL) or packet
filtering is included in any comprehensive bookitworking® >’ However, none of these
books include hands-on (either lab-based or sinanldiased) examples. With Packet Tracer, we
complement theoretical concepts on ACL by havingkBaTracer assignments where students
implement security mechanism with ACL, exactly fasytwould do in real-life. Figure 13 shows
a snapshot of Packet Tracer, with a network topolaglt on the left and a command line
interface used to implement an ACL on a router (&1}he right. The command line shows the
implementation of an ACL fror, Chapter 8.

Table VIII. List of activities of networking coursand tools to support them.

Activity Tools Course
Hand«-on lab assignme Lab  equipment with  Cisc| All
Internetwork  Operating  system
(I0S), Desktops with application
software such as LPSOLVE, Putty,

TFTP client.
Hand«-on simulation assignme Packet Tracer network simulatoi| All
including 10S
Quizze! Online Cisco websit All
Homework assignmer Theoretical questions, Packet Tra| All

Network Simulator
Hand«on retwork programmin¢| Linux OS with GCC C compile| Advanced Networkin
assignments Socket API
Hand-on retwork programming CNET retwork simulatc Advanced Networing
simulation assignments

Referring back to Table VIII, quizzes are givenihgluding CEP material into the courses. In
each course, there is approximately one online gfu0/25 questions every 7-10 days. Quizzes
reinforce theoretical knowledge presented in cemgs and prepare for the Cisco CCNA
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certification. As part of the Cisco Network Acaderoyr institution has Cisco I0S software with
free updates and advanced capabilities (e.g., MFR&)ket Tracer, and quizzes and exams
belonging to the CEP.

@ RL
‘ Physical | Config ‘ CLI |

105 Command Line Interface

3LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernet0/0, e *

o up
RLINK-5-CHANCED: Incerface Serizld/0/0, changed state to up

SLINEPRCTO-5-UPDOWN: Line protocol on Interface Seriszl0/0/0, chang

Rl>enzble

Rlgshow ac

Rlgshow access-lists

Standard IP sccess list 1
deny 111.11.11.0 0.0.0.255
deny 22.22.6.0 0.0.0.255
permit 111.11.0.0 0.0.255.255
permit any

M

&5 2060 24TT =, =
BT 2960-24TT RLe
PC- 50 i PC-PT
Pco ecz

Copy Paste

Figure 13. Snapshot of Packet Tracer network sitoula

The online component is becoming essential fostleeess of students and quality of the
courses. With online components, students spend titoe studying and reinforcing their

knowledge by using their time outside regular hdarg., using weekend days for online quizzes

and online hands-on lab sessions). Table IX shbhe/sipproximate time requirements.

Table IX. Per week activities and respective apipnake time requirements for computer
networks course.

Weekly activities Minutes
Weekly lectur (in-class 75
Hand<on lab sessic (in-class 75
Hand«on lab session usinPacket Traceronline) a0
Onlinequiz (online] 60
Overall 300 minutes

A course including activities for 300 minutes pexek is implemented much more efficiently
using distance education components. Otherwise,fane-to-face offering of 75-minute
sessions, students would have to come to classes fper week. Clearly intensive courses like
these are strongly benefited with online compondvtseover, since online activities (150
minutes per week) have strong hands-on comporstatients are very motivated in performing
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these activities. Figure 14 shows feedback sanilflssrating how attractive Packet Tracer, lab
and online components are for students. These bfp@sswers were unanimous.

6. What learning activities (assignments, lectures, exercises, textbooks, or technology) of this
course were most important in helping you learn?

e E 24 § P &y L ¥ y
LT Sy e S 7 s
e e e R A Sty e

6. What learning activities (assignments, lectures, exercises, textbooks, or technology) of this
course were most important in helping you learn?

Lt Y& ¥ a4 e Ol Yo L r

L N ” F, . L K‘_'(_\_

Figure 14. Feedback from students regarding hawadive they consider lab components, Packet Tracer
and online components.

To support network programming assignments includede coursédvanced Networking,
Desktop computers have Linux Fedora Core 15 witlC&Ccompiler. As listed in Table VIII,
hands-on network programming assignments use séédetvhere students implement network
applications that are tested in the networking febalternative final projects for the Course
Advanced Networking, we plan to include also protocols developmetbaer layers (data-link,
wireless routing protocol, etc.) For this task, vee already experimented with CNET network
simulator®.

V.  Preliminary results and impact on enrollment and reention

Introduction to Computer Networks was offered by first time in the new format durthge Spring
semester of 2011. Because of the high demand siiagain offered in Fall 2011.

Figure 15 shows the enrollment of this course s&@fe8. In the past, the course was offered
approximately once per year, with an enrolimeries$ than 15 students. During the 2 offerings
with the new model, the enrollment in consecutiemasters were 42 (Spring 2011) and 37 (Fall
2011) students.
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Figure 15. Enrollment of the courk®roduction to Computer Networks.

The following two coursefouting andSwitched and Wireless Networks, were offered once
each since the Spring of 2011: during the Fall @aohmer of 2011 respectively. Table X shows

the courses offered after implementing the modslpért of the courses, students have to take an

Industrial Certification exam, which is issued bige. A certified student is recognized to be
very well prepared and on track for the CCNA cimdifion®. A student receives a certificate if
he/she has a performance of 75% or better on xaismeWhile the percentage of students
certified in the first coursdrftroduction to Computer Networks) were only 38% on Spring 2011
and 26% on Fall 2011, those students who contiotieet next courses are likely to have a very
good performance; note that 6 students out of destuwere certified on the courSeitched

and Wireless Networks, and 10 out of 14 on the courReuting.

Table X. Networking courses offered since Spring228nd students’s performance.

Course Enrollment Industrially Certified
Students
Introduction to Computer Networks Spring 2 42 16 (38%,
Switched and Wireless Networks Summer 2 7 6 (86%,
Introduction to Computer Networks Fall 2( 38 10 (26%
Routing Fall 201 14 10 (71%

Table Xl shows a performance comparison for thesedutroduction to Computer Networks

offered during the Spring semester of 2011. As¢ pkthe activities, students have 10 quizzes
during the semester. The quizzes are prepareddnp Gletwork Academy, and consist of 20/25

guestions that have to be answered within 60 m&Udiee second column presents the
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performance of students at our institution, andthiivel column the aggregate performance of the
Cisco Academy students around the world. Our imstih’'s students performance may be
considered slightly higher than Cisco’s studentfopmance. To further investigate our students
performance, Table Xll shows a similar resultsfouthe second cours&quting).

Unfortunately, Cisco has no statistics availabletfie entire Cisco Network Academy for this
course. However, Table XII shows interesting resswihen compared with Table XI, second
column.Routing is considered a more advanced course. Despitentitis the better performance
of students oRouting than that of students &fitroduction to Computer Network. We believe

that the second course is taken by highly motivatadents. E.g., while the coursgroduction

to Computer Networks had an enrollment of 42 with an average quiz perémce of 87.6%,
Routing had an enrollment of 14 with an average quiz perémce of 91.34. This result also
supports the fact that 71% of students were cedtifi Routing while only 38% inlntroduction

to Computer Networks. Certainly only 14 students out 42 that téotoduction to Computer
Networks enrolled inRouting. However, it is important to highlight that motedents from this
group of 42 students are just enrolling to the sdaaffering ofRouting, scheduled for Spring
2012. In this regard, an indicator of retentiogiigen in Figure 16.

Table XI. Students’s performance on quizzes fordberselntroduction to Computer Networks at our
(second column) and at Cisco Network Academy (tbaidimn).

Quiz Our institution’s Spring 2011 Cisco Academyperformance (%)
performance (%) (42 students) (415,000 students)

Chapter . 78.2¢ 78.<
Chapter : 84.: 88.4
Chapter 84.1¢ 85.4
Chapter ! 84.4¢ 84.
Chapter 83.t 87.2
Chapter” 92.0¢ 88.¢€
Chapter 92.8¢ 91.¢
Chapter ! 91.c 86

Chapter 1 92.6¢ 90.z
Chapter 1 92k 80
Average per Chapter 87.6 85.99
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Table XII. Students’s performance on quizzes for the coRosting at our institution.

Quiz Fall 2011 Performance (%) 14 students)
Chapter 91.c
Chapter . 88.t
Chapter 9C
Chapter 97.6
Chapter 89.7
Chapter 92.7
Chapter 81.3
Chapter 94.4
Chapter 92.9
Chapter 1 94.¢
Average per Chapter 91.34

Il Number of students enrolled in ICN Spring 2011 (ICN'11)
[ Students who enrolled in another networking course after ICN'11 |
Il Students who enrolled in Routing after ICN'11
[ students who enrolled in SWN after ICN'11
[ students who enrolled in ICN again

o

N N W
o O

33.%

-
[9))

Number of Students

Figure 16. Retention indicators for the cohort tfdents who enrolled in the courkaroduction to
Computer Networks (ICN) during the Spring semester of 2011 (ICN'13)VN refers to Switched and
Wireless Networks.

The black bar in Figure 16 indicates the total nands students enrolled in the course
Introduction to Computer Networks (ICN) during the Spring semester of 2011 (ICN'180% of
those students enrolled in one or more computevarks course in subsequent semesters
(Summer 2011, Fall 2011, or Spring 2012). 52% wdents enrolled in thRouting course while

62 611°GZ obed



33 % enrolled in th&witched and Wireless Networks (SWN) course. 8 % of students repeated
ICN. Note thatRouting had a better enrollment than SWN. The reasonigfighihe fact that
Routing was offered during the Fall semester of 2011 aiticoe offered again during the Spring
semester of 2012. On the other hand, SWN was offarthe Summer of 2011, and will be
offered again during the Spring semester of 20X2uk institution, the enroliment in courses
during Summer semesters is lower than the enrolimegither Fall or Spring semesters. An
important result from Figure 16 is the retentioterdetention is measured as the number of
students who continued enrolling in courses in@dew of time of one year. If we measure the
retention of students who enrolled in ICN during 8pring 2012, then we obtain a retention of
60% (second bar in Figure 16) on the number ofesttedwho continued taking networking
courses. This number is much higher than the rietenaite of the whole college, which is lower
than 40% for freshman students. For us, this résoit great importance, since it represents an
increment of more than 50%. While a retention cdt&0% on freshman students may not appear
to be a significant figure for a large institutiome should highlight that our institution is locdte
in a high-poverty underserved region, where mangesits drop out or do not continue their
studies because of several reasons.

VI. Conclusion

We presented a model for computer networks edutaticomputing disciplines that seeks to
increase motivation and engagement of engineetuteats. The model includes an innovative
mix of industrial and academic components and st&1sif 4 courses, starting at freshman year.
It provides a strong foundation of computer netwgoslere topics are systematically reinforced
through hands-on activities directly applied to e job market requests. In contrast to
traditional programs that expose students to coemmetworks in their graduating semesters at a
relatively abstract level, our model uses an indalsipplication-oriented, hands-on approach, to
address computer networks concepts that are wadlty taught theoretically. The resulting
model shifts traditional emphasis pre-requisite requirements to an emphasis on engineering
motivation for those pre-requisites, with a justime structuring of them. By exposing students
to hands-on networking topics starting during tfieishman year, the model helps in attracting
students to this field and in improving recruitmant retention, engaging them on the second
fastest predicted growing occupation among more 1h@00 occupations in the U.S. for the
years 2008-2018. Preliminary results of the impletaigon of the model in a Hispanic serving
institution and feedback from students have sugthasy expectation.
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Appendix. ABET Technology Accreditation CommissionOutcomes

1.

© o NoO

11.
12.

13.

14.

15.

16.

An appropriate mastery of the knowledge, technigsikls, and modern tools of their
disciplines.

An ability to apply current knowledge and adapétoerging applications of mathematics,
science, engineering, and technology.

An ability to conduct, analyze and interpret expents, and apply experimental results to
improve processes.

An ability to apply creativity in the design of $gms, components, or processes
appropriate to program educational objectives.

An ability to function effectively on teams.

An ability to identify, analyze and solve technipabblems.

An ability to communicate effectively.

A recognition of the need for, and an ability taage in lifelong learning.

An ability to understand professional, ethical aondial responsibilities.

A respect for diversity and a knowledge of conterappprofessional, societal and global
issues.

A commitment to quality, timeliness, and continuaagrovement.

The application of Computer and network hardwaperating systems, system and
network administration, programming languages, iappbns software, and databases in
the building, testing, operation, and maintenarfdeaodware and software systems.

The application of electrical, electronic, teleconmcations, and digital signal propagation
fundamentals in the building, testing, operatiod araintenance of hardware and software
systems.

The ability to design, implement, maintain and padevior the security of facilities

involved with the processing and transfer of infation.

The ability to apply project management technigodscilities that process and transfer
information.

The ability to apply discrete mathematics, and phbility and statistics in the support of
facilities that process and transfer information.
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