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Abstract

The rapid growth of the Internet over the past two decades has led to a proliferation of
network-capable computing devices. This growth has occurred so rapidly that the academic
pipeline is struggling to keep up with the demand for cybersecurity professionals capable of
protecting the expanding infrastructure. Training a security-focused workforce has become a
critical objective of government entities, businesses, and academic institutions.

As educators respond to this growing demand, developing new curriculum and methodologies for
training cybersecurity professionals, there has been little systematic effort to assess student
outcomes from the variety of pedagogical approaches being used. This paper presents the second
stage in our work to develop an assessment tool designed to measure student interest and
self-efficacy in relation to cybersecurity.

Such a tool will allow educators to detect changes in student outcomes and thus systematically
improve pedagogical methods. Initial instrument development is based on a qualitative study of
students enrolled in an introductory cybersecurity course. We piloted the survey during the Spring
and Fall 2014 semesters, and present the results here along with discussions of our ongoing and
future activities with this project.

Introduction

Examining the current status of cybersecurity education, it is evident that few, if any, definitive
“best practices” have been identified.15 The problem of identifying those pedagogical methods
which produce the best outcomes is compounded by the variety of stakeholders attempting to
address this issue.13 Government and industry are working internally to develop their own
standards and methods for training employees on systems that are continuing to change even as
the training occurs.12,20 Meanwhile colleges and universities are adding to or updating courses
each year to help students gain an understanding of the new challenges they will face upon
graduation. The focus of our work is primarily on university courses although the assessment tool
being discussed here could be utilized in other educational settings as well.

The depth and diversity of the content being taught in cybersecurity courses varies greatly among
universities. These courses may look at the same topics in any of several different ways. For
example, one course may investigate cryptography and the mathematical principles used to
protect data while another might focus on the system-level implementation of those algorithms.6
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Although these two courses cover the same concepts, the student perspectives and expected
outcomes are drastically different. Course objectives can vary as well. For example, a given
course might approach teaching cybersecurity as a set of practical, vocational skills, as good
engineering practices, or as academic theories.

The methods used to teach these courses are just as varied as the content. Some courses focus on
laboratory-based, experiential learning.9,18 Others are lecture-based and involve the review and
discussion of literature, and still others are challenge based courses where instructors and students
work together to solve problems.11 Numerous institutions participate in organized attack and
defend scenarios, giving students hands-on experience.

In order to systematically improve the quality of cybersecurity education, we focus on developing
a way to measure the outcomes from such a variety of courses in a manner that will help
educators continuously improve their pedagogical approaches. This instrument must be able to
assess student outcomes independent of the depth of coverage or method of instruction.
Therefore, we do not focus directly on the level of knowledge students possess about individual
topics. Instead, we set out to create an instrument which can be used to detect changes in student
interest and self-efficacy as they relate to cybersecurity.

Measuring change in student interest gives us an indication of how well a given course is
motivating students to pursue further knowledge or work in this sub-field.22 Building long-term
student interest is vital within a new, fast-changing, field such as cybersecurity. Self-efficacy is
defined as “...a person’s belief in his or her capability to perform a task,”8 Measuring student
self-efficacy is important because it has been linked with outcomes such as persistence on task,
academic success and long-term career success.4,19 Studies have shown that students with higher
self-efficacy in fields such as mathematics are more willing to discard faulty strategies and rework
more problems than than students of equal ability but lower self-efficacy.3

Our instrument is designed to measure student interest and self-efficacy in relation to a variety of
general cybersecurity topics ranging from “Install and run malware checking software on a home
computer” to “Manage security for a Fortune 500 company.” This paper presents the development
of, and initial results from, a pilot study using a prototype survey measuring student interest and
self-efficacy in relation to cybersecurity. It builds upon the findings from a qualitative
investigation presented in our previous work.5

Curriculum Standards

There is progress being made to improve the overall quality and consistency of cybersecurity
education. In 2008, the ACM Special Interest Group for Information Technology Education
(ACM-SIGITE) approved and published a model IT curriculum. Overarching all other pillars
within this framework was information assurance and security (along with professionalism).1

Similarly, the ACM and the IEEE recognized information assurance and security as a separate
knowledge area within their recommended 2013 Computer Science Curricula.24 As with the IT
curriculum, the CS curriculum incorporates components of cybersecurity throughout the various
other computer science knowledge areas.

These two documents provide educators with guidance as to what topic areas should be
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incorporated into classroom activities. However, neither set of guidelines includes pedagogical
best practices or tools for assessing pedagogical methods. Currently there are a wide variety of
pedagogical methods, content and training environments being used, with little progress being
made to identify those practices that provide the best student outcomes.9,11,18,23 By developing an
assessment tool capable of measuring student interest and self-efficacy while meeting the goals
set forth by these standards, we can help educators identify the pedagogical approaches that will
best help us meet the growing demand for graduates who are willing and able to tackle the
growing security problems in the computing industry.

Background

Given the lack of formal assessment methods available for cybersecurity education, we looked at
those available in other areas of computer science. There have been numerous research projects
investigating ways to measure and improve student outcomes within introductory computer
programming courses.10,16,21,25 This type of course has existed since the earliest days of modern
computing,2 and while details such as the language used may change over time, the core concepts
and expected outcomes have become relatively stable from year to year and even from university
to university. This allows these instruments to focus on student exposure to, and comprehension
of, specific topics.

Given the variety of pedagogical approaches, the diverse content, and the typically lower
enrollment in cybersecurity courses, we determined that we would not be able to simply adapt the
approaches used to develop these survey instruments into a new survey for cybersecurity. Instead,
we would need to first identify how students relate to a course in cybersecurity. Therefore, we
chose to first perform a qualitative study of students enrolled in an introductory cybersecurity
course and then use those results to inform our development of the quantitative tool.14

Initial Qualitative Study

Over the course of a semester, we performed 3 rounds of semi-structured interviews with students
enrolled in an introductory cybersecurity course designed for upper division undergraduate and
first year graduate students.7,27 Our goal was to discover those topics and experiences that the
students found most influential and interesting, and to identify ways we might be able to measure
outcomes from those experiences. Fifteen students volunteered to participate in the first round of
interviews, with 14 continuing on to the second round and 12 to the final round. Our primary
objective was to study how student interest and self-efficacy in relation to cybersecurity changed
over the course of the semester, and identify what experiences may have led to those changes.
Specifically, we wanted to investigate student interests in cybersecurity as they pertain to future
plans such as careers, research, and classwork. We also wanted to determine how to answer the
question: “Are students gaining confidence in their ability to handle cybersecurity issues?”

Based on interview responses, it was apparent that there was student interest to further pursue
cybersecurity in various ways (additional courses, performing research, and seeking jobs). Most
of the students we interviewed considered cybersecurity to be a component of their overall
education and career plans, but not the main focus. By the end of the semester, all students were
glad they had taken the course. While there were a few students who had one or two topics they
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did not like, interest rates ranged from somewhat interesting to very exciting. When asked, most
indicated they would be willing to take additional cybersecurity courses if those courses fit into
their schedule and academic requirements. This interest was expected given that the students were
enrolled in an upper-division elective course.

Over the course of the three interviews, students’ responses showed low self-efficacy levels when
asked about performing various cybersecurity related tasks, with comments such as “I’m not sure
I could do that” being common. Meanwhile interest levels seemed to grow, reflected in comments
such as “That was really cool!”. For some students, self-efficacy levels decreased over the course
of the semester. Given that students admitted to having very little knowledge of cybersecurity at
the beginning of the semester, this was not totally unexpected as students became aware of the
volume and complexity of cybersecurity problems facing today’s workforce. This is what we
would like for our survey to help educators identify in their classrooms. A more detailed
description and further analysis of this portion of our study can be found in our previous work.5

The information gained from this investigation was used to develop the statements used in our
current assessment tool.

Table 1: Statements included in survey

1 Pursue an advanced degree(s) focused on cybersecurity
2 Find ways to exploit vulnerabilities in existing software
3 Perform research focused on cybersecurity
4 Learn how to crack users’ passwords
5 Take additional courses focused on cybersecurity
6 Discover ways to protect personal data on the Internet
7 Write software that is safe from buffer overflow attacks
8 Manage security for a Fortune 500 company
9 Implement a protocol to allow data to be sent securely over a network
10 Perform network penetration tests for companies
11 Learn how to use SSL certificates
12 Find a job which involves cybersecurity
13 Learn how to intercept and read network traffic
14 Write an algorithm that uses asymmetric encryption to authenticate a user
15 Work for an organization that researches ways to make computing more secure
16 Learn how to verify a digital signature
17 Have cybersecurity concepts incorporated into other courses that I take
18 Remove detected threats from a home computer
19 Read articles/web posts about cybersecurity on your own
20 Install and run malware checking software on a home computer
21 Learn how to detect cyber attacks
22 Find a job which is specifically oriented towards cybersecurity

Survey Development

To measure these two attributes (interest and self-efficacy), we first developed 22 survey
statements, derived primarily from the interviews performed in the qualitative study. Additional
statements were chosen to provide data concerning specific areas of interest such as “Take
additional courses focused on cybersecurity.” The goal in selecting the topics was to cover a
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variety of ways in which students might further engage with cybersecurity material in both
academic and work environments. The statements are shown in Table 1.

We then developed three measures which allow students to indicate their level of interest in,
self-efficacy in relation to, and estimated time to accomplish or complete each of these 22 topics.
The measures are shown in Table 2. Interest is related to student motivation, and measuring
changes in this will show us to determine if a course is helping to motivate future learning or
career choices within the student population.22 Similarly, increases in self-efficacy have been
shown to lead to greater persistence on tasks and long-term success in both academic and career
endeavors.4 The time metric was included to allow students to differentiate between topics they
felt capable of achieving with minimal work and those they could become capable of if given
enough time and/or resources.

Table 2: Measures and Likert Scale Values

I am interested in this topic
(Strongly agree / Agree / Disagree / Strongly disagree / I don’t know what this is)
I am confident in my ability to undertake and succeed in completing this activity
(Strongly agree / Agree / Disagree / Strongly disagree / I don’t know what this is)
Estimated time for me to prepare for and accomplish this
At most a few days / A few weeks / Between a month and a year / A year or more / I
wouldn’t be able to do it on my own

For each statement, there are 4 options (forced-choice modified Likert scale) which provide
students with the ability to rank their interest (4=“Strongly agree”, 1=“Strongly disagree”),
confidence (4=“Strongly agree”, 1=“Strongly disagree”), and anticipated time to prepare for and
accomplish a given topic (4=“At most a few days”, 1=“A year or more”). A fifth option of “I
don’t know what this is” or “I wouldn’t be able to do it on my own” was provided since some of
the topics might be unfamiliar to the students. Questions which respondents left blank or for
which they chose the fifth option were excluded from analysis.

The survey was reviewed for face validity by more than 20 graduate and undergraduate computer
science students using a think-aloud protocol prior to being piloted.17 This was done to check the
clarity of statements, verify consistency of understanding of the questions by different students,
and to ensure that students within the target audience would understand how to respond to the
survey.

Initial Participant Selection

We would prefer to survey a large number of students enrolled in our introductory cybersecurity
course. This would provide a statistically significant evaluation of the course and allow us to
determine how the instrument performs in such an environment. However, this is an elective
course only offered during the Fall semester each year at our university. This was the course
which was used for the interviews discussed above during the Fall, 2013 term. Two other
cybersecurity courses were offered during the Spring 2014 semester. Although enrollment was
very limited, we did perform an initial pilot in these courses. We also surveyed a CS1 course to
provide additional insight into student interest and self-efficacy concerning cybersecurity topics.
We were able to survey the introductory cybersecurity course during the fall, 2014 semester.
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Table 3: Student Participation Numbers

CS1 Cyber Defense
Lab

Adv. Security
Intro Security

When Surveyed Spring 2014 Spring 2014 Spring 2014 Fall 2014
Course Enrollment 138 14 6 32
Pre-Course Survey 93 11 5 30
Post-Course Survey 74 9 6 21
Both Surveys 61 8 5 17

“Both Surveys” value indicates students who completed pre AND post surveys.

The first course surveyed during the Spring 2014 semester was a 1 credit-hour lab course designed
for advanced undergraduate and graduate students. Enrollment was 14 students. This course
provides hands-on experience with tools and techniques often used by attackers, and presents
ways to prevent such attacks. The second course, an advanced computer security systems design
course, is primarily for graduate students (though advanced undergraduate students occasionally
take the course) and had an enrollment of 6 students. We performed pre- and post-course surveys
of the students enrolled in both courses during the Spring 2014 semester.

We also surveyed students enrolled in the introductory programming course (CS1), which had an
enrollment of 138 students . This course does not contain significant cybersecurity content, and it
is not a course for which we expect to regularly use the survey. It was selected because it has a
fairly large enrollment and because it would provide data from students who are not likely to have
much experience with cybersecurity topics (thus providing a baseline from students within the
general CS population). This approach provides a broader view of student interest and
self-efficacy in relation to cybersecurity within our program. Additionally, surveying this course
allows us to measure how building general knowledge of computer science affects student interest
and self-efficacy in areas students are not directly studying. This is a required course for CS
majors and a large majority of the students enrolled in this course during the Spring term are in
their second semester of the CS program. We cannot know how many of these students fit the
profile for those who will go on to take cybersecurity courses. However, based on past enrollment
numbers, we can estimate that 10%-20% of the students in CS1 will go on to take the introductory
cybersecurity course. We can compare these outcomes to those from the cybersecurity courses to
see how the interest and self-efficacy of students in the two groups differ.

The introductory cybersecurity course was surveyed during the Fall 2014 semester. This is a 3
credit-hour course with enrollment ranging from 20 to 35 students per year. Students who enroll
in the course are expected to have taken an operating systems or computer architecture course, or
have comparable background (there are some computer engineering and information systems
students who take the course). Most are upper-division undergraduate or graduate students.
Course content provides a broad survey of cybersecurity concepts, hands-on implementation of
common software exploits, applications of cryptographic protocols, and discussion of various
authentication methods, as well as concepts in network and web-based security. There are
approximately 6 programming assignments and numerous external papers assigned for students to
read. The course also includes a final paper on a current security topic of the student’s
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choice.

The survey was administered in all 4 courses within the first 3 weeks of the semester and within
the last 2 weeks of the semester. Table 3 is a summary of the student enrollment and participation
totals from each surveyed course.

Figure 1: Average change in student interest for each survey question from
pre- to post-survey. Each graph is ordered so that the questions with the
largest change are at the top or bottom

Analyzing Results

Figures 1 and 2 show the change measured for each interest and confidence statement in the
survey, respectively. To make it easier to locate interesting data values, each graph is ordered so
that the questions with the largest change are at the top or bottom of the graph. Graphs are
included for the overall average change values as well as the average changes for each
course.

Using a 1-4 forced-choice modified Likert scale, with 1 indicating less interest or confidence, we
then average all responses containing a value on the ordinal scale for both the pre- and
post-surveys. Comparing the pre- and post-survey averages shows the change in this tendency for
each statement over the course of the semester. We compare results from the entire population to
results from each course to see how each population is different from the overall results.

Within the pre-survey responses for the overall population, students indicate greater levels of
interest than self-confidence in all but two of the topics based on the average response values. The
two exceptions are “read articles/web posts about cybersecurity on your own” and “install and run
malware checking software on a home computer.” These are topics which most students are likely
familiar with, which is a reasonable explanation of students’ greater confidence in performing
these tasks.

Estimated time selections tend to be conservative, with the average in most cases indicating more
than “a few weeks.” The exceptions to this are the same 2 topics mentioned above along with
“Remove detected threats from a home computer.” For these statements, average time estimates
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Figure 2: Average change in student confidence for each survey question
from pre- to post-survey. Each graph is ordered so that the questions with
the largest change are at the top or bottom

fall between a few days and a few weeks. Again, this is likely the result of the students being
more familiar with these activities, and therefore more comfortable with a shorter time estimate to
complete them.

Post-survey results are similar, although the difference between interest level and confidence level
is reduced, with more cases (7) where the average confidence level exceeds the interest level. In
fact, for 18 of the 22 statements, changes indicate student interest decreased, while confidence
levels on 18 of the 22 statements increased. This seems to indicate that as students became more
confident in their ability, they became less interested in the subject. This occurred in each of the
courses studied. An alternative hypothesis is that students near the end of the semester have less
interest in learning or taking on new tasks yet they have greater confidence in performing such
tasks.

The interest graphs show that the overall average change values are influenced by those from the
CS1 course due to the larger sample from that course. While the questions showing the greatest
change are not in exactly the same order on these two graphs, they are nearly so, and the
magnitude of the changes are similar. For the cybersecurity courses, it is surprising to see the
large number of questions which exhibit a loss of interest. In fact, the introductory security course
has lowered student interest in all but 1 area (“Install and run malware checking software on a
home computer”). Given the small sample sizes for the the 3 cybersecurity courses, a few
students can have a significant effect on the average, so a change of 0.5 is not necessarily a strong
indicator of a trend in these courses. Additional assessment will be needed to determine if these
results are significant.

In looking at the confidence graphs for the cybersecurity courses, unlike the interest graphs, there
is a mixture of increasing and decreasing confidence among the statements. There is also a large
difference in how statements performed within different courses. For example, statement 6:
“Discover ways to protect personal data on the Internet” displays decreasing confidence for the
introductory security course while it shows increasing confidence for the advanced security
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course. Similarly, question 14: “Write an algorithm that uses asymmetric encryption to
authenticate a user” displays increases in confidence for all of the cyber defense courses while it
trends toward less confidence for the programming course. Again, with relatively small sample
sizes and an ordinal data scale, the magnitude of the changes does not provide a precise measure
of the effects of the course, just a suggestion of how student interest and self-efficacy are trending.
Future surveys with greater sample sizes are expected to provide stronger results.

Statistical Analysis

In order to determine if the measured values from the pre- and post-course surveys were
statistically different, we performed a statistical analysis of the data. To do this, only students who
gave a valid response on the 4 point ordinal scale for a given statement on both surveys could be
counted.

We used the Wilcoxon signed-rank test within R to validate the data.28,26 Those statements with
significant effects are shown in Table 4. We also calculated the Hedges’ g values for each
measure. This is a more conservative calculation of effect size. The results for the Hedges’
calculation were similar to those found using the Wilcoxon test.

Table 4: Statistically Significant Statements

Statement p-value Effect size Hedges’ g
Confidence in pursuing an advanced de-
gree focused on cybersecurity

< 0.01 -0.296 -0.26

Interest in taking additional courses fo-
cused on cybersecurity

< 0.05 0.209 0.27

Interest in discovering ways to protect
personal data on the Internet

< 0.05 0.228 0.26

The time it would take to learn how to in-
tercept and read network traffic

< 0.01 -0.330 -0.21

The time it would take to learn how to ver-
ify a digital signature

< 0.01 -0.345 -0.29

Interest in reading articles/web posts
about cybersecurity on their own

< 0.05 -0.266 -0.19

Statements with p-values < 0.05 showing statistically significant changes be-
tween pre- and post-surveys and the measured effect sizes. Positive effect sizes
indicate students became more interested or confident in the topic, or felt it
would require less time to complete. Effect sizes: small ≥ .10, medium ≥ .30,
large ≥ .50

A negative effect size indicates that students have less interest/confidence in the statement, or felt
it would require more time time to complete that task. While it would be better to have all
measurements showing significance, there were at least two factors which made this unlikely.
First, a majority of the students surveyed were not enrolled in a cybersecurity course. Second, the
number of students enrolled in the cybersecurity courses who completed both parts of the survey
is too small to provide statistical power.
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Per Course Analysis

The next question to investigate is how the responses are distributed within and between each of
the 4 courses. For example, are introductory students more or less interested and more or less
confident in learning how to use SSL certificates than students enrolled in cybersecurity courses?
To determine this, we broke the responses down by course then averaged the responses for each
option.

There was a noticeable difference between the CS1 students and the more advanced students.
Students enrolled in the cybersecurity courses are self-selected and we would expect them to
display greater interest than a population of students enrolled in a general computer science
course. For many of the statements, students appear to become less interested over the course of
the semester. The small sample sizes of the courses make this data less reliable for measuring the
effects within a given course, but the results show that the survey measures differences between
those that have chosen to take a cybersecurity course and the general population of CS
students.

There is a discernible difference between the populations within the confidence data as well, but it
is not as clear as the difference seen in the interest response data. Considering that all of the
students surveyed are enrolled in computer science courses, they would be expected to have
confidence in their ability to solve problems within a computer science context. Some differences
can also be seen between the cybersecurity courses. For example, the statement “Learn how to
intercept and read network traffic” averages 1.32±0.13 for CS1, and 1.37±0.26 for cyber
defense lab while the average is 2.2±0.58 for the advanced security course, and 2.29±0.14 for
the introductory security course. The more advanced students appear to be more confident than
students in the other 2 courses in their ability to learn how to intercept and read network traffic.
Again, the sample sizes were small for the courses, but the ability to see a difference in the
measures is promising.

We analyzed the responses from the CS1 course to see if they contained additional significant
changes. Given that the student population is more uniform, there was the potential that this
might occur. Since these students had little or no exposure to cybersecurity subjects, we expected

Table 5: Statistically Significant Statements from CS1 Course

Statement p-value effect size Hedges’ g
Confidence in pursuing an advanced degree focused on cyber-
security

< 0.05 -0.276 -0.258

The time it would take to learn how to intercept and read net-
work traffic

< 0.05 -0.33 -0.357

Interest in writing an algorithm that uses asymmetric encryp-
tion to authenticate a user

< 0.05 -0.326 -0.38

Interest in reading articles/web posts about cybersecurity on
their own

< 0.05 -0.319 -0.28

Positive effect sizes indicate more interest or confidence. Effect sizes: small
≥ .10, medium ≥ .30, large ≥ .50
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little change in values over the course of the semester. Inspecting the values revealed that 4 results
had a p-value below the 0.05 threshold as shown in Table 5. The one new statement is “Interest in
writing an algorithm that uses asymmetric encryption to authenticate a user.”

Summary and Future Work

We have developed a survey instrument that focuses on student interest and self-efficacy in
relation to jobs, classes and/or research involving cybersecurity. This survey was piloted during
the Spring 2014 and Fall 2014 semesters. Pre-course survey results show that student interest was
generally higher than confidence. These differences were reduced, and in some cases reversed, in
the post-course survey data. Further analysis of the individual course results showed that there is
a noticeable difference in student responses between courses. Upper division students in
cybersecurity courses had greater interest and confidence than introductory programming students
in all but four of the interest and self-efficacy items.

These results show that the survey is capable of differentiating between outcomes from a
cybersecurity course and those from an introductory programming course. We were also able to
detect significant changes between the pre- and post-course responses for some of the topics even
with limited sample sizes. Unfortunately, the enrollment in the cybersecurity courses was too
small to allow for statistical analysis of the responses from those courses individually.

Implementing the survey in a variety of cybersecurity courses with larger enrollment numbers is
the ongoing next step in the development of this instrument. This work is being conducted during
the Spring 2015 in courses at two universities. These results will allow us to begin validation of
survey questions and provide us with the opportunity to perform more rigorous data analysis.
This data will be used to adjust the survey and enable us to begin working within the classroom to
identify pedagogical activities which produce improved student interest and self-efficacy in
relation to cybersecurity.
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