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Fantastic Cheats: Where to Find Them? How to Tackle Them? 
 

Background – why do students cheat? 
 
This is a full survey paper of literature and practice in dealing with academic integrity violations 
in higher education. Academic integrity is often an abstract concept, a term that many students 
are familiar with, but one that may not be completely understood in terms of breadth or 
importance.  Academic integrity violations can range from cheating through premeditation by 
bringing restricted materials into an exam to glancing at another student’s exam [1].  Violations 
of academic integrity can involve plagiarism, which includes taking the words or ideas of 
another person and passing them off as one’s own [2], or can involve working with other 
students on an assignment when the expectation was that homework should be completed alone 
[3].  Although most universities define academic integrity similarly, the ways in which this area 
of policy and education differ tremendously across institutions [2].  The concept of academic 
integrity is something that students may have heard of frequently, may even fear violating, but 
many students fail to integrate the underlying values and purposes of abiding by academic 
integrity within their own lives.  The debate over whether academic dishonesty is on the rise or 
whether technology has altered the way that violations appear is ongoing; however, what is 
imperative is that engineering educators begin to work to integrate this crucial aspect of one’s 
education into the objectives of their courses. Students need to learn that academic honesty is a 
critical part of their educational endeavors and that their future work as an engineer is dependent 
upon the professional ethics that they must uphold. 
 
There are many types of academic integrity violations, ranging from minor to more severe.  One 
current type of violation is contract cheating, first coined by Lancaster and Clarke in 2006, which 
involves paying a third-party to complete an assignment instead of the student enrolled in the 
class [4].  Some researchers have even discovered “ghost students,” in which a fee is paid for 
another person or company to enroll in an online course for an entire semester on behalf of 
someone else [5].  Even though contract cheating and ghost-students are extremely severe 
violations because of the awareness of the deviousness of the act, the underlying motivations for 
these types of violations often reflect the same causes as other forms of academic integrity 
violations [4]. 
 
Students have cited a variety of motivations for engaging in academic integrity violations.  There 
are often personal reasons for cheating, including that students do not have time to complete the 
assignment, that they are overwhelmed by internal and external pressures to succeed [4], that 
they have low self-esteem [6] or lack of self-control [7], or that the motivation to “get ahead” 
exceeds any deterrent from cheating [8].  There are also systemic and organizational components 
that may make it more likely for students to cheat, such as that they have witnessed other 
students cheating and getting away with it [6], that many professors are not willing to spend class 
time talking about academic integrity because they believe that students should already know the 
rules [9], and that many elements are in place to depersonalize the college experience, from 
anonymous grading to large or online classes, so students feel less personally responsible for 
their behaviors [4]. 
 



Much of the literature on academic integrity has focused on cheating and punishments, rather 
than promotion of honesty and ethics in students.  Thus, it could be more fruitful to focus on 
student motivations not to cheat and to capitalize on those factors, rather than approaching the 
topic from a perspective of catching and sanctioning students after it is too late.  Students who 
have reported never committing academic integrity violations have cited reasons such as the 
influence of the professor and one’s overall disapproval of cheating behaviors [8].  One’s attitude 
towards academic integrity has been found to relate strongly to future academic integrity-related 
behaviors [7]; therefore, it is crucial for professors and institutions to openly create a culture of 
academic honesty.  Furthermore, students who do not cheat do not value the idea of “getting 
ahead” [8], which suggests that perhaps there is more motivation to learn and engage with course 
material for the sake of mastery as opposed to an extrinsic reward, such as a grade.  This finding 
would underscore the obligation of professors to create assessments that are connected to 
important learning objectives and transparency with students in explaining the benefits of 
completing such assignments. 
 
Faculty perceptions of why students cheat can vary just as widely as students’ reported 
motivations for cheating.  A recent survey of faculty members indicated that some faculty 
believed students cheated because they only cared about their grades and were willing to cut any 
corners in order to achieve their goals, while other faculty members suggested that students did 
not know how to approach assignments correctly and were unaware of what was actually meant 
by academic integrity.  The perceived motivations for cheating can greatly affect the ways that 
faculty approach this complex issue, from designing assessments to prevent cheating behaviors 
to dealing with students after they have potentially committed an academic integrity violation. 
 
Academic integrity violations in high school are a big predictor of similar violations in college 
[10], and students who cheat once in college are likely to continue to cheat multiple times [4].  
Thus, it is crucial for individual professors and also departments and universities to focus on best 
practices for educating students on ethical behaviors and how to ensure they are followed.  
Furthermore, if the educational process can tap into the professional ethics that students will 
eventually follow as professional engineers, students are more likely to internalize the 
appropriate ethical behaviors instead of just trying to avoid punishment during college [4]. 
 
It is an obligation of educators to create meaningful assessments of students, not only to benefit 
the students’ overall learning but also to deter academic integrity violations.  Students who 
reported cheating on college examinations stated that they did not feel guilty for their actions if 
the exam questions were not clearly tied to the students’ future educational and career goals [11].  
This paper will address best pedagogical practices that can be used to prevent academic integrity 
violations, from the use of meaningful and clear low-stakes assignments to the use of technology 
to detect when cheating has potentially occurred. When these recommendations are used 
consistently across the discipline, students will have a clear understanding of appropriate ethical 
behaviors and future engineers will be better prepared to work competently and ethically in the 
field. 
 
 
 
 



Fantastic cheats – modern technology-driven cheating 
 
A wide body of research studies indicate that cheating is on the rise in higher education [12] - 
[14]. Business and engineering students have been reported as some of the most likely to engage 
in cheating [15], [16]. The incidence of students using unauthorized online resources to cheat has 
been rapidly increasing [17] - [19]. With the availability of online tutoring services like Chegg, 
smartphone devices, online companies who provide paid services for assistance with school 
work and take online classes on the student’s behalf, students have access to a new set of very 
convenient resources and tools to cheat.   
 
Chegg is an online tutoring service (website and mobile app) offered by the parent company 
Chegg Inc. which is an American educational technology company. A Chegg study subscription 
includes access to solution manuals of over 9,000 textbooks (as advertised on their webpage) and 
access to ‘Expert tutors’. Students can post a photo of the question and the service claims that an 
expert tutor will answer the question in as little as 30 minutes. The subscription costs are around 
$14.99 a month to access these services. In July 2019, the company reported to have 2.23 million 
subscribers, a 30% increase over one year, and a net revenue of $93.9 million.  The resources 
offered by the company are marketed to aid the student in studying, but on the contrary, these 
can also be very easily misused by the students.  
 
Students have found unique and novel ways of misusing these online resources and technology. 
With the Chegg mobile app it takes just a few seconds to post a picture of a question for a tutor 
to answer. Students post the exam questions during the exam which the tutors answer in a short 
period of time (Figure 1). On searching the Chegg database for questions it is very easy to find a 
large amount of exam questions which have been answered by the tutors. The tutors are paid 
based on the questions answered so it is common to find multiple tutors answering in a short 
period of time. Students are usually restricted from carrying their smart phone devices in the 
exam halls.  In smaller classes, this is easier to monitor, but as enrollment and class sizes grow, it 
becomes increasingly difficult to monitor this behavior.  Students often share the login 
information for Chegg with each other.  As a result, it is difficult to find the person uploading the 
question, even if the account information of the person posting the question is obtained from the 
service provider.  Students often work in groups and use self-destructing private messaging apps 
to communicate; if one person in the group gets a chance to look up the solution on Chegg, they 
text the solution to the rest of the students. Studies indicate that the prevalence of the use of 
online sources of the solution manuals to textbooks and problem solving services to cheat on 
homework is increasing [12], [20], [21]. Furthermore, the process of finding the solution to 
numerical problems has become increasingly simplified with the databases of the online services 
like Chegg. Entering the first few words of a numerical in the google search engine brings up the 
results of the solutions posted on the online services (Figure 2).  Coursehero is another online 
service that is popular with students; it provides access to solution manuals, old tests, homework 
problems, and class notes. There are many other sites that provide similar services, including 
studybible.com, koofers.com, and slader.com. Even though these services are positioned as a 
learning resource, one of the big issues with them is that if the student wants to cheat, these 
websites offer all the tools they need to do so. 
 



There are many companies that offer paid services to take online classes on the student’s behalf. 
They offer a wide variety of services like writing essays or papers, completing homework 
assignments, lab reports, case studies, quizzes, exams, etc., while few offer to take the entire 
course on the student’s behalf. Some of the popular websites offering these services are 
onlineclassdoer.com, nerdifyit.com, acemyonlineclasses.com, onlineclasstutorsforyou.com, 
takemyonlineclassnow.com takeyourclass.com, speedypaper.com, paperhelp.org, essaypro.com, 
superbpaper.com, and homeworkfor.me.  The student can place an order on the website by 
providing all the details of the task involved and the deadlines.  The company then assigns a tutor 
or an expert having the appropriate academic background to work on the task. These companies 
market the services they provide as academic consulting; they claim to provide their customers 
with only examples of written work and solutions to the tests for assistance purposes.  How the 
student uses this is not their business.     
 

 

Figure 1: Screen grab of a question from a final exam posted on the Chegg mobile app, and the 
solution posted by an expert within an hour 



 
 

Figure 2: The process to find solutions to numerical problems has become very simplified, 
upon entering the first few words of the numerical in a search engine, solutions for the 
numerical from the online problem solving services conveniently pop up 

 
Fantastic cheats – what to do when you find them? 
 
It is very important to maintain consistency and a standard approach in dealing with academic 
integrity violation reports. Most universities have an office of community standards to deal with 
such cases. The community standards office is usually part of or is closely affiliated with the 
Dean of Students office. The role of an effective community standards office is to uphold the 
honor code (also known as the code of student conduct) as well as to ensure due process to all 
those who are accused. Figure 3 outlines the most commonly used procedures to deal with 
academic integrity violation incidents. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 



 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3: A typical flow for handling academic integrity violation incidents  
 
In addition, there are many things that can be done to minimize the occurrences of academic 
integrity violations. Presented below are some of the best practices that should be implemented 
at all institutions of higher education. 

1. All suspected or confirmed cases of academic dishonesty or misconduct must be reported 
to the Community Standards Office (or the Office of the Dean of Students, as 
appropriate). Teaching Assistants and Proctors should report the incidents to the primary 
instructor for the course.  This step is crucial that even if an instructor wants to handle the 
investigation themselves, a record must be maintained at the University-level of any 
student who has violated the academic integrity policies of the university. 

2. Such reporting requirements should be clearly stated in all relevant policy documents, 
e.g., Academic Integrity Policy, Faculty Handbook, etc. 

3. Periodic departmental and institutional faculty meetings should include sessions on 
educating instructional staff on updated policies and procedures as well as best practices 
to minimize cheating. Use of modern technology tools can be a very effective resource. 

4. Use of teaching workshops and open forums should be made to address academic 
integrity issues.  

5. Academic integrity policies and procedures should be a mandatory part of the on-
boarding process for all new hires. 

6. Students should learn about the importance of the honor code and the seriousness of 
sanctions if they are found in violation of it. College 101 and other first-semester courses 
as well as new student orientation programs are ideal platforms to reach new students. All 
the relevant policy documents including information on student rights should be readily 
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available on the university website and should be referred to in course syllabi and course 
description pages. 

7. Doctoral and Graduate students in particular, and all students engaged in research 
activities in general should be made aware of the serious consequences of falsifying 
and/or fabricating data, reports, processes, and research results. It should be made clear 
that there is no excuse for plagiarism. Many institutions even state in their policy that 
they reserve the right to rescind the degree for academic integrity violation cases 
discovered and proved after graduation.  

Fantastic cheats – how to tackle them? 
 
This section will present some of the best practices, strategies, and tips to minimize cheating in 
the classroom [22],[23]. It is organized in the following broad categories- 
 
General classroom practices 
 
• Define policies explicitly in the syllabus.  Students should be clear on your policies regarding 

academic dishonesty, attendance, late submission of homework and assignments, use of 
electronic devices in class, exams and assessments, and consequences of violating these 
policies. A few sample policies are shown in figure 4 below. Please note that these policies 
should be used just as a guideline. Each instructor should adapt to his/her particular course. 

• Convey to your students that you have a zero tolerance policy and take strict action against 
academic dishonesty cases. Be explicit about your grading policy. For example, if you intend 
to give a zero for an assignment when there is an academic integrity violation, say so. If you 
intend to report the student to the CSO, state that explicitly. 

• Let your students know, to the extent possible, of previous academic dishonesty cases caught 
in your class and the consequences bore by the students.  

• Establish relevance of each homework assignment, paper, project, presentation, lab and the 
overall course to students’ interests and career aspirations.  

• Speak with students about the relationship between academic integrity and their future 
chosen career and the implications of academic dishonesty. 

• Do your best to create a climate of integrity by stressing the importance of honest work, 
pointing out that it is in the best interest of all students to maintain the reputation of their 
degree. Tolerating cheating by doing it, or not reporting it when it is observed, puts in 
jeopardy the integrity of everyone’s academic accomplishments. 

• Be wary for how students cheat.  Once a method of cheating is identified, create a solution 
that does not allow this type of cheating in the future. 
 
 



 
Figure 4: A sample of academic policies that can be added to course syllabi 

 
Cheating during exams 

Cheating on exams can be either opportunistic or planned. Here are a few tips to prevent 
cheating during exams- 
• Questions asked on the exams should never be repeated from previous semesters. In this 

technologically advanced era, do not ever recycle your exams. 
• Questions from textbooks and publisher text banks should be altered to avoid students 

copying from a solution manual that is readily available online. 
• If possible, at least two different sets of exams should be created with different (but 

equivalent) questions for adjacent examinees. If the same questions are being used, at least 
the order of the questions should be varied.  Various programs are available to easily shuffle 
the order of questions to create multiple versions of the exam. 

• Be reasonable. Evaluate and test students on what you have taught. Do not make your exams 
too hard or too long.  

• Avoid multiple choice questions on an exam. Yes, they are easy to grade, but easy to cheat 
on as well. 

• Request additional proctors from your department if possible or request your teaching 
assistants to help. Provide clear instructions to teaching assistants and proctors for proctoring 
exams. 

• Practice active proctoring. Walk around the class in random patterns.  Proctors should not be 
focused on anything other than proctoring. Multiple proctors should be present for large 
classes. 

• The instructors and/or proctors should reach the exam center before time to ensure that there 
is enough space between students to prevent opportunistic cheating. Request bigger 
classrooms for major exams, if possible. 



• Before entering an exam room, have students deposit, at a designated area, all backpacks, 
caps, gloves, coats, notebooks, books, and technology of any kind (laptops, ALL cell phones, 
tablets, graphing calculators and programmable watches) unless necessary for taking the 
exam. Students should receive advance notice of this policy in case they would rather lock up 
their belongings in a locker or leave valuable items at home. 

• Calculator use must be monitored closely and only permissible models should be allowed. 
Do not allow students to use their smartphones as a substitute for a calculator. Instead, carry 
a few calculators with you to the exam. 

• Cheat Sheets: Beware of allowing students to use their own cheat sheets, which may be 
prepped with answers in advance or can be passed around during the exam. Decide what you 
are really testing – do you want students to prove they have memorized the formula, or that 
they can use the formula to solve a problem? Consider using “open book” tests when you 
want to test a skill rather than content knowledge. It eliminates some reasons why students 
cheat. Finally, you can also create formula/cheat sheets and pass them out with the test. 

• Monitor a student’s need to use a restroom during an exam. Allow only one student at a time 
to leave the exam room. 

• Include a statement on your exam regarding academic integrity, what the consequences are if 
there is violation of the code, and have students sign it. 

• Consider using technology tools such Respondus lockdown browser and ProctorU for 
conducting exams on a computer (for both online as well as face-to-face courses). 

Plagiarism 
 
Plagiarism is the act of wrongfully taking someone else’s work or ideas and passing it as your 
own or using it without crediting the source. Here are some tips to reduce plagiarism in our 
classrooms – 
• Use turnitin.com or similar software to check for plagiarism in writing assignments. 
• Be wary of sudden improvements in written ability or style of students. 
• Run the program/source code submitted by students for programming assignments. 
• Be aware of sites such as Chegg.com, Essayshark.com, and Github.com. Students are less 

likely to use these resources if they know that their instructor knows about them. 
• For mathematics-based or engineering courses, have the assignment be different for every 

student by using formula-based questions on learning management systems or publisher 
websites (such as Mymathlab and Wileyplus) that generate problems with different numbers 
for each student. 

• Plagiarism Quiz – Teach students about plagiarism and academic integrity violations like you 
would teach any other course material.  Give students a quiz to ensure that they truly 
understand what is meant by plagiarism and give them opportunities to practice writing or 
citing materials appropriately. 

• Multiple low stakes assignments – Students have been found to cheat more when their grade 
is dependent upon one major assignment [24]. Whenever possible, large assignments should 
be broken down into smaller sections, so that students do not feel the overwhelming burden 



of one assignment determining their final grade and also to ensure that students do not run 
out of time to complete an assignment and then feel forced to plagiarize. 

• Transparent assignments – Finally, students report cheating more often when they do not 
understand what is being required of them in an assignment [10].  Instructors should clearly 
articulate the purpose of assignments required in the class, the ways in which those 
assignments will connect to the students’ educational and career aspirations, the expectations 
of the assignment, a grading rubric, and perhaps samples of successful past assignments [25].  
When students feel prepared to complete the course requirements, they will have more 
confidence to do that work themselves. 

 
Conclusion 
 
Academic integrity violations that go without detection or consequence have the potential to 
tarnish the value of the degree for all students from an institution.  When these problems 
proliferate, companies are unable to decipher who is the most prepared or qualified candidate 
applying for a position upon graduation.  The success within the field of engineering is reliant 
upon ethical and competent professionals, and much of this preparation begins within the realm 
of promoting academic integrity behaviors. All institutions of higher education put high value on 
academic integrity. However, the success rate has become very low for age-old common sense 
based practices to counter academic integrity violations. Instructors may feel threatened or 
overwhelmed with the access that students have today to online resources and technologically 
sophisticated means of cheating; however, with thoughtful pedagogy, incorporation of academic 
integrity policies within one’s courses, and assignments that are designed to focus on students 
incrementally developing their skills rather than large-stakes assessments, instructors and 
institutions have the power to prevent dishonest behaviors among their students.  
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