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To demonstrate how different nedvik components are integed into a heterogeneous netky and
how different network devices, protocols and software, such as rowttagiays, Simple Netwwk Management
Protocol (SNMP), etc. ark, alimited number of computers are internetked as three subnetworks. A
software router and a gateway are installed to interconnect the three LANSs.

1. Topology, Protocols, and Hardware Configuration

When designing a LAN, before caerting all computers and relatedaoesces together, it must first be
determined how they ar@enected, what kind of nebrk protocols and network operating system are used to
control the network, and which networking services to be offered. The model network runs both TCP/IP a
NetWare on its subnetworks.

NetWare is an easy choifer a typical client-server model. Novell'sstWarerunning IPX protocol is
one of the most widely used local area network (LAN) software in the business world. It uses client-serv
architecture based on PC and Unix clients requesting sefvaoesa NetWare file/print server. NetWare is
mature, robust and reasonably priced for the IBM PC compatible environment. It can also be convenier
connected to othepopular internetworking protocols. For peer-to-peer ection, TCP/IP and rated
protocols that internetwork numerous remotelyaked LANs are the base of the real worlddarmation super
highway. In addition, IPX and TCP/IP are the two major and most repatisennetvork protocols in the
computer and network industry. Using these two protocols makes the neteterbdeneous and creates a
crucial problem of commuecating in that envonment, thereby presents the challenge of resolving
communications conflicts.

The prototype &terogeneous network consists of three subnetworks: one includes two 486PC, anoth
includes a Sun 3/110C workstation, a 386PC and a 486PC, and the third contains several 386 and 28C PCs.

A network’s physical layer defines the physical link between computers and networks. This is primaril
the network intedice card (INC) required ineach onnected computer and the cables needed to amneect
the NICs. The computer may then function as a file server, vabiks, or gteway to a netark or other
communication device. In this network, four types of Ethernet NICs are used:

* A S-bus Ethernet card for the Sun 3-110 workstation.

* An SMC Elite 16 Ethernet card for a 486 running BSD4.3Net2 UNIX.

* NE2000 network cards for a 486 PC running LINUX and 286 PCs running DOS.

*  Two NE2000 compatible cards on a 386 PC for the NetWare server/gateway.

Coaxial cable is mostly used in bus topology networks. A computer or other network device can [
attached to the bus cablradugh a T-conector at the back of its NIC. One terminatoatached to each end
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of the bus. This structure presents the real world annoying problemsating touble on the bus. Due to
resource availability, coaxial cable is uded this model network. A dtter choice is 10 base-T cable using
unshielded twisted pair (UTP) wiring and a simple hub. The network configuration (Figure 1) is as follows:

386PC 486PC

[/0=0x340

1/10=0x300 _
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3/110C
Subnetwork 1 Subnetwork 2 Subnetwork 3

Figure 1: The hardware configuration of a heterogeneous network with three subnetworks.

Subnetwork 1 is a client/serveretNVare netwrk with a 386PC as the server. Subnetwork 2 includes
three computers, and Subnetwork 3 includes only two computeratedvay androuter connect the three
subnetworks. The Sun wotlsion is a singlenode. The network card comes with the wtaken which uses
the default I/O base address and the default interrupt. One 386PC installecetMtardi3.12 works as the
NetWare Server as well as a gateway betwadmetwork 1 and subnetwork 2. It uses two NE2000
compatible cards. The first card uses I/O base address 0X340 and IRQ 2. The second NIC uses I/O base ad
0X300 and IRQ 3. Several 386 and 286PC work ei\Mre's clients. They use RED0 cards with the default
configuration: 1/0 base address 0X300 and IRQ 3.

Since IP addresses are long, they may be difficult to remember. Almost every system has a text nam
host name—associated with each HRir@ss. The host names are defined in the/dighosts . In the
model networkDarkstar, Linux, Bsd, Fusion, Netwarand Pcwareare the host names for the nodes. The IP
addresses along with the associated names of the nodes in the network are listed in Figure 2.

Linux is a 486 PC working as a router between subnetwork 2 and subnetwork 3. It has two NE20(
cards installed. The configuration of one card uses 0X340 I/O base address and interrupt IRQ 3. The other
0X360 and IRQ 5 for I/O base address and interrupt. The BSD computer is a 486PC that works as a nod
Subnetwork 3. The SMC network card is installed with an 1/0 base address 0X280 and interrupt IRQ 3.

2. Software and Internet Services on the Heterogeneous Network

The heterogeneous network consists of two 486PC running LINUX and BSD4.3Net2 UN&Xtiesly,
a Sun 3/110C workationrunning SunOS4.1 (UNIX), a 386PC runningtMW/are3.12, and several 286PC and
386PC running MSDOS or MSWindows agtW/are clients. LINUXproves to be a very valuable software
package providing a congike set of ulities, an advanced graphical user inted, and complete network
support. It is a true multiuser multitasking operating system. The etenpperating system including the
source code is free. In fact, all the BEBNet2 and SunOS (UNIX) operating systems along with the Sun
workstation can be replaced by 386/486 PCs and the LINUX operating system.
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Subnetwork 1 is a client-server LAN, runningetWare 3.12 with both IPX protocol and TCP/IP
protocol. NetWare’s native IPX communicatigorotocol is used to comct clients to the NetWare server.
TCP/IP protocol on the &Ware serverannects 8bnetwork 1 to the other twoANs. Client applations,
such as rconsole, login etc., are installed on the PCs running MSWindows and MSDOS.

In a UNIX environmentifconfig, either explicitly or through somec initialization file, is used
to assign the IP address, mask and broadcasting address to acéntad. In NetWare, thebind command
is used to assign the IP address. Note that for a router aattway such as the riix computer and the
NetWare server in the model network, the computer has more than one IP address.

NetWare Linux
Gateway Darkstar Router
Pcware Netware (Firewall) Linux

150.131.251.10

150.131.252.10 150.131.252.111| 150.131.250.111

TCP/IP TCP/I TCP/IP
TCP/IP [150.131.252.112 TCP/IP|150.131.250.110
NetWare | NetWare SunOS BSD
Client Client 4.1 4.3Net2
Fusion Bsd
Subnetwork 1 Subnetwork 2 Subnetwork 3

Figure 2: The network software configuration and IP addresses.

3. Software-based Routing in the Heterogeneous Network Environment

Both gateways andouters aim to provide all intercoactions amongphysical networks. They pass
packets between different sections of the etw Operating at the IP level, they are capable of making routing
decisions based on information in routing tables. There arecatedi hardwareouters with very high
performance as well as very high prices. However a host computer with apfgmitware can also ferm
routing functions.

For software based routers, routing is the process ettadig a packethrough the maze of networks
that links the source to the destination. Routing information is stored in a table in the keometable entry
has several parameters, including a rditgkfield that determinesroutes when the table contains conflicting
information. To route a packet to a particular address, the kernel picks the most specific of the available ru
If there is no relevant route and no default, a “network unreachable” error is returned to the sender.

Packets come in on one interface card and are either delivered locally or comparebtoirtbeable
to determine to where theyauld be forwarded. IP routing i®rmined by searching tlmeuting table and
deciding which interface card is used to send the packet out.

The maintenance of routing tables can be doatcally, dynamically or with a combination of the two.
A staticroute is entered explicitly using the commandte . Staticroutes should stay in the routing table
forever. This method is inflexible in respt to changes in the neivk configuration. Dynamic routing is
performed once every 30 seconds by a daemon process that maintains and modifies the routing table. Ro
daemons on different hosts communicate to discovemf@dgy of the network and toeetermine the path to
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distant destinations. In a UNIX environment, two daemon processes maintain amelrapting information.
They arerouted andgated, based on the well known Routing Information Protocol (RIP) and Open
Shortest Path First Protocol (OSPF). In addition, ICMP redirection can add a route entry into the routing tab

In the model networkouted runs on the SunOS, BSD4.3Net2 and tle#\Ware operating systems by
setting therouted  parameter to the “on” posin. This allowsouted to dynamically manage the routing
table as well as establish static entries when machines are started. Imuthedrhputer, atatic routing table
is used and managed manually.

4. Internet Services and Network Management
The most important traditional TCP/IP services are supported by the appropriate protocols. They are:

» File Transfer Protocol (FTP).

» Network Terminal Protocol (TELNET).

» Simple Mail Transfer Protocol (SMTP).

* Simple Network Management Protocol (SNMP) and SNMPv2.

To use FTP, TCP port 21 is fixed as the command channel and TCP port 20 atthbkashnel. In a
UNIX system, the protocol consistsftg and the server daemon proctgd. FTP is available in the model
network for each node running UNIX software to transfer files between each other.

The TELNET service is attached to T@Brt 23. UNIX processors currently incorpte the command
rlogin, which offers almost the same functionality as TELNET but proviaggseb sipport for the UNIX
environment. Both TELNET and RLOGIN run smoothly on the model network. FTP and TELNET are
configured in the filgetc/services and/etc/passwd

In a UNIX system, SMTP (TCP port 25) is implemented by the progemdmail . It is possible for
sendmail to function not only as an SMTP server, but also as an SMTP client. However, users rarely
sendmail directly, but instead, ugene or mail, which control and simplify the processing of a message.
Sendmail is only activated to forward the message.

A configuration file, sendmail.cf is used to control sendmail, which makes the program very
adaptable. In addition to the definition of the local-mail-forwarding program and many other uses, this fil
contains the commands for converting the address of theectathmail system. File aliases, which may be
used to create distribution lists afw forwarding requests, are edited and then converted into an indexed
database using the commanewaliases . The prototype network provides comjd email services. The
customizedsendmail.cf  file for the model network is provided in the attached CD.

For network management, the Simple Network Management Protocol (SNMP) oertiNard server is
automatically loaded wheRCP.NLMis started.

5. Software Packet -Filter Firewall

The LINUX operating system supports the TCP/IP comoatiinprotocol and also allows a computer
running LINUX to be configured as a router, thus it is feasible to implement a router-based packet filter as
firewall. To take advantage of the LINUX routing software, and to make the impiatioenmore structured
and easy to use, the packet filter is separated into two parts: One is the modification of the LINUX IP softwa
which manages the packet routing and controls the packets’ forwarding based on a set of rules; The other
utility that allows users to specify the packeuting rules, that ekermine how every arriving packet is
processed.
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Figure 3: Firewall utility ipfw algorithm flow chart.

Modifications are made to the existing LINUXuting software. New functions are added at the IP level
to examine arriving packets before they are routed. There are other functiongiteesltbat deal with packet
receiving, sendingprwarding, header-building and sum-checking. They are the onlydnesfbetween the IP
layer and all other layers. The major new functigngw _chk  andip_fw_ctl along with supporting
functions port_match, free_fw_chain, add_to_chain, and del_from_chain are added to

these functions for extra checking and deciding whether a packet should be discarded or forwarded.
There are three basic steps to setting up a packet filter:
1. Decide the security policy;

2. Express the policy in a format that the computer can understand,;
3. Make the policy work.
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An independent software packaigbv is developed as a user interface to the packet-filter firewall
software. It allows users to specify what they want to do with each and every packet (datagram) coming to
router. ipfw  maintains two chainsferwarding and blocking The two chains are used to tell the firewall
when to block and when to forward a packatd, celeteandlist are the three used for blocking or forwarding.
After ipfw parses a command, it sets the corresponding socket options and variables.

Figure 3 is a flow chart of hoypfw works.

6. Conclusion

This progct was gpported, in part, by the National Science Foundation throug8dhese Curriculum
Development(CCD) program. The lab engages the studeatively in the learningorocess and provide
opportunities for critical thinking, problem solving, and creativity in a controlled real-world environment.

Considering the dct that in a serviceriented network environment, all network management and
security functions require supervisor privilege, the cost-effegtioeotype network introduced in this paper not
only demonstrates how different nemk protocols and components are ingdgd into a heterogeneous
network, it also provides an ideal experimental environment for network management and security proble
investigation.

Many undergradate and graduate students in the Department of Computer Science, University ¢
Montana have worked in and used the lab in various networkinggsojThe almors are indebted for the
support from the National Science Foundation.

The progct and lab material are part of the tedk Networks for Computer Scientisied Software
Engineergo be published in the near future.
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