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Abstract

The course was developed for graduate students interested in exploring privacy concerns in healthcare, the current
law and governing regulations, and learning and applying the existing and emerging technologies to address these
concerns. Biomedical data privacy is an interdisciplinary problem, and this course touches on issues in
bioinformatics, computer science, law and policy, and ethics. This paper describes the design of our biomedical
privacy course, the learning objectives, teaching materials and methods, the supporting learning activities, and the
learning assessment and outlines plans for future improvements. A course survey was given and the student
feedback was positive. A majority of students would recommend this course to other students and rated highly the
remote learning experience. The course addresses emerging biomedical data privacy issues and facilitates
collaboration between engineers, healthcare and legal professionals.

1. Introduction

The detail and diversity of collected healthcare and biomedical data is constantly increasing. Health information is
collected through mobile devices [6], in personal domains [3], and from sensors attached on or in human bodies
[13], [21].

The amount of genomic sequencing data has risen exponentially in recent years recent years [12]. Human genome
sequencing has led to deeper understanding of a variety of both common and rare diseases at an unprecedented
scale. Precision medicine offers tremendous potential for improving human health. This potential. This potential,
however, may not materialize unless we address ethical, legal and societal challenges. Genomic data is uniquely
identifiable and existing privacy laws, regulations and practices often fall short when facing the unique challenges
that it presents.

The ready availability of such large volumes of detailed data has been accompanied by privacy invasions. Recent
breach notification laws at the US federal and state levels have brought to the public's attention the scope and
frequency of these invasions. According to [11], between 2009 and 2021, over 4,400 healthcare data breaches of 500
or more records have been reported to the United States Department of Health and Human Services Office for Civil
Rights. These breaches have resulted in the loss, theft, or of over 300 million healthcare records. That equates to
more than 94% of the 2021 population of the United States. The problem of preserving patient privacy has received
increasing attention in the era of big data.

We developed a new interdisciplinary course in line with the most recent advancements in the privacy research. This
course attracts and caters to mutual interests across different graduate programs. The goals of this class are 1) to
raise awareness of the privacy-related issues in healthcare with a specific focus on genomic data; 2) to delineate the
ethical, legal and societal implications of genomic medicine; 3) to present existing computational solutions that
address the privacy issues of accessing and sharing genomic data, and their limitations; and 4) to introduce emerging
legal and informatics solutions that would address the concerns of genomic privacy.

Recommended Preparation

Prior experience with information security, public policy, and legal frameworks is not required for this course.
However, basic understanding of engineering and/or technology principles and basic programming skills are
preferred. While key concepts and relevant methodology are reviewed and introduced throughout the course, students



are expected to be comfortable learning about basics of human genetics, precision medicine, various cryptographic
methods, and statistics. The course includes writing assignments and oral presentations.

A self-proposed semester-long project allows the students to select either a research-oriented or implementation-
oriented direction. Project-based learning enables students to learn communication, problem solving, and critical
thinking skills [20], [23]. Student can select topics their interested in, which makes them more engaged and
motivated. Students can select topics their interested in, which makes them more engaged and motivated. This
results in a more effective learning [15], [17].

Course Enrolment Statistics

Out of 37 enrolled students, 17 were female and 20 were male.

The table 1 shows the number of students majoring in a specific program.

Program Number of Students
Master of Science, Healthcare Data Science 1

Master of Science, Applied Data Science 19

Master of Science, Computer Science 3

Master of Science, Cyber Security Engineering 8

Master of Science, Communication Data Science 4

Master of Science, Translational Biotechnology 1

Master of Science, Financial Engineering 1

Table 1 Course enrolment by major

2. Course Design

The learning objectives for the course:

After successfully completing this course, the students will be able to:

e Comprehend the significance of privacy of medical data in healthcare
e  Analyze privacy laws and governing regulations

o  Identify the fundamental concepts and key issues of genomic privacy
e  Apply the existing privacy preserving methodologies.

Graduate students enrolled in this course approach complex biomedical data privacy issue from the following angles:

e Data Vulnerability: Demonstrate how seemingly private information, can be discovered (or exploited) using
automated strategies.

e Data Protection: Select privacy protection technologies that provide formal computational guarantees of privacy
in disclosed datasets.

e Technology Policy Design: Apply privacy protection technologies that complement policy regulations

The semester-long course comprises 14 lectures. The last two lectures were devoted to student project

demonstrations. We host the final examination that tests basic knowledge of the key concepts and relevant
methodologies on the 15th week. The exam format is a combination of short answers and essays.

Grading

The grading weights are 40% for homework assignments, 25% for semester project, 25% for the final examination
and 10% for class participation.

The grading weights for the semester project are 5% for the project proposal, 5% for the project progress report,
20% for the project presentation and 70% for the final project report. The instructor evaluates the progress and



provides structural suggestions to facilitate students’ learning and project formulation. Each student presents a
PowerPoint and live or recorded demos for their project. Student presentations are assessed based on the peer
review: each student completes a brief survey providing their thoughts and reactions to the presentations.

Course content

The course first introduces students to the data privacy definitions and privacy frameworks. We start with the
concept of and privacy as a right [27] and a tort [22] and then discuss a modern view on privacy as a contextual
integrity [18]. We then move onto legal aspects of privacy, in particular we examine privacy law and policy in the
United States [9], [10] and the European Union [8]. We discuss the limitations of legal and regulatory frameworks to
protect genomic privacy.

We cover a tutorial on Ethical Theory and Biomedical ethics principles [1], [4]. Students are introduced to the
concepts of ethical dilemma, ethical analysis and professional code of ethics (e.g., National Society of Genetic
Counselors Code of Ethics). Special attention is given to ethical issues in Genomics, in particular we examine
ethical issues related to incidental and secondary findings in genomic testing [5]. Students are encouraged to practice
ethical analysis by selecting a controversial topic of interest related to biomedical context and conducting an
analysis of the ethical dilemma.

We next introduce the fundamentals of genomics, including the basics of human genome, genetic variations and
disorders, and disorders, clinical genomics. Students are then introduced to sequencing technologies, Next-
Generation sequencing, variant calling, annotation and interpretation and standard sequence formats. We next
explore case studies on resolving individual identity from aggregated genetics data, and performing linkage attacks.
Students perform hands-on exercises, including DNA analysis using Genome browser, determining membership and
identifying individuals included in a specific dataset.

Next, we cover the basics of information security, such as information security and privacy goals, security policy,
authentication and identification, access control models, monitoring and auditing. Students then are introduced to
practical tools that support the security and privacy goals. Students are encouraged to experiment with the Role
based access control (RBAC), and Attribute based access control (ABAC) in Microsoft Azure environment. We then
move onto the basics of cryptography, including symmetric and public key cryptography, message integrity, digital
signatures, etc. Next, the students learn the emerging cryptographic tools for privacy protection such as
homomorphic encryption and blockchain technology.

We next explore different approaches to de-identification of unstructured data, including natural language
processing [24], [2], [26] and Machine Learning. Moving on, we discuss privacy-preserving record linkage, formal
models of anonymization, including k-anonymity, 1-diversity, and t-closeness [7], [25], [14], [16]. Lastly, we
introduce students to Differential Privacy [19] and emerging technologies to protect Genomic data privacy.

There is no primary textbook for this course. Reading assignments are selected from academic literature, various
periodicals and other sources.

This course was co-created with a collaborator from the USC Keck School of Medicine, who gave lectures on
genomic basics, data processing and technologies. We invited a guest lecturer from the industry, a Software
Engineer from Google’s Ads Data Hub, who gave a lecture on Differential Privacy and emerging privacy preserving
technologies in bioinformatics.

Engagement

This course was conducted entirely online, using a combination of synchronous and asynchronous methods. The
remote learning format of this interdisciplinary course was selected in order to eliminate the need for students from
different schools to travel between campuses. For example, USC Health Sciences Campus is located seven miles
from the USC University Park Campus.



To make this on-line class more engaging, each lecture contains about six “Discussion questions” (administered using
Google forms) that the students need to answer to receive a class participation score. The students are asked to solve
problems, formulate and answer questions, and debate during class. The students have a few minutes to work on each
question. Subsequently, the solutions are discussed by the entire class. Table 2 shows some examples of the discussion

questions.
Examples of privacy definitions: How can we relate RBAC to the HIPAA requirements?
- “Privacy is not simply an absence of information about us in the minds of others; What is the relationship between RBAC, DAC, and MAC?
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Bob: 2 oo
~ Uses his private key to decrypt and recover Ks
+ Uses Ks to decrypt E(Ks, o]jm) to recover g and m
+ Applies Alice’s public key, pk, to the signed message digest Robust De-anonymization of Large Sparse Datasets, Narayanan & V.
« Compares the result of this operation with his own hash, H, of the message m USCViterbi Shmatikov. IEEE Security and Privacy Conference. 2008 USC Viterbi

Table 2 Examples of Discussion questions

To increase engagement, each student prepares a short presentation on a topic they are interested in, related to but not
included in the class material. They assume the role of a teacher which allows them to enhance their
understanding of the material and share it with others.

3. Student Projects

Data privacy is a complex, multi-faceted topic, and the course approaches biomedical data privacy issues from three
angles:

1. Ethical angle: ethical issues involved in collecting and sharing biomedical data.
2. Legal angle: the most important privacy laws and governing regulations.
3. Technological angle: existing and emerging privacy preserving technologies.

The students have two options for the project format: write a research paper or design and implement a prototype of
a privacy-preserving solution.

This section summarizes 37 student course projects.
Technological angle

The majority of the students selected technological aspect for their projects. The projects in this category included?
the following:

1. Comparative studies using simulations.



e  Monte Carlo simulation using SAS toto evaluate the re-identification risk of a Healthcare database.
e Evaluation experiments to compare performance of various Differentially Private algorithms for Genome-
wide association studies.

2. Implemented system prototypes. Some examples:

A clinical data de-identification tool with the BERT model and NER technique.

A RBAC-based access control system for protecting personal health records.
Tokenization and De-identification of Health Care Data.

Healthcare apps and data privacy improvement.

Machine Learning for encrypted healthcare data using partially homomorphic encryption.
Block chain database for storing Medical Records.

HIPAA-compliant reference architecture for Virtual Reality and Augmented Reality.

3. Research papers. Notable examples:

e  Evaluation of Access Control Mechanisms (RBAC and ABAC) to meet Healthcare industry standards.

e  Health data privacy and protection for Internet of Things.

e  Comparison of access control frameworks (LIMDAC framework, Greenshield’s DSMIN framework, and
Saini’s blockchain solution) for distributed biomedical data systems.

e  Analysis of security requirements, concerns, and current solutions for medical devices and medical
networks.

e Design of privacy technologies for personal health records (PHR).

e Comparison of existing solutions for genomic privacy for aggregated data.

e  Exploration of health information protection with bio-identification technologies (fingerprint and facial
recognition).

e Analysis of existing data protection models in healthcare wearable technology.

Legislation and policy

Projects in this category were entirely research papers exploring specific privacy-related issues and policies,
identifying limitations of the current legal frameworks, and proposing possible development directions. Some
examples of projects in this category:

How personal biometric data being protected in the United States.

Privacy issues related to visual assistance technologies (VAT).

Should genomic research results be returned to research participants?

Privacy risks and solutions in commercial DNA testing.

Current state, regulations and privacy-preserving approaches in Telehealth & Telemedicine.

Legal principles of biomedical data privacy in the post-pandemic age.

The risks and legal Protection of patients’ privacy during COVID-19 pandemic, a comparative study of the
U.S. and China approaches.

Ethics

Several projects explored ethical implications of biomedical data privacy. These projects were research papers
aiming to understand the issues and the perspectives of different sides. The projects in this category include the
following:

e  The ethics of genomic data privacy.
o  FEthical use of artificial Intelligence in healthcare.
e Implications of capturing the user's fingerprints or facial biometric information.



e  Ethical reflection on the development strategy of biobanks in the era of Big Data.

4. Course Evaluation and Conclusions

Table 3 shows our survey results to evaluate the course. A majority of students gave high ratings for recommending
this course to other students and the remote learning experience. The survey results indicate positive feedback for

the course.

What is your initial learning motivation for taking this
class? Can chose more than one.

36 responses

Genomic basics and data proc... 14 (38.9%)

8 (22.2%)

Related legislation
Information security basics and... 19 (52.8%)

13 (36.1%)

Cryptography basics and tools
Ethical principles and privacy fr... 16 (44.4%)
Privacy preserving data analysis 15 (41.7%)
Elective for MS in Cyber Securi... 1(2:8%)
1 enjoy health and fitness and ... 1(2.8%)

0 5 10 15 20

In this class, what did you struggle with the most? Can
chose more than one.

36 responses

Finding a topic for the in-class.... 6(16.7%)

Finding a topic for the semeste 15 (41.7%)

Executing the semester project 11(30.6%)

Class material 9 (25%)

Homework assignments 12(33.3%)
Lecture 3 - 5 struggle me most 1(28%)
1(28%)
1(2.8%)

1(28%)

class material
The genomic assignment in pa

Tools such as Azure

What class components/activities do you find least valuable?
Can chose more than one.

33 responses

2(6.1%)
2(6.1%)
1(3%)

Semester project
Assignments

Lectures,

Student in-class presentations
Assigned readings

Student project presentations|
Discussion questions

| didn't find anything least valua...
None

Some times i found the student....
Assignment 2 which required d...

14 (42.4%
7 (21.2%)

3(9.1%)

2(6.1%)

1(3%)

1(3%)

1(3%)

1(3%)

0 5 10 15

What class components/activities do you find most
valuable? Can chose more than one.

37 responses

Semester project 15 (40.5%)

Assignments 27 (73%)
Lectures 30 (81.

Student in-class presentations 6(16.2%)

Assigned readings 10 (27%)

Student project presentations 10 (27%)
Discussion questions 15 (40.5%)

0 10 20 30

On a scale of 1(low) -5 (high), how would you recommend
this class to your friends?
37 responses

o1
02
@3
04
@5

On a scale of 1(low)-5 (high), rate your remote learning
experience.

37 responses

o1
02

81.1%

04
o5

Table 3 Course survey results

This timely course addresses current biomedical data privacy issues and serves as a bridge to foster collaboration

between engineers, healthcare and legal professionals.

From a teaching perspective, the two main challenges were:

e Balancing theoretical lecture materials and applied demonstrations.
e  Creating appropriate hands-on and programming assignments for students with different backgrounds.

According to the feedback, the remote learning format and the combination of synchronous and asynchronous
modality worked very well for graduate students. Some examples of the students’ remarks:

“As a working professional, I enjoy the flexibility of the program”.
“It is more flexible than in-class learning. I can go back to watch recording repeatedly if there's anything I miss or

didn't understand”.

“Replay is extremely helpful, especially on the biomedical part. It has a lot of professional words which I cannot catch

at the first time.”



When asked about negative experiences related to remote learning, the students pointed out the lack of collaboration
between students. For example:

“I did not have opportunity to discuss with the classmates since we don't know each other”.

“Personally, I like this teaching method. Maybe sometimes I can't engage in the class and discuss with other students
in remote learning”.

“It is not easy to interact with classmates in remote classes”.

Finding a topic for the semester project, completing homework assignments, and executing the semester project were
ranked as the most challenging aspects of the class. Some students suggested to schedule the progress report earlier in
the semester to increase the time between the progress and final reports. They felt that the relatively short interval
between the reports resulted in some repeated content that was presented earlier. A number of students thought they
could benefit from more hands-on and coding assignments. Some students noted that some assigned readings were
difficult to follow and suggested to include relevant video content.

Based on the students’ feedback, we plan to implement the following changes to our teaching practices:

e Develop larger and more varied sets of assignments for students with different backgrounds.

e Promote student interaction to compensate for the lack of in-person setting. For example, projects can be
conducted in groups.

e Provide more project guidance. One of the main difficulties noted by the students was developing projects
from scratch. We will provide sample projects and more initial discussions.

e Include more visual aids, such as live demonstrations and videos. We will select relevant healthcare related
visual materials.

This paper summarizes the design of our interdisciplinary course for graduate students interested in biomedical
privacy. The paper discusses the evaluation results based on the students’ feedback, offers lessons learned from our
semester-long experience of teaching this interdisciplinary class and outlines plans for future improvements. This
timely course addresses current biomedical data privacy issues and serves as a bridge to foster collaboration between
engineers, healthcare and legal professionals.
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