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Abstract

Emerging innovations and global challenges are not only overwhelming human health and the
environment but also complicating the training of the next generations of engineers who will shape
the future of the global economy. In particular, a topic of immediate concern is the security of
embedded systems. Embedded systems are ubiquitous and are found in medical devices, nuclear
plants, and chemical processing systems to name a few applications. The ever-increasing
complexity of modern embedded systems has raised the potential for security breaches that may
compromise the integrity and functions of these products. Although embedded systems design has
been a core curriculum in most electrical and computer engineering programs, incorporating
security-training skills at the undergraduate level remains challenging. Despite the enormity of
security challenges, they are often ignored during the initial design and development period of an
embedded system, thus leaving many devices vulnerable. We postulate that this design
shortcoming is perhaps due, in part, to the teaching inadequacy of embedded security in early
engineering education.

In this paper we propose a framework to design an undergraduate curriculum that will incorporate
security concepts in embedded systems courses. The curriculum will create new learning materials
and teaching strategies that will focus on security concepts in early phases of embedded systems
design. Because it is almost impossible to add security to an existing embedded system, the
significance of this paper is to enforce life-learning awareness of security concerns in embedded
systems design in early education of undergraduate students. The undergraduate curriculum will
integrate security concerns, challenges, and concepts in all aspects of embedded systems design.
We propose new learning materials and teaching strategies that will focus on securing the hardware
and software programming of the central processing unit and its peripherals at the low-level layer
allowing the upper-level layer to implement security standards with a greater efficiency. We will
also provide advanced concepts that mitigate security breaches either by low-level encryption
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solutions or dead-end program destruction. The long-term goal of this paper is to promote security
awareness in embedded systems at the undergraduate level.

Key Words: Curriculum Design, Embedded Systems Design, Embedded Security, Global
Challenges, Low-Level Applied Cryptology.

l. Introduction

According to Business Communications Company (BCC) Research Group publication, the world
market for embedded software and hardware will grow to more than $250 billion by 2025,
Internet-based devices accelerated the progression of embedded systems into mobile devices,
tablets, and wearables devices. As the needs of the customer are growing with the complexity of
the network systems, the smaller systems with 4-bit, 8-bit and 16-bit CPUs are declined in favor
of more secured large systems with 32-bit CPUs?. The smaller architectures have serious security
drawbacks. As more functionalities are embedded in smaller devices, there is an alarming increase
in security concerns due to the limited space for the basic security systems®. There have been
several well-structured attacks on numerous embedded devices, especially those that have access
to sensitive company data on many corporate networks*. Multiple layers of protection, including
encryption, authentication, firewalls, security protocols, intrusion detection, and intrusion
prevention systems usually guard enterprise networks®. However, most embedded systems are only
secured using password protection and standard encryption protocols. Embedded systems do not
have firewalls and are only protected by passwords in most cases®.

An Embedded system is a special microcomputer-based system designed as an end product
device’. This system is completely encapsulated in the device it controls. The hardware may be
reduced to a circuit board attached to an electronic, mechanical, or chemical system. The software
in particular, is either entirely hidden or reduced to a user interface. The user of the device cannot
access or modify the software interface. Embedded systems vary in hardware and software
complexity. Applications that process critical information require complex embedded systems
with redundant control mechanisms. Such applications may include medical devices®, nuclear
plants, and chemical processing systems®. Breakdowns and malfunctioning are included in the
design process of the embedded systems. The basic components of embedded systems include
microcontrollers, Memory unit, Input/output interfaces, Input/Output devices, Sensors, and several
buses. An embedded system is a highly integrated chip that contains all the components necessary
to accomplish a very specific task.

The implementation of security measures is challenging and not easy due to the constraints on
resources of embedded devices!®!'. Modern devices and control systems are modular and very
flexible. Individual elements of the system can be changed or upgraded independently from other
elements. Modern embedded systems are compact, reliable, upgradeable, accessible to various
buses, and have less power demand. Embedded systems are widely used in a variety of applications
ranging from simple measuring devices to more complex and distributed control systems.
Embedded systems applications include data acquisition, signal processing, networking,
distributed system, sensors etc. It is this complexity of design and uses which makes security
concerns challenging, and often only considered in the last phases of the design. Security issues
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dominantly come into play only when the system is connected to a network. A common mistake
is to consider stand-alone units safer. Because it is almost impossible to add security to an existing
product, it must be a prime design goal from the conception through production, deployment, and
disposal of the embedded device.

Memory and embedded software are the parts of the embedded system, which are most vulnerable
to security breaches'?. A typical embedded system may have several megabytes of Flash ROM,
which are almost never fully utilized. These memory patches provide mechanisms for security
breaches. The hardware memory may contain firmware or data. Non-volatile memory chips are
found in many hardware devices. These modern embedded systems increasingly use Flash
memory, which can be re-written by software. Therefore, EEPROM chips remain a major security
breach for storing software viruses. Modern embedded systems, increasingly, use reduced
operating systems to manage complex codes. Software attacks against the operating system kernel
increase the risks of security breaches because the kernel has full access to the system’s address
space. As software applications get more complicated, the likelihood of software viruses and
security vulnerabilities increase. For user accessibility, more embedded systems are being
connected to the Internet, which propagates security breaches. Many additional factors compound
security concerns. These factors include hardware devices constraints, production costs, and
security costs. Unfortunately, with the advances of technology embedded systems are becoming
increasingly vulnerable to security breaches.

Despite these measures, security of embedded devices is often relaxed due to assumptions that
embedded devices have sufficient security with encryption and authentication and thus are not
vulnerable to cyberattacks®®. The number of sophisticated embedded attacks has significantly
increased, greater security measures are therefore required for embedded systems!*. Unlike
standard computers and network systems, embedded systems are designed to perform a designated
set of tasks. These devices are typically designed to minimize the processing cycles and reduce
memory usage, as there are no extra processing resources available. Most of the embedded devices
do not support security solutions designed for large computers and network systems. Most
embedded systems have several security challenges due to irregular security updates, attack
replication, dependability, device life cycle, design protocols, and remote deployment. Embedded
devices are deployed in the field, outside the network zone. These remote or mobile devices may
be directly connected to the internet, without the security layers provided to secure networks.

With the growing trends in embedded systems design and security vulnerabilities, new security
concepts must be investigated to make embedded devices more secure®. Currently, there are
several software and hardware security methods that are implemented in embedded systems with
varying degrees of success!®!’. The software security methods include password protection and
encryption protocols'®. The hardware methods include interrupt-based methods, memory-based
methods, PC-based methods, and backup-based methods, which are implemented with various
design implementations. Despite the enormity of security challenges, they are often ignored during
the initial design and development period of an embedded system, thus leaving many devices
vulnerable. We postulate that this design shortcoming is perhaps due, in part, to the teaching
inadequacy of embedded security in early engineering education.
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In this paper we propose a framework to design an undergraduate curriculum that will incorporate
security concepts in embedded systems courses. The significance of this paper is to enforce life-
learning awareness of security concerns in embedded systems design in early training of
undergraduate students'®. The long-term goal of this paper is to promote security awareness in
embedded systems at the undergraduate level.

1. Curriculum Design Methodology

Traditionally, the embedded systems undergraduate curriculum is delivered through a sequence of
courses that address the hardware and software of embedded systems. These courses are intensive
and require great efforts from both the instructor and the students. We propose to redesign the
undergraduate curriculum to integrate security concerns and concepts during early phases of
embedded systems design. The goal of this new curriculum is to create new learning materials and
teaching strategies, which will re-enforce life learning skills that incorporate security concepts in
the design of embedded systems. The curriculum will include a research component to assess the
student’s learning skills. Through this curriculum, undergraduate students will learn the basics of
integrated and collaborative research as well as research ethics. The key educational components
that need to be addressed during the design and the delivery of the embedded systems design
curriculum should include the following components:

e The curriculum should integrate new learning materials and teaching strategies, which
integrates security concerns into embedded systems design.

e The educational activities of the curriculum should re-enforce life-learning strategies to
incorporate security concepts in the early phases of embedded systems design.

e The curriculum should include a research component, which will offer a test bench for the
objectives, learning materials, and teaching strategies of the new curriculum.

e The curriculum should include a component that will develop faculty expertise through
workshops that emphasize security awareness and teaching concepts in embedded systems
design.

Incorporating security concepts in the early design of embedded systems will provide a systematic
assessment of robustness and safety of an embedded system. This unique curriculum design of
embedded system curriculum provides a rich education to undergraduate students that incorporate
security concerns in embedded systems design. It is anticipated that the design curriculum would
forge a life learning that will re-enforce security concerns in future embedded systems. The
proposed curriculum promotes techniques that are capable of reducing the impact of security
breaches in embedded systems.

I11.  Curriculum Design Strategies

The following sections contain a work plan aimed at accomplishing the design of this curriculum.
The proposal plan is divided into modules with specific descriptions of the tasks that will help the
instructor to construct and organize the delivery of embedded systems with built-in security. Figure
1 illustrates the modules that describes the new curriculum.
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Figure 1: Curriculum design modules of secure embedded systems

The major tasks of designing an embedded systems curriculum with security goals include:

e Initial Curriculum Design: This task will focus on the initial design of curriculum aimed
at integrating security concepts in embedded systems design. We propose that the instructor
identifies the current security concerns in the embedded system and constructs a set of
research topics, which will help in defining the objectives and learning outcomes of the

curriculum.

e Developing Faculty Expertise: The instructor may have many years of academic and
industrial experience in the area of embedded systems design. We propose that the
instructor should seek every opportunity to acquire new knowledge and expertise through
workshops and partnerships with other educators in the areas of innovative security and
embedded systems. The newly acquired material and teaching practices ensure revision

and improvement of the curriculum in concordance with embedded system market.

e Assessing Learning & Evaluating Innovations: This task is always true for any
curriculum design, but it is particularly important for embedded systems, which have real
impacts on the learning and skills of future engineers. We propose and emphasize that the
instructor constructs a set of learning skills, learning outcomes, and assessment tools,
which he/she will use to assess and evaluate the learning skills of undergraduate students

while learning embedded systems design and applications.
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e Conducting and Incorporating Research in Teaching & Learning: In this paper, a set
of initial research activities has been designed to conduct research to test, assess, and
improve the objectives, learning materials, and teaching approaches of embedded system
curriculum. The required development of embedded systems and design tools should be
made available for the students to implement the new teaching materials.

e Implementing Educational Innovations: The instructor must recognize the challenges of
security concerns in embedded systems design. Creating a unique curriculum on security
concepts in early phases of embedded systems design will require collaborative efforts
between the instructor and faculty members in the field of security and embedded systems.

IV. Learning Materials and Teaching Strategies

The traditional embedded systems design curriculum does not integrate a great deal of security
concerns beyond proper function of the system. Recent research interests in security of embedded
systems have sprouted graduate curricula that address some of the challenging security issues.
Typical undergraduate course in embedded systems design may include introduction to embedded
systems, hardware architecture, instruction set, instruction format, and assembler directives,
software architecture and programming model, memory interfacing, 1/O interfaces, interrupts and
timers, and communication schemes (serial and parallel communications). And if time permits, a
topic on applications such as A/D converters, signal processing techniques, closed-loop digital
feedback control, interfacing power electronics and electromechanical systems, and accessing
embedded system peripherals may be included. Some instructors have divided these topics into a
sequence of courses. Many of these topics may be implicated in security vulnerabilities. Instructors
have attempted to incorporate security concepts to invoke students’ interests, however, the long
topics and the shortcoming of students accumulated knowledge may not favor just superposing the
additional knowledge to previous acquired knowledge. Furthermore, just adding security on
exciting embedded systems is almost impossible. Therefore, there is a need for structural design
of curriculum, which focuses security concepts on embedded systems design.

This curriculum recognizes several challenges for effective undergraduate education of security
concepts in Embedded Systems. These challenges include laboratory existing tools, classroom,
and laboratory activities, and teaching large numbers of students from diverse backgrounds. In
fact, we, like many embedded systems instructors, have noticed an increase in students’ interest in
embedded systems design from various disciplines, especially those disciplines that require
acquisition and analysis of data from distributed sources. We anticipate an even more increased
interest in embedded security because of the impact of embedded systems in several fields. The
central objective of this project is to devise teaching and research infrastructures, which will enable
a successful design of an undergraduate curriculum on security concepts in early phases of
embedded systems design. Figure 2 illustrates the design strategies of secure embedded systems.

We propose the following design strategies to be implemented during the curriculum design:

e ldentify Security Challenges in Embedded Systems: The long-term goal of the
curriculum on security concepts in early phases of embedded systems is to provide a state
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of art knowledge and valuable education, which will prepare undergraduate students not
only for future challenges in the workplace, but also for the challenges of the global market.
Therefore, the curriculum will be based on academic and industrial challenges of security
in embedded systems to shape long-term learning behaviors and sound practices. We
propose that the instructor should draw from his/her academic and industrial experiences
to create a comprehensive set of challenges, which he/she will use to design performance
criteria for learning.

Identify
Security
Challenges

Identify Life
Learning
Security
Concepts

Construct
Performance
Criteria

ES Security
Curriculum
Design

Conststruct
Learning
Objectives

Strategies

Construct
Learning
Outcomes

Construct
Topics of
Focus

Construct
Research
Activities

Figure 2: Curriculum design strategies of secure embedded systems

Identify Life-Learning Security Concepts: Despite the advances in computer
technology, embedded systems will continue to be the target of increased security breaches.
Security concerns will continue to be important criteria, which will shape the future of
embedded systems. Therefore, incorporating security concepts in the design of embedded
systems becomes a life-learning behavior, which will shape the professional behavior of
future embedded systems engineers. We propose that the instructor identifies a set of life-
learning behaviors based on the current security challenges.

Construct Curriculum Objectives: We propose that the instructor constructs a set of
objectives for designing a curriculum, which will focus on the application of security
concepts in the early phase of embedded systems design. Based on Bloom’s Taxonomy,
the curriculum should include levels such as recall of information, comprehension,
application, and analysis.
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Construct New Topics of Focus: We propose that the instructor identifies new topics that
will help focus the curriculum on the application of security concepts in the design of
embedded systems. Some of the topics that should be considered include current security
challenges, vulnerable hardware and software aspects of embedded systems, hardware
security concerns, software security concerns, and current security measures.

Construct Potential Research Activities: We propose that the instructor constructs a set
of potential research activities, which will highlight the objectives of the proposed
curriculum and challenge the students. The latest embedded development boards and
software tools will be used to accomplish the proposed research activities. The primary
objective of these research activities is to incorporate security concepts in early phases of
embedded system design and provide a test bench to assess the effectiveness of the new
learning materials and teaching strategies. Students should be encouraged to provide design
modifications, which will create a cyclic model to improve students’ activities and learning
approaches.

Construct Research-Based Learning Outcomes: The research projects will be designed
to help undergraduate students integrate security concepts into prior acquired learning
skills. The new learning outcomes are, therefore, targeted towards the learning skills of
security concepts and their applications in embedded systems. The following learning
outcomes should be monitored and analyzed to assess the learning skills of the
undergraduate students:

Have a clear understanding of embedded systems,

Have a clear understanding of embedded hardware and software architectures,
Know how to use embedded design tools,

Understand the security vulnerabilities of embedded systems,

Understand how to apply the security concepts to embedded systems,

SNENENENEN

Construct Performance Criteria: We propose that the instructor constructs a set of
performance criteria, which will be used to assess and evaluate the new learning skills
acquired by the undergraduate students. The performance criteria should emphasize how
students managed to integrate the new skills into their prior learning skills. The following
performance criteria should be considered:

v’ Ability to assess security vulnerability of an embedded system,
v Ability to determine security breaches of an embedded system,
v Ability to find areas of an embedded system in need of security,
v Ability to design and produce a secure embedded system,

Development of Faculty Expertise

No doubt embedded systems instructors have been involved in continuous education. They may
have been attending short courses, workshops, and engineering education societies to strengthen
their knowledge in embedded systems and to improve their teaching practices. The instructor
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should acquire new knowledge and teaching skills, which will enable him/her to revise his
proposed curriculum and improve his/her teaching practices. The instructor should attend
academic and industrial workshops and seminars, which focus on security concerns in embedded
systems. Through this continuous education, the instructor should identify current industrial
security needs, which help the instructor to design real world teaching activities. The instructor
should recognize from his/her past experience that real world problems increase the learning
interest of students and improve their abilities for self-assessment. The instructor should also
establish new relationships with interested faculty members who share his/her teaching and
research interests. In particular, the instructor should attempt to establish collaborations with
faculty members. Through these interactions, the instructor attempts to identify common interests
and teaching practices.

VI.  Learning Assessment and Innovation Evaluation

The assessment of learning and evaluation of the educational innovations of this curriculum on
embedded systems will assess the educational and research experiences of the undergraduate
students. The instructor should design custom assessment tools, which will assess the learning
skills and learning behaviors of the undergraduate students. The objective of the curriculum is to
provide education for undergraduate students and test and validate the learning objectives of the
curriculum. The instructor should continuously monitor the accomplishments and learning
progress of the students by assessing their learning behaviors using the following set of criteria:

Understanding of embedded systems,

Understanding of embedded hardware and software architectures,
Use of embedded design tools,

Understanding of security vulnerabilities of embedded systems,
Application of security concepts to embedded systems,

The integration of security concepts into the prior knowledge on embedded systems design should
be measured. The following performance abilities of the students should be considered:

Assess security vulnerability of an embedded system,

Determine security breaches of an embedded system,

Find areas of an embedded system in need of security,
Design and produce a secure embedded system,

The research projects are designed based on our past experience and teaching practices. We include
new teaching materials and teaching approaches, which are most likely not familiar to the
undergraduate students. The instructor should monitor the transition and adjustment of the students
to a research-based teaching environment. The following strategies should be used to assess and
evaluate the research projects:

e Research Project Selection, Planning, and Modification: Although the objectives of
projects are initially defined, undergraduate students are encouraged to integrate their
educational experience and prior learning skills. The instructor should monitor and assess
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the progress of the students throughout the course period. Undergraduate students should
be mentored to design realistic specifications that meet the goals of the project and time
constraints of the project.

e Research Project Assessment and Implementation: The instructor should monitor the
progress of the participating undergraduate students and document their educational
activities, research activities, experience shortcomings, and potential social difficulties.

e Research Project Evaluation: Evaluation of the efforts of the students should be based on
many criteria. These criteria include project planning and modification, project
implementation, oral presentations, participation, and final written report.

VII. Research and Learning

The research projects are uniquely designed not only to highlight the educational experience of the
students but also to challenge their creativity in real world applications. These projects are
designed to address specific research challenges on security in embedded systems design. Students
should be encouraged to work on complementary projects to promote student-student
communication and work collaboration. Research projects are designed in modular fashion to
encourage students to independently pursue other variations and applications of the projects. The
following research projects will be available to instructors of embedded systems design to include
in their curricula. Some projects are explicitly defined while others are implicitly defined and will
be refined as students work together. The research projects should be constantly assessed and
modified to meet the goals and time constraints of the research projects. Undergraduate students
should have unique research experience and learn research ethics and technical writing skills. The
following research projects are designed to address the latest research findings on security
concerns in embedded systems design. The research projects are challenging activities with
controlled difficulties, which encourage the students to strive for high performance standards and
improve their learning skills. The technical core of these projects centers on assessing security
vulnerability, determining potential security breaches, finding areas of an embedded system in
need of security, and producing a secure embedded system. The following are some research
activities that can be considered by embedded systems design instructors:

e Memory Operations and Array Processing: The objective of this activity is to review and
strengthen the understanding of memory operations and array processing. The student will
write programs (assembly and C) to perform simple memory operations and array
processing routines using development embedded systems. The student will then identify
potential security breaches and provide solutions to fix them.

e Simple and Complex Arithmetic Operations: The objective of this activity is to build a
strong foundation for embedded mathematical operations. The student will implement
several arithmetic operations such as 16-bit addition, 32-bit addition, 16-bit multiplication,
and 16-bit division using 16-bit microcontrollers. The student will identify and fix potential
software bugs that will jeopardize the integrity and security of the embedded system.

10
Proceedings of the 2022 ASEE North Central Section Conference
Copyright © 2022, American Society for Engineering Education



Interrupts and Real Time Interrupts: The objective of this activity is to highlight the
significance of the interrupt system of an embedded system. The student will implement
several interrupts operations including real time interrupts. The student will then identify
and assess potential security breaches through the interrupts system and provide solutions.

Asynchronous Serial 1/0 Interfacing and Security Issues: The objective of this activity
is to review the principles of asynchronous serial 1/O interfacing. This activity highlights
the security issues related to serial interfacing. The student will write a program to interface
two microcontrollers using the built-in asynchronous serial 1/0 interfaces. The goal of the
activity is to read from or write to the memory of both embedded systems. The student will
identify and provide solutions for the potential security breaches by unauthorized entity.

Synchronous Serial 1/0 Interfacing and Security Issues: The objective of this activity is
to review the principles of synchronous serial /O interfacing. The student will write a
program to interface two microcontrollers using the built-in synchronous serial 1/0
interfaces. The goal of the activity is to read from or write to the memory of both embedded
systems. The student will identify and provide solutions for the potential security breaches
by unauthorized entity.

Program Destruction: Destroying a program in memory is not a cost-effective alternative.
But if needed, it can be implemented in stand-alone devices. A program will be written to
detect whether an entity is attempting to breach memory. If an attempt is made, the
protective program will delete the memory. The device can only be active again after
inserting the proper program. The student will use and assess the effectiveness of this
security concept.

Security by Adding Codeless Lines: This activity focuses on security by adding
meaningless lines in memory between authentic codes. The main program will be written
to ignore the meaningless lines. If a memory breach occurred, the unauthorized entity may
not be able to identify the proper operation of the main program. The student will use and
assess the effectiveness of this security concept.

Maintaining Program Integrity by Checksum: The primary objective of this activity is to
maintain integrity of data in memory. The program will be written to detect the checksum
of its data. Changing any data inside the memory will create a mismatch in the data
checksum. The program detects the mismatch and stops operating. The student will use
and assess the effectiveness of this security concept.

Protection by Encryption: This activity is especially applicable for distributed systems.
Data and program will be encrypted, which make it very hard (if not impossible) to
decipher the data is a memory breach occurred. The problem, of course, is to design an
encryption method that will allow the embedded system to use the program and data. The
student will provide solutions on how to use encryption techniques with limited cost burden
on products.
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VIIl. Conclusion

In this paper, we presented a case study of curriculum design, while addressing emerging
technological innovations and urgent global challenges. These challenges range from security
concerns that can affect banking systems and power grid networks to climate changes and world
global economy. In particular, we investigated the redesign of embedded systems curriculum.
Embedded systems design is a fundamental core skill of electrical and computer engineering
curriculum. We proposed to include and mitigate security concerns in every topic of the embedded
system design course to enlist the concepts of security awareness in the design. We recognize that
just adding the security concepts as a separate topic did not seem to enhance and safeguard many
embedded devices that are still under constant threats of breaches. We emphasized the continuous
education and development of embedded system educators to constantly expose them to new
emerging technology and global challenges that will face the future work force both locally and
globally. We also proposed including research in the curriculum as a means to encourage and
prepare learners using real and practical problems. Finally, through this case study, we created a
sense of awareness when designing courses in all aspects of academic curricula to address the
emerging innovations and the new global challenges that will likely continue to grow due to
climate changes, world population expansion, limited resources, and regional conflicts.
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