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Abstract 

 
A laboratory was designed to teach complex new technologies in computer networking to 
undergraduate and graduate students in the University of Houston’s College of 
Technology. Our approach is based on a learning model that first focuses on knowledge 
comprehension and secondly on application, analysis and synthesis with emphasis in 
experimental methods that encourage constructive learning1.  The experimental design of 
the laboratory for Voice over Internet Protocol (VoIP) using Session Initiation Protocol 
(SIP) is a result of this initiative.  
 
Introduction 
 
A rather new technology that has gained popularity, VoIP using the SIP involve various 
complex techniques and protocols which makes it difficult and lengthy during teaching 
practices.  First, the principles for the conversion of analog voice to digital information 
must be explored together with encoding and compression algorithms. Second, the 
protocols involved in the transmission and networking should be explored. Finally, there 
is a wide variety of security issues involved. 
 
For the delivery of the voice information, Real-Time Transport Protocol (RTP) is utilized 
with User Datagram Protocol (UDP).  Segments are then passed to IP and the lower 
layers. In addition to the transport and network mechanisms, the IETF signaling protocol 
SIP, is used for managing call setup and registration of user agents, in most cases, a SIP 
proxy is installed to handle all of the signaling procedures employing the transport 
protocols UDP or Transport Control Protocol (TCP). 
 
VoIP has to deal with many performance and security issues inherent in IP that create 
difficulties when trying to deliver voice information in real time over the Internet. 
Packetized voice must go through a series of routers and switches before it arrives to its 
destination that causes delay. Also, the integrity and confidentiality of the voice 
information must be guaranteed while using the same tools available in the Internet. 
Firewalls, Virtual Private Networks (VPN), Internet Protocol Security (IPSec) and Secure 
Socket Layer (SSL) are some of the tools available to secure voice. 
 
The experimental design of the VoIP laboratory focuses on student participation during a 
learning process. The laboratory has been divided into four sections that intend to lead 
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the student to learn by practicing. They are the Pre-Laboratory, the First and Second 
Procedures, and the Application sections.   
 
Pre-Laboratory 

 
The first section, the Pre-Laboratory, is research and simulation intensive and can 
actually be performed by the student before beginning the lab work. The Pre-Lab is 
initiated with the conceptualization of the project at hand through a series of definitions 
and problem solving strategies that lead to understanding how VoIP technology works, 
from the digitalization of the analog voice signal to how the RTP (RFC 3550) and SIP 
(RFC 3261) protocols enable voice communication over the Internet protocol. 
 
The first part of the Pre-Lab involves a simulation in MatLab that demonstrate the 
digitalization of analog voice by sampling a voice signal.  The MatLab program samples 
the voice signal at 8000 KHz (Nyquist theorem) with a bit depth of 8 bits or 256 voltage 
levels (28=256) to produce a 64Kbps bitstream.  The sampled voice information is then 
encoded using Pulse Code Modulation µLaw (PCM µLaw), a logarithmic compression 
algorithm (G.711standard) that takes a 12-bit linear PCM sample and maps it into an 8-
bit value2. The resulting audio stream is saved in a data file. 
 
In the second part of the Pre-Lab, a C program is used to simulate the creation of voice 
packets.  The student is required to do some research on the transport protocol RTP, 
determine the function of each RTP header components and explain why RTP needs 
UDP for transport of the voice packets. The program uses the saved audio file of the first 
part to produce payloads, goes through the encapsulation process by adhering the RTP, 
UDP and IP headers to these payloads, and finally attaches Ethernet headers and trailers 
(see Figure 1).  
 

 
Figure 1. Voice frame 

 
In the final part of the Pre-Lab, SIP is introduced as the signaling protocol.  In this part, 
the student is asked to explain how SIP works.  Basically, the signaling process with an 
overview of the Multipurpose Internet Mail Extensions (MIME) messages exchanged by 
the user agents should be covered as shown in Figure 2. In most cases, SIP messages are 
exchanged using UDP as the transport protocol. 
 
After completing the Pre-Lab, the student will have an understanding of how voice 
information is converted from an analog form to a compressed digital form, how RTP 
and the Internet protocols facilitates the transport of voice information over the Internet 
network, and how SIP makes call setup possible.   
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Figure 2. SIP signaling process 

 
  
First Procedure 

 
The First Procedure intends to reinforce what the student has learned in the previous Pre-
Lab section.  In this first part of this section, students are required to implement a basic 
VoIP setup, the Direct-Call setup, shown in Figure 3.  
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Figure 3. Direct-call setup 

In this setup, two SIP phones are connected to Cisco switches placed at different 
locations.  Both phones are in the same subnet.  The student posing as an intruder and 
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using the open-source network monitoring software Ethereal connects to one of the 
switches.  One of the switch ports has been previously enabled for monitoring network 
traffic.  A packet capture is initiated with Ethereal and a call is established.  The result of 
the traffic monitoring shows captured SIP and RTP packets.  
 
With the capture of SIP messages, the student can see the signaling process in action and 
study the MIME messages in detail such as the INVITE shown in Figure 4.   
 

 
 

Figure 4. INVITE message 
 
After the phone call is established, SIP gives way to direct communication, media session 
(see Figure 2), between the two phones which uses RTP over UDP as the transport 
protocol.  The student is asked to open one of the captured RTP packets and to identify 
the different components of the voice frame as shown in Figure 5. Some of the important 
components can be observed such as the source and destination IP addresses of the user 
agents in the IP header; source port, destination port and checksum in the UDP header; 
sequence number, timestamp, and payload in the RTP header.  An analysis of the 
protocols through the captured packets leads the student to an understanding of their 
significance.    
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Figure 5. Captured voice packet 
 
In the second part of this section, the challenges of transmitting voice over the Internet 
protocol are explored3.  Through a series of questions, the students are led to discover 
some of performance and security issues facing VoIP. For instance,  

o voice packets are transmitted in real time through routers and switches in the 
network;  

o a minimum of delay is needed to deliver good quality voice; and  
o in order to accomplish timely delivery of voice at the destination, voice packets 

need to be buffered and reassembled using the sequence number in the RTP header.  
Delay and jitter, the variance in delay, for the captured conversation can be observed in 
Ethereal using the Stream Statistics command.  
 
In addition, some problems in VoIP security are presented such as eavesdropping, denial 
of service, and tampering. To demonstrate eavesdropping, the student is asked to produce 
an audio file from the captured payload using the Save Payload feature in Ethereal.  This 
audio file can then be replayed with any media player.  
 
At the end of this section, the student will have reinforced the acquired knowledge from 
the Pre-Lab and gained working experience on a basic VoIP configuration. 
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Second Procedure 
 
Normally, a two-phone setup is seldom encountered.  In most cases, thousands of phones 
need to be connected and hundreds of calls set up at the same time. Therefore, a SIP 
proxy is needed to register user agents and manage their calls.  The student will be asked 
in the first part of this section to configure and install a SIP proxy as shown in Figure 6.  
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Figure 6. SIP proxy procedure 

 
The SIP proxy requires two software programs: Linux as the operating system and open-
source Asterisk4.  Asterisk is a Private Branch Exchange (PBX) program that allows the 
proxy to be configured for SIP.  Two files need to be configured with Asterisk: the 
sip.conf and the extensions.conf.  The student will be given the information necessary to 
perform a basic configuration.  Since the proxy is publicly accessible, further steps need 
to be taken to strengthen the proxy against possible attacks.  From the performance point 
of view, the addition of the proxy does not add delay since, once the call setup is 
completed, the SIP proxy is relieved of its call managing duties allowing both phones to 
communicate directly.  
 
In addition, the SIP phones need to be reconfigured to operate with the SIP proxy. In 
other words, the phones are registered with the proxy with the sip.conf file and how the 
SIP proxy is to manage calls between the phones with the extensions.conf file. Each 
phone is also given usernames and passwords for authentication purposes. Figure 2 
actually shows how SIP handles the signaling with the proxy present in the network. 
 
The student must then run another packet capture running Ethereal.  From this capture it 
will be clear that the proxy acts as an intermediary and that registered and only properly 
authorized phones are given access to the VoIP system.  When an INVITE message is 
received by the proxy, the proxy will first request authentication by sending a 407 
PROXY AUTH message to the caller (see Figure 2). Despite added security, the student 
will see that the voice information is still vulnerable to eavesdropping from an intruder.  
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In the second part of this section, the student must write the conclusions.  He/She is 
required to write a report that must include what is observed while performing the 
simulations and investigate possible solutions to some of the performance or security 
issues studied in a case study.  An example of a case study is provided in the next section. 
 
Application 

 
There are several technologies used today to protect voice information from 
eavesdropping.  Among them, Secure Socket Layer (SSL) and Virtual Private Network 
over Internet Protocol Security (VPN IPSec) are two of the most common solutions 
found5.  The application presented here is one approach to the security of the voice 
information with VPN IPSec.  
 
Solution 
The proposed solution consists of placing two VPN-capable firewalls in the network 
between the switch and the user agents as shown in Figure 7.  The firewalls use IPSec 
tunneling to encrypt the voice information.  This solution is preferred over using VPN 
either in the border routers because it offers better protection against eavesdropping by an 
intruder inside the network. In the IEEE Africon 2004 conference, Aire6 presented a 
similar solution; however, he placed the firewalls between the routers and the switches 
and the SIP proxy was placed inside one of the private networks while in this proposal 
the SIP proxy is placed in a Demilitarized Zone (DMZ) and is publicly accessible.  
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Figure 7. Application 

 
Implementation 
Two firewalls using Linux and open-source IPChains7 and FreeS/WAN8 with two NIC 
cards are installed. The main FreeS/WAN configuration file is /etc/ipsec.conf, shown in 
Figure 8, that uses /etc/ipsec.secrets which contains a public-private key pair to identify 
the host9. VPN over IPSec is configured specifying the interface used, processing 
options, and connections. The SIP phones are reconfigured with new private IP addresses 
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corresponding to the left and right phone private networks and Network Address 
Translation (NAT) enabled. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 8. Ipsec.conf 
 
Demonstration 
After the network has been implemented and tested, a packet capture was performed.  
The results of the capture are shown in Figure 9.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9. Packet capture for demonstration 
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Summary and Conclusions 
 
In summary, we have described the experimental design of the laboratory for Voice over 
Internet Protocol using SIP. The orientation of the experimental design given to the 
laboratory is based on initially giving the student a theoretical background while 
reinforcing this knowledge with a series of procedures that require application of 
concepts, analysis of the use of the technology and its consequences leading to problem 
solving. The design will be implemented in the University of Houston’s College of 
Technology for the instruction of other complex technologies. This laboratory is being 
tested with undergraduate and graduate students in the College of Technology.  
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