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1. Introduction
The purpose of this paper is to focus on an important aspect of systems engineering, namely risk
assessment and management, and to present a case study of a class in which high school students
were introduced to this topic through simple conceptual and graphical models, and through
engaging hands-on activities. The paper is structured as follows. This section provides a brief
overview of the class and its learning goals. Section two discusses in detail the individual
lessons, learning goals, activities and methods. Section three presents sample results from
student exercises, while section four discusses how students’ progress was assessed. Section five
presents concluding remarks.
Much has been written in the last two decades about the need to augment middle and high-school
curricula by engineering classes1-5, but less focus has been placed specifically on integrating
systems engineering ideas into the secondary school programs6-7. Risk assessment and
management present important aspects of systems engineering, and they were chosen as the
focus of an eight-day long class designed for three cohorts of 9-11th grade students attending an
academic summer camp. The aim of the class was to provide students with the knowledge and
skills necessary to systematically identify possible sources of risk and ways to manage them, and
in such a way to prepare them to become more critical problem solvers in the world of complex
issues. The underlying idea that guided curriculum development was that students might learn
better when they are able to apply what they learn in the classroom to everyday life, or to
problems that are of interest to them. Thus, the area of risk assessment and management was
chosen as appropriate since the related concepts and methods are applicable to everyday
problems that teenagers are often faced with. As teenagers develop emotionally, socially and
physically, they are increasingly exposed, individually and as a group, to a need to explore the
boundaries of accepted norms and behaviors. In a sense, they are constantly and unconsciously
performing risk analysis. By teaching them some basic concepts and simple models that are used
in the field of risk-based decision making, students can be armed with the tools to more
effectively and more consciously conduct risk analysis. The early exposure to the type of
thinking required by the models discussed in this class promotes holistic, systems-based thinking
for students possessing different levels of quantitative skills. By teaching students how to think
critically and holistically about the issues that are relevant to them, we enable students to
continue the learning process outside the classroom – we enable them to continually apply
systems thinking to real life problems.
2. Methods
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The Got Risk? class was taught in a 2011 summer academic camp to three cohorts of high
performing 9-11th grade students. The class was taught sequentially to the three cohorts over a

six-week period. Each class was broken into six lessons that will be discussed in detail in this
section. The overall goal of the class was to introduce students to the basic concepts of risk
analysis and systems thinking, and to provide them with some basic tools through which they can
holistically and systematically explore and analyze risk-based decision problems. Lessons were
structured to emphasize the need for critical, systems thinking across different dimensions and
students were encouraged to integrate and apply knowledge that they acquired in different
classes, including math and science. This aspect of the curriculum addressed the apparent lack of
knowledge integration across different classes at both the high school and undergraduate
education8-9. In order to promote the application of learned knowledge, students, organized in
small groups, worked on a class project over the period of several days. Each day new elements
previously learned in class were incorporated into the project. By working in groups, students
were able to combine their multiple and sometimes differing perspectives to gain a more holistic
and realistic view of the problem. Furthermore, through working in groups, students learned
some communication and teamwork skills that are critically important in undergraduate
engineering education and industry10.
The eight-day class was broken into six lessons. Lesson 1 addressed basic systems engineering
and risk analysis concepts, and it related risk assessment and management to the larger systems
engineering discipline. Students were asked to consider the meaning of the word risk, and to
provide concrete examples of why we ought to care about assessing and managing risks. The
overall goal of this lesson was to illustrate to students how risk analysis, as a major part of the
overall systems engineering process, can help in the design, construction, management and
maintenance of various systems, and how, on a more personal level, risk analysis can be used by
students in their everyday lives to assess the risks, costs, and benefits of certain decisions they
make. One of the main activities associated with this lesson was structured as a competitive oral
quiz in which students had to guess the probability of consequences related to various events.
Questions and answers were obtained from a special risk issue of the Discover magazine11.
Questions included, among others,
•
•
•
•

Can you guess the risk of dying from a volcano eruption?
Can you guess the risk of contracting an infection while staying in a U.S. hospital?
Can you guess the risk of an average U.S. teenager drinking hard liquor every day?
Can you guess the risk of a young adult (aged 14 to 25) dying in a car crash?

This exercise was aimed at showing the students how easy it is to misinterpret the risks
associated with certain events, without knowing all of the associated assumptions and without
conducting proper risk analysis. Students were asked to rationalize their answers, and based on
their responses, it was obvious that they struggled with understanding the concept of probability
and how it is applied to real problems. Furthermore, their answers were constrained by the lack
of information about the assumptions and factors that can influence events under consideration
(i.e., they did not have a clear view of the big picture).
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Lesson 2 focused in more detail on the process of risk assessment. The lesson dealt with
identifying some difficulties in performing systematic risk assessment. Students were introduced
to a method, the Hierarchical Holographic Model (HHM)12-13, that can be used to identify risks
from a holistic, systems-based perspective. In particular, the HHM captures and represents the

different dimensions of a system, and enables analysts and decision makers to identify the factors
that influence, cause or shape risk from different perspectives (e.g., different stakeholder
perspectives). A major result of the HHM process is the creation of a very large number of risk
scenarios, organized into sets and subsets. Additionally, HHM can help identify most sources of
risk and uncertainty12-13. Hall, in his seminal book Metasystems Methodology14 described the
HHM as instrumental in understanding the diverse aspects of a complex problem, and for
gaining an understanding of the system as a whole. After a brief introduction to the HHM,
students participated in two group exercises. In the first exercise, students were asked to
collectively construct an HHM that addresses the safety of the summer camp students. In
particular, they were asked to identify anything that can affect the health and wellbeing of the
summer camp students. Upon completion, they presented this HHM to the chief risk manager for
the summer camp. In the second HHM exercise, students were given a magazine article
discussing the consequences of the 2010 oil spill catastrophe in the Gulf15. Students were broken
into two competing groups and each group was asked to construct a separate HHM that
illustrates the factors associated with deep water drilling risks. The two groups compared their
individual HHMs, discussed the differences and integrated their insights into a single,
comprehensive HHM. Upon reflecting on the resulting model, students were asked to identify
some conflicting stakeholder needs and objectives that are evident from the HHM. Students also
identified some potential engineering options and policies that might be used to mitigate future
risks and/or recover from endured consequences (e.g., plugging the well by triggering the failed
blowout preventer, boosting workplace safety standards, keeping submarine robots and operating
crews ready in case of emergencies). This was followed by a discussion of what additional
information and knowledge would be necessary to design, construct and manage one such
solution. Results of the two HHM exercises are discussed in Section 3.
In lesson 3 students were introduced to differences between quantitative risk assessment, which
relies on probabilities to describe the likelihood of outcomes, and normative or value judgment
risk assessment, which considers how safe is safe enough13. Students were introduced to two
models that are used for quantitative risk assessment in some engineering disciplines, namely
decision trees and fault trees13. These models were chosen, because they can be presented
through their graphical dimension, and they can easily be scaled to account for the level of
analytical and computational complexity. Students were taught that decision trees enable analysts
and decision makers to more effectively and systematically choose between different courses of
action, and to explore the range of risks and rewards associated with each possible solution
alternative. Decision trees were introduced to students through two examples. The first example
was a simple non-engineering problem that students could relate to, namely the choice of a
college major that would maximize their expected earnings immediately following college
graduation. A second, more advanced engineering reliability example was used to introduce the
students to the foldback method associated with decision trees13. Fault trees were introduced to
students as a method used in safety engineering and failure analysis, in which one can determine
the probability of failure of a certain system by combining, through Boolean logic, the failure
rates of the system’s components13.
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Lesson 4 focused on the process of risk management. Quantitative risk assessment, addressed in
Lesson 3, was augmented with normative risk assessment which asks “How safe is safe
enough?” and “What is an acceptable risk?”13. Students were introduced to the fallacy of the

average expected risk approach, and to the importance of evaluating risks of extreme events.
This was done through a series of simple exercises in which students were asked to consider
whether they would personally be more concerned with an event that is fairly likely to happen
but will cause relatively small consequences, or with an event that is unlikely to happen, but
could cause catastrophic damages. Students were introduced to the idea that the ultimate goal of
risk-based decision-making is to avoid the catastrophic risks and consequences, and that the
average expected risk (resulting in positive or negative consequences) should not be used as the
sole criterion in risk-based decision making. Through classroom discussion, students recognized
that the process of risk management is critically important for managing systems, especially
large, complex engineered systems. They also recognized that the process of risk management is
not always a straightforward process, and that risk management options are limited by budgetary
and other constraints imposed by different decision makers and stakeholders. Students were
introduced to the idea that when managing large systems, the best way to make a decision is to
assess the associated costs, benefits and risks of all alternative solutions, and to identify and
enumerate any and all sources of uncertainty. As a part of Lesson 4, students participated in a
field trip to a decommissioned nuclear research reactor where they had the opportunity to tour
the facility and speak to the facilities manager, a former nuclear engineer. Students were
encouraged to ask risk assessment and management related questions. Their questions prompted
discussions on how important risk management was to the facility when it was still in operation
and in general how important risk management is to the nuclear engineering industry, what risk
assessment models (e.g., fault trees) were used by the engineers and researchers working in the
facility, and what may be some potential consequences of a nuclear reactor failure.
Lesson 5 focused on the process of risk communication, and the importance of having a good
‘analyst – decision maker – stakeholder’ communication in systems engineering and risk
management. Students learned about the role of risk communication, the major steps of public
risk communication, characteristics of effective risk communication messages, and about the
difficulties associated with effectively communicating risks to the affected stakeholders. This
was achieved through two exercises. In the first exercise, students were asked to individually
read one of the three newspaper articles related to the 2011 nuclear reactor crisis in Japan16-18.
They were asked to identify the sources, recipients and modes of risk communication, and
factors that might have made the particular instance of risk communication inefficient. They
were then grouped into three groups and asked to present their findings to the rest of the class
and to propose some concrete steps in which the particular instance of risk communication could
have been improved. In the second exercise each of the three groups was given a different onesheet summary covering different research findings related to risk communication and risk
perception, and groups were required to teach that information to the rest of the class by any
means they found entertaining or memorable. These methods of instruction ranged from skits, to
illustrations, to poems and raps. The students then related the steps of efficient risk
communication to the newspaper articles on the nuclear crisis16-18, and they either confirmed
their initial suggestions on how to improve the risk communication process addressed in the
articles, or they refined them with more sophisticated ideas learned from the summary sheets.
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Lesson 6 was a summary session in which students presented their group projects to an audience
of peers and teachers. Students were broken into groups of four and required to present an
original project of their choosing that integrated some of the concepts and models that they

learned in class. While students were given the liberty to choose a problem of their liking, they
were limited to choosing problems that required risk-based decision-making. The selected
projects included among others, exploring the effects of McDonalds Monopoly games on the
rates of obesity in the U.S., the choice of participating in sorority life in college, the choice of a
varsity sport that minimizes the risk of injuries, assessing the health risks of smoking, and
assessing the risks of skydiving. Students were required to apply the Hierarchical Holographic
Model, and were given the choice of applying either the decision or fault tree model. They were
also required to consider how the associated risks could be communicated to the relevant
stakeholders. In the process of completing this project, students were required to list all data and
modeling assumptions, and their data sources. Each group received individual support from the
teacher, who helped them form the question they wished to explore, identify the needed data and
available data sources, form necessary assumptions and apply the learned models to their
problems. All students participated in the creation of an assessment rubric that covered
categories including, among others, the design and relevance of the poster, effectiveness of oral
presentation, relevance and clarity of information, quality of sources of information, validity of
the use of risk models, and the quality of modeling assumptions. Based on these categories, the
students and the teacher evaluated each poster and provided positive and constructive criticism
aimed at improving the quality of the poster and the presentation.
3. Results
The main goals of this class were to: (i) equip students with the knowledge and skills necessary
to systematically and holistically identify the possible sources of risk and ways to manage them,
so that they could become more critical problem solvers; (ii) illustrate to students how the
knowledge and skills acquired in this class can be transferred to risk-based decision making in
their everyday lives, as well as to more complex engineering related problems. This section
discusses a sample of the results that were obtained in the Got Risk? class.
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The Hierarchical Holographic Modeling (HHM) exercises were aimed at improving the students’
ability to apply systems thinking, and to identify a wider set of factors that might influence or
shape risk. The first HHM exercise required students to identify all perspectives from which they
can assess the safety of the summer camp students, and within each perspective, to list factors
that might shape or cause the risk to the safety of students. The HHM created by one of the three
cohorts is shown in Figure 1. It reflects a diversity of risks that the students are exposed to,
including risks associated with attending classes, risks associated with interacting with other
students, teachers and counselors, and physical risks associated with the nearby construction
projects. The construction of this HHM bewildered many students who were overwhelmed by
the number of factors that could be considered in a comprehensive risk analysis. Students
discussed their concerns with the camp’s risk manager who talked about how the knowledge of
these risk factors can help her prepare for potential emergencies and allocate budget to
appropriate risk prevention and mitigation efforts. Since the topic of the second HHM exercise
was much more complex and less familiar to the students, they openly recognized the value of an
HHM in systematically and jointly identifying the risk factors associated with the risks of deep
water drilling. Different students contributed different ideas to the model, these ideas were
debated and evolved, and jointly the students created a comprehensive, big picture view of the
problem. The resulting HHM is shown in Figure 2. When comparing students’ initial thoughts

generated without the use of the HHM with the results of the HHM, the later shows a much
higher level of sophistication and detail, and shows a deeper concern for the various stakeholders
and constraints imposed on the problem.
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Figure 1: Hierarchical Holographic Model (HHM) listing the factors that influence and shape risks to
summer camp students
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Figure 2: Hierarchical Holographic Model (HHM) listing the factors that influence and shape risks associated
with deep water drilling

In the risk communication exercise, covered in Lesson 5, students were asked to critique
newspaper articles related to Japan’s nuclear crisis16-18 based on what they learned about the
proper aspects of risk communication. Students were given a summary sheet detailing the major
points of good risk communication, but in their oral analysis of the newspaper articles, they drew
not only from the summary sheet, but also from their personal experiences. They discussed
which of the aspects of proper risk communication they would have liked to hear in cases of
emergency (e.g., tornadoes, hurricanes), and which were realistic given the overall situation.
Through reading those newspaper articles, students reflected upon their new ability to not take
written words for granted, but to consider the bigger picture surrounding the problem.
4. Assessment
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Students were assessed through individual short reflection papers, through daily group activities,
and through a final group project in which they were required to (i) apply the concepts and
models learned in class to a risk-based decision problem of their choice, and (ii) present their
projects to a group of peers and teachers.

Assessment conducted in the Got Risk? class was purely formative19-21. Since the class was
taught to three consecutive cohorts of students, this formative evaluation enabled the later
students to benefit from the comments made by the earlier students, as instruction was regularly
modified to reflect students’ concerns and suggestions. Students were evaluated in several ways.
First, students were required to write several brief reflection papers in which they were asked to:
(i) discuss the most important point that they learned in a particular class and how it might be
applicable to their personal lives, and (ii) identify any concepts that were still unclear to them.
Students’ responses were reviewed and any pending issues were discussed in the following class.
Additional examples were provided to further explain the problematic concepts. The first cohort
of students used the one-minute paper format to express their inability to comprehend the fault
tree examples and the abundance of math involved in computing the probability of failure of the
top event. They were provided with another, simpler example, which clarified some confusion.
This simpler example was used to teach the other two cohorts, and the later classes understood
the basic construct, application and computations involved in fault trees much faster. The oneminute paper format was also useful to track the students’ thoughts on how they might be able to
apply some of the ideas learned in this class to their personal lives. A few students indicated that
while they might not be interested in the quantitative portion of the class, they were very
interested in the psychology of how people understand risk. Overall, through these papers
students showed fairly high levels of interest in the topic and its potential use to real life
problems. The concerns identified by the first cohort of students (which were mainly to do with
how one goes about calculating the probabilities of an event happening, and the mathematics
involved in fault trees) were addressed immediately and instruction was modified, so that later
cohorts showed a much lower level of concern for those topics.
The second form of assessment was through the use of student-generated field trip questions.
Before the field trip students were asked to write down three questions that relate the concepts
they learned in class to the nuclear power industry. The teacher reviewed these questions and
provided written constructive comments to students. Students were then encouraged to ask at
least one of their questions during the field trip. This type of evaluation gave the students an
opportunity to evaluate all of the course topics that they covered, and to reflect on what they
understood.
The third form of assessment was associated with the final group projects. Before commencing
work on their final projects, students were shown examples of good and bad past projects to give
them a sense of the level of performance that was expected of them. Students then participated in
constructing an evaluation rubric that would allow them and the teacher to compare the different
projects and to provide presenters with detailed feedback that will help them improve their future
performance22. The resulting rubric considered a range of factors that students considered
important, including the look of the poster, the quality of the oral presentation, the quality of the
information and the appropriate use of concepts and models learned in class. After being given
positive and constructive comments on their poster and their presentation, presenting students
had the opportunity to reflect on the criticism, and many of them gave very specific ideas of how
they would further the project if they had more time to work on it.
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5. Conclusion
Overall, majority of participating students expressed high interest in the topics that were covered
in class, and performed well on all in-class assignments. Through their short reflection papers
and their final projects, students identified ideas that they might be interested in exploring further
with the methods and concepts they learned in this class. By comparing the students’ questions,
responses and general insights over the 8-day period, it was obvious that the concepts and
methods taught in this class enabled students to apply a more holistic and systematic though
process, and to identify the bigger picture associated with the problem. This was true for
students possessing higher and lower levels of quantitative skills. In their reflection papers and
through classroom discussions, several students identified problems in their everyday life that
they could assess through the use of the concepts and methods they learned in class. Upon
leaving the camp, students were encouraged to continue critically assessing risk-related stories in
newspaper articles, and to continue identifying concepts learned in other classes that could help
them solve everyday risk-based decision problems.
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