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Innovative Network Security Course Development 
 

Abstract 

 

Network security courses become increasingly popular in colleges (including community 

colleges) and universities. This paper discusses about developing the novel course of network 

security using laboratory activities. It elaborates innovative projects that are suitable for 

laboratory work in network security curriculum. It explores both hardware and software 

components that are now being used for practical exercises in network security courses. Most 

often these laboratory exercises include many hands-on activities.  

  

In learning the concepts of network security via hands-on labs, students have ample opportunities 

to understand the underlying security technologies that prepare the engineers and technologists 

of the next generation. This paper discusses the hands-on labs for network security technologies, 

especially configuring the firewall (Access Control List - ACL), VPNs (Virtual Private 

Networks), IPS (Intrusion Prevention Systems) on various devices such as Cisco routers and 

Adaptive Security Appliances (ASA). In addition, this paper also discusses the wireless network 

security which is also very important part of the course due the growth of wireless LAN. 

 

Introduction 

 

The field of network security is dynamically changing due to the advances in the technologies. It 

becomes more and more vital as people spend more and more time connected to the Internet. 

Intruding into networked resources is often much easier than compromising physical or local 

security. Many areas of network security demand highly trained personnel to solve the new 

challenges such as firewall, VPN, IDS (intrusion detection system), IPS, wireless LAN security, 

etc. There is a great demand of technicians and engineers who can maintain and secure the 

networked environment.  

 

While theory oriented electrical and computer engineering and computer science curriculums 

offer students few network security courses, this may not be enough to train network engineers 

with the proper background on the newer security technologies. Although many courses on 

computer and network security have been developed in these programs, they are primarily 

focused on in-depth mathematics, algorithms, and theory. Most of these courses are not focused 

on hands-on experiments that are very useful to gain the understanding of fundamental concepts. 

Since computer information technology (CIT) program emphasizes the hands-on learning, the 

previous approach taken by computer engineering programs is not suitable for CIT program. As 

mentioned earlier, due to the high demand and need of network security education, our CIT 

program curriculum includes few courses related to the network and computer security.  

 

The goal of the network security (CIT484) course at our university is to familiarize students with 

several different network security technologies through a series of laboratory experiments using 

small-scale test beds although the network devices for performing laboratory experiments with 

the newest technologies are expensive and change constantly. Consequently, it is very difficult to 

upgrade and continuously enhance these laboratories. However, hands-on experiments are the 

best way to enhance the students’ learning. 
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By performing the above activities, students could understand the weakness of WEP, and 

dynamic WEP. Students also understand the WEP could be cracked easily with tools available 

for free. Students also configure the WPA and WPA2 which are more secure ways of providing 

the wireless access to the users. Students learn that the corporation should use WPA2 in order to 

provide confidentiality and privacy of data communication over the wireless link. 

 

Assessment, Students Feedback and Teaching Reflection 

 

Various methods were used to formally assess the effectiveness of this course, including tests, 

the evaluation of student work, and the instructor's assessment. At the end of the semester, an 

anonymous survey was conducted to evaluate the content and effectiveness of the course. The 

overall response from students regarding whether the course met their expectations was very 

positive. Here is a summary of student comments and results of the survey: 

• This course presents interesting topics and helps them to learn various technologies to 

secure the networks. 

• They have a better understanding of network security issues. 

• The hands-on labs were excellent and effective. 

• The lab helped them in understanding the lecture topics.  

• Few students considered that some labs were very long in term of completion time. 

• It is rewarding to see the result although some of the labs are complex. 

 

The future improvement for this course is to add more hands-on labs involving network security 

tools such as Argus, Snort, NMAP (security/port scanner), etc. Moreover, simulation 

experiments using OPNET
13

 will be designed to enhance learning of the network security 

concepts.  

 

 

Conclusions 

 

Network security courses become increasingly popular in colleges (including community 

colleges) and universities. In learning the concepts of network security via hands-on labs, 

students have ample opportunities to understand the underlying security technologies that 

prepare the engineers and technologists of the next generation. The development of the network 

security course using laboratory experiments was the main theme of this paper. We presented 

few hands-on experiments. Students performed experiments using Cisco networking devices 

such as switches, routers and ASAs, submit lab reports, and completed evaluation forms to give a 

feedback in order to improve and update the assignments for coming semesters. Students found 

this course along with lab assignments helpful to them in understanding the theory of network 

security, and gaining practical experience. In the future, more lab assignments would be 

developed involving more advanced security tools. Moreover, simulation experiments using 

OPNET will be designed to enhance the learning of the network security concepts. 
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