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Large Scale, Real-Time Systems  

Security Analysis in Higher Education 

 

Abstract 

This paper discusses the positive and negative aspects of large scale, real time systems’ security 

(e.g, SCADA and industrial control) as currently taught in higher education.  Until recently 

SCADA and industrial control systems security (ICS) has not been a strong focus in university 

curricula.  As a result of new cyber security education initiatives and wide spread attacks like 

Stuxnet and DUQU,  it has become necessary to instruct students from information technology 

(IT) and engineering disciplines how to secure environments with thousands of real-time nodes, 

such as those in SCADA and ICS. 

Computing disciplines address cyber security to varying degrees.  However, the extent to which 

SCADA/ICS system security is currently incorporated varies from little to none.  To help address 

this problem, this paper proposes an educational model where computing disciplines can focus 

on the cyber security aspects of SCADA/ICS that are more closely related to their core 

objectives.  We propose an educational model in which all computing disciplines follow a more 

structured awareness of SCADA/ICS security issues.  Electrical and Computer Engineering 

(ECE) students should use best design practices to securely develop embedded hardware.  ISYS 

students should be aware of the business impacts involved in security failures of SCADA/ICS 

environments and policies.  Computer Science will be responsible for developing secure 

software. IT should be responsible for developing secure systems, and using theoretical and 

experiential training in developing a secure system from end to end. 

There are a number of tools to assist in this development.  Some of the tools available include: 

standards and guidelines for security analysis and development, and simulation environments for 

experiential training.  We recommend a framework be developed to further incorporate this 

model.  

Introduction 

Large scale, real-time embedded systems are used to support many industrial systems, including 

critical infrastructure such as those used for electrical supply[1] and water utilities[2], and are 

commonly called Software Control and Data Acquisition (SCADA) systems.  The purpose of 

using SCADA in critical infrastructures “is to allow operators to monitor and control systems”
 

and to ease workload and management[3].  The architecture of these systems can consist of vast 

arrays of components.  In some cases, SCADA systems are large enough to span continents[4].  

The management of SCADA systems was consolidated using personal computers to monitor 

processes by making requests for information from embedded devices commonly known as 

programmable logic controllers (PLCs).  However, as SCADA systems began to integrate with 

personal computers, they were exposed to outside volatile networks, bypassing the common 

“security by obscurity” philosophy [5, 6].   

Several instances occurred in the early 2000’s that raised concern about the security of SCADA 

environments[7].  In 2003, the Slammer Worm infected the David-Besse nuclear power plant in 

Ohio.  Although the facility was undergoing maintenance at the time, the worm compromised the 
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workstations in the control room, and crashed the monitors showing the safety controls[8].  This 

system and other systems that were once perceived as being impregnable were suddenly 

becoming compromised around the globe[9], because of their exposure to the internet.      

The discoveries of the vulnerabilities in some SCADA systems lead to a surge in the amount of 

research regarding the security of critical infrastructures.  It also led to research attempting to 

classify the types of vulnerabilities found in SCADA systems, as compared to more conventional 

commercial IT system [10], to develop standards for them[11] and methods guidelines to protect 

them[12].  It became apparent from the research that the problem facing dozens of industries was 

the dependency on control systems that never had security as an integral part of their 

development lifecycle [13].  The results of this acknowledgement lead to research efforts where 

mechanisms were trying to retrofit legacy systems.  However, retrofitting legacy systems does 

not provide a long term solution to the problem[14].    

The purpose of this paper is to evaluate the approaches taken in higher education to address the 

problem facing SCADA security.  The first section describes how higher education currently 

handles security in regards to SCADA/ICS environments.  The second section discusses areas of 

focus pertaining to different disciplines.  The third section discusses tools that can be used to 

expose students to SCADA/ICS topics. 

Current Curriculum 

Current curriculum in higher education seems to indirectly address critical infrastructure security 

concepts.  Engineering disciplines discuss buffer overflows, information systems programs 

discuss the business impact of security issues, and IT programs cover cyber security challenges 

in systems.  There are a few reasons why direct exposure to SCADA security topics has been 

limited.   

One of the reasons deals with integrating effective examples into coursework.  In 2009, 

researchers from Ege University in Turkey discussed the problems in introducing students to 

SCADA systems, and noted that SCADA equipment can be difficult to use for students, partly 

because it is difficult to replicate real-world environments in a lab.  They also noted that the cost 

of equipment used can be excessive[15].   

Another problem is scope.  SCADA security is a topic where programs may not know how much 

of the topic to cover.  We have noted a distinct lack of coverage even in many areas where it may 

be appropriate to cover these topics.  It then becomes important for disciplines to understand 

what part of SCADA security applies to them, and how to teach it. 

SCADA Security Education 

To incorporate SCADA security into higher education, each field should focus on the areas that 

are most pertinent to their discipline.  In order to do this, computing disciplines need to 

determine where they fit.  We propose a model where SCADA security is distributed as a topic 

across 3 core disciplines: information technology, electrical and computer engineering, and 

information systems or business systems.   

Each of these disciplines focuses on essential parts of SCADA environments.  Figure 1 shows 

the focus from each discipline and how it contributes to SCADA security.     P
age 25.877.3



SCADA SECURITY

IT Focus:
Security of the 

System as a 
Whole

EE and CE Focus:
Robust, Secure 
development of 

embedded 
devices

ISYS/BS Focus:
Cost, effort to 

maintain.

 

Figure 1 - SCADA Security Focus of Computing Disciplines 

IT disciplines should focus on securing the system as a whole.  EE and CE disciplines should 

focus on creating secure applications for embedded devices, as well as hardware.  ISYS/BS 

fields should understand the technology involved and the impacts of security failures in business 

processes.  We believe that as each computing discipline adopts the area of focus best suited for 

them, they will be able to incorporate SCADA education as a serious topic of study, and do so in 

a way that augments, rather than detracts from their core objectives. 

Foundational Material 

Technical disciplines should consider reviewing foundational material, and identifying 

opportunities to apply security practices to reinforce key concepts. In other words, include 

security across the curriculum from the ground up [16]. IT students may focus on secure 

integration and systems analysis, and ECE students may focus on the development of secure 

software and hardware. This approach should not entail a substantial shift in the core curriculum.  

 

Aside from this implementation, one has to consider what other methods are beneficial in 

preparing computing professionals for SCADA security. Because technology changes rapidly, 

students should understand how to adapt to new technology, understand standards and guidelines 

for secure practices, and have experiential learning.  Having an understanding of the theory of 

systems and systems design can help students adapt to changes. 

 

In making a translation from engineering, IT, or computer science to SCADA systems the actual 

technology may not be difficult to understand.  At BlackHat Federal 2006, Dick Maynor and 

Robert Graham noted the idea that for someone who understands topics like remote 

administration through telnet or SSH, the OSI network stack, and Linux administration the 

migration to critical infrastructure concepts should not be difficult[17].  If this assumption is 

correct, then helping students to understand SCADA systems should not be difficult when they 

have the appropriate foundation.   

 

 

Exposure to SCADA/ICS Environments 

 

To effectively expose students to SCADA/ICS environments they need an understanding of large 

scale system concepts, and practical experience to validate those concepts.  The combination of 

these two things can provide experiential learning, and help students develop a practical 

understanding of the technology[18].  Recent work by Guillermo Francia offers suggestions on 
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how to incorporate critical infrastructure modules into courses[19].  There are additional possible 

methods for increasing exposure to SCADA environments. 

 

One way to give students experiential learning in SCADA/ICS security is to provide laboratory 

subjects on the topic.  As noted earlier, this is not always easy to do.  However,  in the past few 

years, software has become available which allows the creation of virtual PLCs[20].  National 

Instrument’s Lab View now has a product that enables the virtual development of PLC and the 

system interactions.  Students can use this kind of software to develop a virtual environments 

with PLCs and gain experience in the design of these kinds of systems[21]. 

Using virtual environments makes it easier to use existing technology to develop diverse systems 

and adjust parameters in a multi-user setting.  Theoretically, students could create virtual PLCs, 

and incorporate security tools such as intrusion detection/prevention systems, firewalls, and 

honeypots to analyze the security impacts on such a system.  This kind of experiment allows 

students to understand security concepts using virtual technology. 

In regards to security analysis the following is a list of modules that may be incorporated into 

SCADA security course modules:  

 Network analysis of SCADA transmissions through the use of man-in-the-middle attacks 

(see Figure 2) 

 Forensic analysis of component failures using commercial and open-source forensic tools 

 Identifying flaws in parameter handling by fuzzing inputs, and network traffic used by 

PLC’s, HMI’s and other components. 

 Performing penetration testing against SCADA systems 

 Decomposition and filtering of SCADA protocols 

 Mitigating denial-of-service attacks on SCADA components 

 Analyzing the propagation of malware among programmable logic controllers 

 Incorporating layer 3 security features such as IPSec 

 

 

Figure 2 - Example of Man-In-The-Middle SCADA Attack Lab 

SCADA security modules such as these should be performed with the ethical intent to 

understand and prepare against attacks on SCADA systems.  Modules such as these may solidify 

understanding of SCADA systems, and provide ways to interest students in performing 

undertaking further research. 
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Conclusion and Future Research 

As security of large scale embedded systems becomes more of a focus in academia, there will be 

a new challenge in how to educate students on these kinds of environments.  The history of this 

education has been spread across disciplines.  Different majors should approach SCADA/ICS 

differently focusing on the security aspects that are appropriate to their core objectives.  Doing so 

will help students be more aware of the security issues facing large-scale, real time embedded 

systems.  However, to do this effectively, there needs to be an increase in inter-disciplinary 

collaboration in both teaching and research.  This will help identify key areas where interfaces 

between ‘users and systems’, ‘systems and systems’ and ‘systems and components’ require the 

effort of all involved to better secure these systems. 

In order to expose students to these kinds of environments, educators should consider using 

experiential methods of teaching.  Students can learn about these environments by learning about 

the protocols used in SCADA/ICS environments.  Additionally, students can become more aware 

of these environments by creating virtual PLCs.  Students can then become more aware of how 

these environments function in a fail-safe environment.  We also believe that future research is 

needed to evaluate the effectiveness of these teaching methods across disciplines.   

 

We believe that SCADA security should be considered as a key part of IT, ECE and ISYS 

curriculums that this can be implemented effectively by pervasively including it throughout 

related topics.  Students with these key skills and knowledge will be better equipped to address 

critical infrastructure in the coming years. 
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