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Abstract: Fingerprint verification is widely used in access contrfawever, it is a challenging
problem using partial fingerprint for such purpose. In this papepmpose methods using
partial fingerprint to verify user. From minutiae-sparse phfingerprints, we first construct a
supertemplate by combining the minutiae points from these pdirigérprints. Then the
subtemplates constructed through randomized selection will be matoj@idsta the

supertemplate. These methods have two advantages: (1) it proteqisvdwy of a user’s

fingerprint data; (2) it increases the number of available biarsdior a user. Our preliminary
experiments show promising results.
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Introduction

Currently, a majority of fingerprint verification systemslisé minutiae points (ridge
ending and ridge bifurcation) as the distinguishing characteri€gbeformation factors, such as
translation, rotation, and skin wetness and elasticity, can sigmifycchange these minutiae and
result in false non-match. Verification with low quality partfaigerprints is even more
challenging due to the limited number of minutiae points and shgmificant variations from
one partial fingerprint image to another.

Psychologically, biometric applications raise privacy conceh$].[ In biometric
systems biometric data have to be saved in a centralizdobdatar distributed on smart cards.
Potential users of biometrics are unwilling to give out theamatric data because they concern
whether their biometric data will be protected sufficiently &oev their biometric data will be
used. The typical answer to this concern is that biometric datatdae secured with
cryptographic algorithm. Another problem closely related to the priiesue of biometrics is
that human being has limited number of biometrics. Therefore, at desirable to generate
multiple independent biometric templates from biometric imapeltge partial fingerprint based
verification methods we are proposing in this paper mainly focus on achievingdhis g

The rest of the paper is organized as follows. Section 2 reyievious work done by
others on matching partial fingerprints. Section 3 briefly statas contribution. Section 4
introduces the methods of generating partial fingerprint imagdsthe matching algorithm. In
section 5 we give our preliminary testing results. Section 6 summarizesraiddes the paper.



Literaturereview

Generally it is easier to obtain partial fingerprints thahfiiagerprints. Partial fingerprint
based verification has attracted the attention of many biome&searchers. Wang [7] listed the
following four scenarios that can produce partial fingerprirdgent prints in crime scene;
fingerprint image from compact 2D sensor; damaged fingerpnage; disregarding the noisy
region of fingerprint images. In addition, incorporative user may @sposely submit partial
fingerprint to an automatic fingerprint identification system to avoid being ickhtif

The two major types of features being used in fingerprintimrag are local features and
global features. Global features, such as core and delta, aeetehiaed by the attributes that
capture the global spatial relationships of a fingerprint. Léeatures, such as the relative
locations and orientations of minutiae points (ridge ending and bifun¢ah a local area are
comparatively invariant with respect to certain global distortions such sismaaad translation.

Due to the nature of partial fingerprints, partial fingerprimtteching largely depends on
local features because the global singular structures (cocesledtas) may not even exist in
them. Moreover, localized features have the ability to toleratee stigtortions. A number of
researchers have studied the problem of matching a partial fimgetpr full template
fingerprints.

Jea and Govindaraju [8] proposed a minutia-based approach to mataungplete or
partial fingerprints with full fingerprint templates. They geter a five-element secondary
feature vector. For each minutia and its twearest-neighbors, they construct a 5-element vector
containing the two Euclidean distances from the central miriatiis neighbors, the angle
formed by the corresponding line segments, and the two orientatfenedces between the
central minutia and each neighbor. This approach can tolerancarmount of global distortion
because the vectors are constructed with local features. Siacapfiroach largely depends on
the existence of adequate number of minutiae, it is unlike to periethon partial fingerprint
with very few or no minutiae.

Kryszczuk et al. [9] [10] proposed to utilize pore locations to miagierprint fragments
with the following with the assumption that the level-3 featureshsas sweat pores, will
compensate for the decreased level-2 features (Minutiae points).Theydsthaivine smaller the
partial fingerprint, the greater the benefits of using poreshéir fproposal, fingerprints are
aligned by correlating the partial fingerprint with the candidate portiohefutl fingerprint.

Chen and Jain [11] developed methods for partial fingerprint recogniith the
following two level-3 features: dots, which are an isolated ridges letween normal ridges,
and incipients, which are thin and often fragmented ridges appearwwgdmenormal ridges.
Unlike sweat pores, which naturally follow the ridge structure gopeéars only on ridges, dots
and incipients appear in valleys. However, not all fingerprints have thesepesdi/features.

Kisel et al. [12] proposed minutiae based fingerprint matchintyade It uses translation
and rotation invariant local structures consisting of central mimdiat and its neighboring
minutiae points. The number of neighboring minutiae points for the teninatiae point is
determined by a distance-based threshold. This approach does not esguifiagerprint
alignment.

Choi et al. [13] proposed approach to constructing an entire fingetpmplate from a
number of partial fingerprint images by using recursive mecksey. However, it is often difficult
to collect adequate number of partial fingerprint to construct a relialblengerprint. Moreover,
construction procedures often introduce spurious features.



Ryu et al. [14] proposed methods to handle missing, spurious, and altetgghendue to
fingerprint distortion. They generated fingerprint super-templates camgainghly probable true
minutiae points, in which the credibility and the type of each minata updated with
Successive Bayesian Estimation as more fingerprint images becaitablkey

In spite of all these efforts, partial fingerprint identification is stihallenging problem.

Our Contribution

In this paper, we explore new authentication scheme using pangakrints. This scheme has
two advantages: (1) it increases the number of available biom&ir a user; (2) it protects the
privacy of a user’s biometric data due to the randomized minsgigetion process. And a user
does not need to know which parts of his fingers are being used &stieular authentication
system.

Method

In this paper we propose an approach to constructing subtemplatesiiinatrae-sparse
multiple partial fingerprints.

Identification with partial fingerprint is still an ongoimgsearch problem because partial
fingerprints often contain small number of minutiae points. One quesie ask is whether
multiple partial fingerprints can make positive identification. To answer thistiQunene propose
an approach to synthesizing a template by combining multiple Ipanggerprints and then
constructing subtemplates from the synthesized template. One oMb subtemplates will
be stored as the enroliment template(s). During verification ew’susiewly generated full
fingerprint template will be matched against the enrolled subtemplate.

Currently, many fingerprint identification systems requirausers to provide all his
fingerprints upon enrollment. That is to say, a user needs to providdedfimgerprints. Some
users may be reluctant to do that. Here we propose a fingevprifitation system that only
requires a user to register a few randomly selected panggrprints, based on the observation
that four non-matching partial fingerprints (Top, Bottom, Left, and Riggm be easily acquired
from one human finger, as illustrated in Fig. 1. Therefore, eusey can potentially have 40
partial fingerprints.
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Fig. 1 lllustration of four partial images from finger 4 _L1 (CASIAv5 [15])

To protect user’'s privacy, we recommend using the following piiweeto acquire partial
fingerprints: use a user-specific random number (key) to deterthmenumber (4~8) and
positions of the partial fingerprints to be taken. All ten fingefsa user will be inserted
sequentially into the scanner. However, only the selectedqddte fingers will be imaged. The
user does not have to know where the selected partial fingerprints are from.



Assume only four out of the 40 partial fingerprints are utilime guthentication, there
will be more 91,000 different choices for each user. What are theéotial fingerprints for a
particular system is determined by the secret key, known orlyetgsystem. Not only is this
scheme a good solution to the biometric number limitation problem, hwtitajgotects the
privacy of biometric data.

To test our proposals we utilize NIST fingerprint softwfk8] to match fingerprint
minutiae templatesMore details can be obtained from [17]. All the matching resulthignpaper
are obtained with this algorithm.

Results

Partial fingerprints often contain limited number of minutiae pantsthey rarely match
with each other unless there are sufficient overlapping. Fig. 2 sfisvpartial fingerprints.
From Fig. 2 it can be seen that Fingerprint 97_R2_ 2 has a coooctevide rotation of 135
degree relative to Fingerprint 97_R2_0 and they have some overlappingaelittoter. Their
mutual matching scores are given in Table 1.
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Fig. 2 Five partial fingerprints from finger 97_R2 (CASIAvV5 [15])

Table 1 Matching results for the five partial fingerprints o§ér 97_R2

Fingerprint# | 97 R2 097 R2 1|97 R2 2|97 R2 3|97 R2 4
97 R2 0 358 0 45 14 9
97 R2 1 0 109 3 21 4
97 R2 2 45 3 317 9 6
97 R2 3 14 21 9 169 10
97 R2 4 9 4 6 9 190

As can be seen from Table 1, except the score between 97_R2_0 arad B7alRthe
other non-self matching scores are less than 40 - the threshol8 DfiNgerprint software [16].
Therefore, they do not match.
To construct subtemplates from the five partial fingerprines,cambine their minutiae

templates to form a synthetic supertemplate containing 171 mimgiats, and then randomly
select various numbers of minutiae points from the supertemplatehibigtis carried out
between the subtemplates and the supertemplate. The experineenépeated 40 times. The
results are given in Table 2.

As can be seen from Table 2, on average a user can be authdntithta fingerprint
containing as low as 25 minutiae (Average score: 44.Hdyever,we believe thaa fingerprint
should have more than 25 minutiae points to reduce the possibility of being falsdbd.ejec



Assume we decide to use subtemplate containing 40 minutiae pointeforerification.
With the supertemplate containing 171 minutiae, we can construct fatwaimexclusive
subtemplates. Since the five partial fingerprints are obtained from one finge

Table 2 Average matching scores between subtemplates
and the supertemplate

#Minutiae Average score Standard deviatign
15 15.09 5.66
20 28.19 7.82
25 44.11 13.07
30 62.43 15.09
35 89.33 22.52
40 119.21 25.61
45 146.33 28.2
50 182.9 29.18
55 216.9 30.79
60 256.3 32.96
65 307.3 41.72
70 357.45 41.81

We obtained the curve in Fig. 3 by plotting the average scor@ssagiae numbers of
minutiae points given in Table 2. The equation indicates that thehnsabres exponentially
increase with the number of minutiae points in subtemplates.
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Fig. 3 Effects of number of minutiae on average match score for FP97_R2

To check the validity of the equation in Fig. 3, we calculate the number of minusiee ba
on the matching score between the original partial fingerprints and the supateerpk results
are given in Table 3. From Table 3 we can see that the average error rate is aldthergore,
the equation in Fig. 3 closely represents the relationship between matchmgrsddhe number
of minutiae points in a subtemplate.



Table 3 Calculated numbers of minutiae points for the 5 partial firigespr

Fingerprint| Match score, Real #Minutiag Calculated #minutiag |RM-CM| Error (%)
(RM) (CM)
97 R 0 152 45 45.9 0.9 0.02
97 R 1 64 26 30.1 4.1 0.16
97 R 2 111 36 39.4 3.4 0.09
97_ R 3 67 30 30.74 0.74 0.02
97_R 4 84 34 34.3 0 0.00
97_R2* 2097 171 166 4 0.02

*97_R2 contains all the minutiae from the other five partial fingerprint

Another question to ask is whether the subtemplates constructesthdiym selection
could increase False Acceptance Rate (FAR). To answer thdioguese match the
supertemplate 97_R2 against the CASIA DBvV5. The results are plotted in Fig. 4.
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Fig. 4 Results of matching FP97_R2 against CASIA DBv5

From Fig. 4 we can see that all of the match scores ar¢hias 25. Given the threshold
value 40, there is no match between the supertemplate and the ¢ésnipldte database. Given
the fact that a subtemplate will not have a higher matchioige gban its supertemplate, we can
conclude that using subtemplates does not increase FAR.

Conclusion

In this paper we proposed schemes for user verification usingl pagerprint minutiae
subtemplates. We first construct a supertemplate by combiningithitiae points from multiple
partial fingerprints. Then the subtemplates constructed through ssbktion from the
supertemplate will be matched against the supertemplate. Ouinegptl results showed that
on average a subtemplate with 25 or more minutiae points is soffficie user verification
without increasing FAR. Multiple mutual exclusive subtemplates loa generated from the
supertemplate constructed from multiple partial fingerprints foora finger — a solution to the
number limitation problem of biometrics.



Not only do the proposed subtemplate matching schemes increaseunhber of
available fingerprints for a user. More importantly, they otienew solution to protect the
privacy of a user’s fingerprint data with randomized selectiamiofitiae subsets and secret key
based partial fingerprint selection.
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