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Test Bed for a Cyber-Physical System (CPS) Based on Integration of
Advanced Power Laboratory and eXtansible Messaging and Presence
Protocol (XMPP)

Introduction
This paper illustrates integration of Advanced Power Laboratory with Supervisory
Control and Data Acquisition (SCADA) as a test bed for a Cyber-Physical System (CPS).
Such integration has large-scale application in a smart grid realm as well as in power
engineering education and professional development for energy professionals. As a
result, a complete smart grid training system including generation, high voltage
transmission, and medium and low voltage distribution has been developed.
Integration of advanced power laboratory has been performed with Lucas-Nülle (LN)
smart grid training systems and Schweitzer Engineering Laboratories (SEL) protective
relays at the joint SUNY Buffalo State and University at Buffalo (UB) Smart Grid
Laboratory at SUNY Buffalo State. One of the key features of the test bed is utilization of
eXtensible Messaging and Presence Protocol (XMPP).
The use of XMPP allows
multiple users, devices, and applications to share critical information in power
applications. The laboratory system includes a model of long-distance transmission line
combined with fault protection system by SEL. During the fault conditions, SEL relays
operate as intended to clear the fault. Information of the system state is collected from
Smart Grid laboratory sensors (smart meters and relays) and transferred via MODBUS
TCP protocol to Supervisory Control and Data Acquisition (SCADA) system to display
parameters of the system’s state.
The XMPP system interface establishes secure session with registered users, devices, and
applications. The link provides metadata to enable sensor data to be viewed by others.
These notifications can be directed to operators that can control other equipment in
response to the event. The XMPP link utilizes Transport Layer Security (TLS) to encrypt
the data links. Actions by an operator can also be sent to remote devices extending the
SCADA capability over any wired or wireless networks, including the Internet.
The use of XMPP provides multicast capabilities and provides secure communications
without the need for a Virtual Private Network (VPN). XMPP has been used to provide
secure session initiation for many years but had not been used in CPS power applications.
The capabilities can be used with mobile devices to provide alerts to maintenance and
operations personnel. The event can also be shared with emergency response personnel
who are trusted to receive this information.
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The integrated CPS test bed provides real-time data, including power flow and
information flow, to power system operators and other authorized personnel, which aids
them in making more effective and intelligent decisions. The test bed provides

educational and research experience to undergraduate and graduate students, and
significantly raises their interest in energy field and broader areas of cyber-physical
systems, and provides a unique “hands-on” experience with important aspects of the
modern grid.
Cyber-Physical System (CPS)
The emergence of Cyber-Physical Systems (CPS) has opened up new horizons for
automated, dependable, secure, and safe energy applications, which has created
unprecedented avenues for communication, monitoring and control at the utility level.
Cyber-Physical Systems can be described as smart systems that encompass computational
and physical components, which are seamlessly integrated and closely interact, to sense
and monitor the changing state of the real world. These systems involve a high degree of
complexity at numerous spatial and temporal scales and involve highly networked
communications with robustly coordinated software and hardware components1, 2.
eXtansible Messaging and Presence Protocol (XMPP)
XMPP offers a common transport protocol that can be sent to mobile devices to provide
alerts and messages to users among its other capabilities. It demonstrates that such
information can be provided to utility maintenance and operations personnel as well as to
regulators, consumers, and others who are trusted to receive the information. The
XMPP framework utilizes Internet of Things (IoT) XEPs (XMPP Extensions) to provide
link to Object Linking and Embedding for Process Control Unified Architecture (OPC
UA) servers. The data exchange is secured via XMPP using Transport Layer
Security (TLS). XMPP provides real-time updates that are more cost effective and can
share information directly with the data source. The owner of the end device must
authorize the sensor information to be shared, for example, with a Big Data system to
perform Data Analysis. Confidentiality of the end users’ data is protected by mutual trust.
Maintaining trust and security is paramount. Individual consumers are rightfully
concerned about potential data breaches. Because users are typically unfamiliar with
rigorous industry standards, utilization of such systems must be accompanied by a
detailed explanation of the protocols in place that ensure data security, hence education
(including consumer education) is an important part of any large-scale deployment3, 4.
An intermediary known as a XMPP Service Broker is used to authorize access for users,
applications, and devices to exchange information. Figure 1 represents this information
exchange. XMPP also provides built-in security, which includes encryption of the data.
XMPP is currently widely used in social networks, conferencing services, and Software
Defined Networks. XMPP has demonstrated its scalability and now with the IoT XEPs,
XMPP can address interoperability, which is an important concern for Cyber Physical
Systems (CPS).
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Fig. 1. Variant of Internet of Things (IoT) Framework
Microgrid Paradigm
Typical power systems currently provide centralized power control and monitoring that
communicates to substations (at the utility level). The data collected are sent to a third
party or to a utility. In either case, decisions must be made to implement changes as to
how the power is being supplied, particularly when using renewable energy sources, or
when disruptions occur in the power grid.
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Fig. 2. Conventional Distributed Energy Resources (DER) vs. Microgrid Paradigm

Microgrids offer a decentralized distributed control approach. They can provide isolation
and protect communities, while minimizing loss of power and maintaining reliable
operation5. Renewable energy sources, though desirable, also pose a concern. They
must be integrated with the grid, must notify their generation availability, and must
provide alerts whenever there is a problem. Currently, outage management systems at the
utility companies rely mostly on phone calls from consumers to identify affected areas.
This traditional approach leaves consumers unaware of the actions being taken by the
utility crews to mitigate problems. Even as microgrids are being deployed at increasing
rate, there is still more to be done. Figure 2 presents conventional distributed energy
resources (DER) vs. Microgrid paradigm.
Microgrid sites can be easily added to share their information by contacting the XMPP
Service Broker and registering additional devices or application services. The Service
Broker also provides a means for users to access the information via Smart Phones or
other mobile devices. These links are secure since those users must also register to be
able to receive the shared information. The approach can also be used with Big Data and
data analytics systems.
Graduate and Undergraduate Research Project
University-based test bed is located at SUNY Buffalo State and the remote test user is
located in Sweden. The equipment emulates various power conditions and is connected to
the SCADA systems. The connection between the sites utilizes XMPP. Network
Capable Application Processor (NCAP) is a gateway defined by the ISO/IEC/IEEE
P21451-1-4 (also known as “Sensei-IoT*”) with XMPP Smart Transducer Interface,
which is the 1st International Semantic Web 3.0 draft standard for the Internet of Things
(IoT). Phase 1 of the test bed is illustrated in Figure 3.
This project demonstrates capabilities for providing a secure connection between
SCADA systems affiliated with respective Microgrid. The model of the Microgrid at
Buffalo State consists of a scaled-down set of equipment that includes generation,
transmission, distribution, protection, monitoring, and control.
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Fig. 3. Phase 1 Test Bed

SCADA system supplied by Schweitzer Engineering Laboratories (SEL) has been
installed to facilitate connection of IEDs (such as relays, meters, sensors, etc.) for access
to the cloud servers. The SCADA system sends commands to equipment and receives
data on the status of the system. Data, such as voltages, currents, and powers among
others, can be acquired via SCADA system. In addition, circuit breakers and other
interrupting devices can also be monitored and controlled.
The project involves a connection being established between SUNY Buffalo State and
the remote end user via cloud server. A cloud server is a virtual space provided as a
service by the Internet service provider. Figure 4 illustrates how a SCADA system
is connected to the cloud server.

Fig. 4. Connection of SCADA to the cloud server
Cloud server is a virtual server space rather than a physical server. Therefore, the space is
allocated to users once required and after completing the job the space is released. This
causes the cost to be lower in comparison to a physical server. Allocating more space
upon the user request makes it an appropriate tool for many tasks such as data sharing
over the Internet. Ease of setting up, flexibility and reliability are among many benefits of
the cloud server. In addition, cloud server is more secure for data exchange due to
inaccessibility of data by other clients on the server. Moreover, the workload does not
affect the performance speed.
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Figure 5 illustrates the connection of SUNY Buffalo State laboratory equipment to a
cloud server. All IEDs (relays and meters) are connected to a communication
processor SEL-2032. The communication processor can connect to the cloud server
directly or through a computer/server. SCADA system collects all the information
about connected circuit and makes it accessible to the user.

Fig. 5. Connection of the Smart Grid Lab to a cloud server
One of the circuits used for this project includes transmission lines, two
multifunction relays (SEL-311L) and two circuit breakers. Line differential
protection is set to protect transmission line and a fiber optic cable connects two
relays. The SCADA system consists of the communication processor (SEL-2032)
and a computer (SEL-3353 or SEL-3354) with SCADA software. The circuit is
illustrated in Figure 6.
Communication Processor collects the test circuit data from the relays. RELAB
OPC Console software is used to display these data in the text form. Available
SEL protocols (ITU-T G.703 co-directional to multiplexer, EIA-422 56/64 Kbps;
IEEE C37.94 fiber-optic, 1300 nm single-mode; fiber-optic EIA-232; EIA-485 serial
ports for local/remote access and system integration; Mirrored Bits® communications
protocol for eight channels of secure relay-to-relay logic communications) are used
for communication between all of the SEL devices including communication
processor and RELAB OPC Console software. MODBUS TCP/IP protocol is
used to send data over the Internet and therefore, a conversion is necessary to
convert SEL protocols to MODBUS TCP/IP protocol. This is accomplished by
RELAB Protocol Service Bridge software, serving as an interface between
SCADA system and the Internet.
Software has been developed by Clayster, allowing a user to connect to Buffalo State
site and get access to data. This software can be installed on any computer or on a smart
mobile device.

Page 26.1503.7

Figure 7 illustrates data from the test circuit. These data are shown in the text format
in RELAB OPC Console software. Voltages, currents, frequency and breaker status
at buses A and B are being monitored. Any other parameters for monitoring can be
added to this list. The circuit breaker status is true when the breaker contacts are
closed and false when breaker contacts are open.

Fig. 6. Test circuit
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Fig. 7. Circuit status data at the local end

The data at the remote user side are presented in Figures 8 and 9.

Fig. 8. Data at the remote end for bus A

Fig. 9. Data at the remote end for bus B
Educational Importance and Conclusions

Page 26.1503.9

A graduate and undergraduate students from UB and SUNY Buffalo State were involved
in this project and provided the following feedback:
“Most of the graduate students are working on the theoretical issues and using
software to simulate the idea without having the opportunity to put them in a real world
test. However, the simulation can prove the idea; the real world has its own limitation
that hinders theory to become real. The establishment of this test-bed was a good chance
for me not only in the case of testing an idea but also to set up relays, set SCADA system
and application software for transferring data to the remote site over the Internet.

Previously I had some experience designing protection and control schemes including
SCADA but this was the first time that I deployed a SCADA system from scratch.
Most of the students in the field of power and energy know many things about
fundamental analytical and simulation tools but they are much less proficient in
understanding information flow in power grids. For setting the SCADA system,
communication protocol between protective relays and communication processor should
be taken into account as well as communication protocol to make connection between the
SMART Grid Lab and the remote site over the Internet. This allowed me to learn more
about communication protocols such as MODBUS TCP/IP. In addition, the XMPP
protocol was brought to the center of my attention as a reliable and secure
communication protocol for such applications as transmission line protection.
Briefly, this project enhanced my knowledge about communication protocols as an
integral part of future smart grids. Moreover, it greatly enhanced my ability to set up such
a complicated system from ground up, which is very valuable for my future career in this
competitive world. It also allowed me to provide assistance to faculty by instructing other
students on practical aspects of relay settings and communications”.
“Until a student gets their first internship, or graduates and finds their first job, they
sometimes do not have the opportunity to put their skills to the test. As undergraduate
students, we are limited to books, homework, and projects. The closest we can usually
get is simulation, and while it has its merits, we can never see how a design will pan out
in real life.
A state of the art laboratory allows us to take our formulas and designs on paper and
evaluate them with physical models. With the resources available, we are able to
compare our calculations and simulations with real devices, and analyze the results. This
opens to the door to undergraduate research.
Undergraduate research teaches us how to maintain documentation about our
processes and think outside the box. When we delve into something we don’t know or
have much experience with it is crucial to keep track of our work. It also forces us to find
creative solutions, because unlike homework, we don’t always know what the solution
should look like.
Researching of relay functionality, communication protocols, and interoperability as
an undergraduate has real benefits in graduate and professional work. I have gained a
deeper understanding of power systems by learning how to integrate protection,
monitoring and control, and utilize sensor networks. This project gave me confidence
and knowledge on how these devices function internally and interface with SCADA, as
well as involved me with cyber-security. From this I have expanded my knowledge base
and marketability. The value of this undergraduate research activity cannot be
substituted.
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From protection to communication to SCADA, this experience has taught me how
devices are maintained and operated so that I can account for realistic
restrictions. Working on this project enhanced my abilities during the internship at a
power generation facility where communication with professionals, familiarity with

different aspects and components of a power system, and their integration were the
critical skills needed to succeed in a competitive workplace”.
The project described in this paper provides apparent benefits of coordinating integrated
computation, communication, and control into electrical power systems, resulting in real
time optimized demand/response system and outage management; improved system
safety and reliability; enhanced communication capacity between providers and
consumers; accelerated response times in emergency scenarios; expanded situational
awareness; improved consumer relations and trust; minimized adverse impacts on people
and systems due to real time information sharing with first responders.
Other impacts include but are not limited to:
• Educating future workforce by exposing undergraduate and graduate students to
the state-of the art technologies and systems methodology of cyber-physical
systems
• Educating community, as they are actual consumers of energy and adopters of
new technologies. Such education will increase public’s technical literacy and
engagement with science and technology and will provide powerful inputs to
changing public policy
• Increased partnership between academia, industry, and government as
development and deployment of projects of this scale is impossible without close
cooperation and coordination between them.
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