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Abstract 

Preparing computing professionals who not only possess knowledge and skills but also 

can make ethical decisions is important. The aim of this research is to investigate how computing 

majors reason when it comes to ethical decision-making in a collaborative setting. The data in 

this grounded theory research consists of postings of 33 undergraduate computing majors (26 

males and 7 females) in online discussion forums in response to three ethical scenarios and the 

comments they provided on their peers’ responses, along with the follow up interviews. Findings 

suggest that students’ decisions are highly influenced by the specifics of situation, the nature of 

the moral issue, and whether they can connect the situation to a real-world story. Moreover, 

when students consider the end users in a caring way, they can make better decisions. The 

implications of the findings of this research for teaching ethics will be discussed.  

 

Keywords: computer ethics, engineering ethics education, teaching ethics, ethical 

decision making 

 

 

 



Introduction 

Computing professionals affect today’s societies in many ways due to the prevalent usage 

of computer-based technology. Therefore, it is important to develop these professionals to be 

aware of consequences of their practice to help them make better choices. 

Several models and theories in the literature describe the process of ethical decision-

making. While all these models have revealed important aspects of the process, they often do not 

consider the context of the professions. Moreover, in terms of research methodology, the 

literature is dominated by quantitative studies (e.g., Borenstein, Drake, Kirkman, & Swann, 

2010) which are not efficient in capturing processes such as attitudes and assumptions.  

In contrast to the most previous studies, the current study takes a constructivist grounded 

theory approach and aims to investigate how computing majors reason when it comes to ethical 

decision-making in a collaborative setting. By understanding the ways in which computing 

majors reason in ethical situations, instructors can develop interventions to improve students’ 

ethical decision-making.  

 

The Review of Literature 

In this section, first, some of the main ethical decision-making models will be reviewed. 

Second, the main ethical theories and frameworks for moral reasoning will be discussed. These 

will help connect the current research to the literature.    

 

A Review of Ethical Decision-making Models  



Trevino's (1986) interactionist model of ethical decision-making in organizations. 

Reviewing the literature and heavily building on Kohlberg’s moral development model, Trevino 

introduced a model for ethical decision making and suggested several propositions for future 

research. Her model is based on the argument that while "individual's cognitive moral 

development stage determines how an individual thinks about ethical dilemmas, … [a]dditional 

individual and situational variables interact with the cognitive component to determine how an 

individual is likely to behave in response to an ethical dilemma" (Trevino, 1986, p. 602). This 

model considers two groups of variables to moderate the effect of cognitive moral development 

on ethical behavior: (1) individual variables and (2) situational variables. Ego strength (strength 

of self-regulating skills), field dependence (i.e., the degree one depends on external referent to 

guide one's behavior), and locus of control (i.e., the degree one perceives one has control on 

one's life events) are the three individual variables. Situational variables are then categorized 

under three main categories: (1) characteristics of the work, (2) organizational culture, and (3) 

immediate job context. 

Jones’ (1991) issue-contingent model of ethical decision making in organizations. 

Jones’ (1991) model considered the nature of ethical issues which previous models did not. Jones 

(1991) criticized the assumption that individuals behave similarly in dealing with different 

issues. Jones (1991) argued that since moral issues have different moral intensity, an issue-

contingent model for ethical decision making can provide significant insight for understanding 

ethical decision-making processes. It should be mentioned that the model is a conceptual model 

and the author has provided propositions to be tested in future research. 

  

 



Moral Frameworks 

Ethical theories and frameworks have long been used in engineering as the basis for 

discussing moral issues, building ethical reasoning, and making ethical decisions. In this section, 

the following ethical theories will be briefly reviewed: (a) Consequence-based ethics 

(Utilitarianism), (b) deontology (duty-based ethics), (c) virtue-based ethics, and (d) ethics of care 

(care ethics).  

In consequence-based ethics, “the morality of an action … is determined solely by its 

consequences” (Boss, 2013, p. 23). Deontology, on the other hand, has to do with the belief that 

“doing what is right for its own sake, is the foundation of morality” (Boss, 2013, p. 27). Virtue is 

defined as: “an admirable character trait … in a manner that benefits ourselves and others” and 

includes characters such as “compassion, courage, generosity, loyalty, and honesty” (Boss, 2013, 

p. 38). While utilitarianism and deontology focus on right action, virtue ethics focuses on right 

being (Boss, 2013). Care ethics is another ethical theory that often is classified under virtue 

ethics (Boss, 2013). Nair (2005) identified the ethics of care as a distinctive approach which 

focuses on the importance of responsibility, concern, and relationship over consequences or 

duties.   

Pettersen (2011) compared these theories and argued that in terms of core values, “the 

ethics of care highlights care; deontology accentuates rights; … and the utilitarian tradition 

values the society’s overall well-being” (p. 54). Although care ethics has been seen as part of 

virtue ethics (Boss, 2013), some believe in its distinction. For example, Pettersen (2011) stated 

that: ethics of care’s “strong focus on experiences and relationships” distinguishes it from virtue 

ethics (p. 55). Moreover, ethics of care does not consider experiences and traditions as good by 



nature or immediately defensible and does not defend the status quo (Pettersen, 2011). 

According to Pettersen (2011): 

care ethicists are well aware that care often takes place under oppressive conditions. 

Identifying and discussing the practices and values that ought to be preserved, nurtured, 

altered or rejected is an important task (p. 55) 

One of the first works in introducing the ethics of care to engineering education is the 

article by Pantazidou and Nair (1999). They argued that there are aspects of care that can 

complement the existing set of values taught in engineering specifically by considering the 

characteristics of care that are compatible with the changing demands from engineering as a field 

(Pantazidou & Nair, 1999). According to them, for an engineer, “to be able to use his/ her 

expertise and at the same time be of service, the engineer has to have the technical competence, 

objectivity and confidence of the expert, and the empathy and consideration of a caregiver 

(Pantazidou & Nair, 1999, p. 206)”.  

When it comes to teaching ethics to engineers, with a few exceptions (e.g., Bielefeldt, 

2015), utilitarianism, deontology, and in a less degree virtue ethics are the main used ethical 

frameworks. Among them, utilitarianism emerged as the one with the most prevalence due to “its 

analytical nature and close relation with analytical methods such as cost-benefit or risk-benefit 

analysis” (Pantazidou & Nair, 1999, p. 206).  

In one of the exceptions in the use of ethics of care in engineering ethics education, 

Bielefeldt (2015) introduced the concept of ethics of care in her course on engineering ethics. 

Bielefeldt (2015) found that students in her sample preferred ethics of care (28%) over the other 

four main ethical frameworks (i.e., deontology, rights ethics, utilitarianism, and virtue ethics). 

Moreover, there was a difference between male and female students. While 39% of female 

students prioritized ethics of care, 23% of male students selected ethics of care as their first 



ethical framework preference. Deontology was the most popular preference among the male 

students (26%). Ethics of care was also the dominant preference for Hispanic students (57%). 

This study also found that students who preferred ethics of care or rights ethics showed more 

attention to the importance of socio-cultural considerations in engineering process.   

 

Methods 

Participants were 33 undergraduate students (26 males and 7 females) enrolled in an 

undergraduate course on professional ethics on the campus of a Midwestern university. The 

students were all Computer Science majors and the data were collected in Spring 2017. 

Data consisted of a short survey on the background of the participants, the text of online 

discussions of these students, and interviews with 19 of the participants. The survey was 

conducted in the beginning of semester, followed up with nine weeks of online discussion on 

three ethical scenarios. In the first week of discussion on each scenario, students were asked to 

respond to the questions of the scenario. In the second week, they were asked to respond to two 

of their peers’ postings. In the third week, the students reflected on their responses in the first 

week. Finally, the interviews were conducted at the end of the semester to further scrutinize the 

responses of the students to the three scenarios. The interviews were recorded and transcribed       

The ethical scenarios involved different issues in computer science. The first scenario 

which was designed by me was focused on a social media platform and consisted of two parts. In 

the first part, students were asked to imagine they were part of a team who had developed a new 

social media platform and they needed to decide on the default option of privacy level (lowest 

privacy or highest privacy). They were asked whether this decision involved an ethical or an 



operational issue. They were also asked what they would have done if they were in this situation 

and for what reasons. The second part of the first scenario had to do with the decision on the 

approach to the selection of trending news (i.e., either based on algorithms or on the opinions of 

a team of experts). The prompt questions were similar to the first part of the scenario.  

The second scenario had to do with software testing and was adapted from an assignment 

in a course on computing ethics in a Midwestern university taught in 2013. The dilemma in this 

scenario was to whether extending the deadline to run appropriate tests or delivering the 

probably buggy application on time per the order of the manager.  

The third scenario was about the occurrence of an incident in the very first job of a 

programmer working in a marketing firm which involved coding a website for a pharmaceutical 

company. The client company had asked Jim to design a website for a quiz which, no matter the 

responses of users, would always recommend the client’s drug. The website was not marked as 

an advertisement. The programmer completed the task and later understood a girl who took the 

medicine had suicided because the drug had side effects such as severe depression and suicidal 

thoughts. The students were asked whether this programmer did something wrong and whether 

he is responsible for what had happened. This scenario was adapted from a blog and is based on 

a true story (Sourour, 2016).  

In terms of data analysis, I applied constructive grounded theory as introduced by 

Charmaz (2006). The data analysis started by initial coding. In this phase, I coded the text to 

identify the concepts and to mark the key terms and phrases. In the second phase, I used the main 

codes and categorized them to be able to take the initial codes to a higher level. In the next 

phase, I specified the properties of each category and started to connect the categories to the 

subcategories. In the fourth phase, I identified the relationships between the developed 



categories. Finally, in the last phase, by using the literature, I raised a selection of the related 

categories to theoretical concepts. Memo writing was part of the process starting from the end of 

phase 1. My memos included the description of the codes, my initial thoughts, and the questions 

to be further scrutinized.     

Findings 

Students’ Responses to the Scenario on Privacy in Social Media 

The solutions student provided for the proposed situation of privacy in social media can 

be categorized under six solutions: (1) the lowest privacy level as the default but inform the users 

(three students), (2) the lowest privacy level (four students), (3) the highest privacy level as the 

default (17 students), (4) the medium privacy level as the default (one student), (5) either is fine 

(one student), and (6) allowing the user to pick the privacy in the first use (five students). From 

these solutions, the second and fifth solutions seems to be the least desirable.  

Students’ Responses to the Scenario on Trending News 

Students’ responses to the scenario of trending news fell into four categories: (1) 

abandoning the news (five students), (2) Using a group of experts (seven students), (3) using 

algorithms (two students), and (4) using combination of algorithms and team of experts (18 

students). From these solutions, the third solution is not desirable.  

Students’ Responses to Scenario on the App Development 

The response of students to this scenario is categorized under six different categories: (1) 

Signing off if the software is not safety critical (eight students), (2) signing off as the managers 

want (four students), (3) signing off but let the client know (two students), (4) asking for more 



time if needed (one student), (5) not signing off before proper testing (14 students), and (6) not 

sign off if one can find another job (one student). From these solutions, the second and sixth 

solutions are not desirable. The most desirable solutions are the fourth and fifth solutions.   

Students’ Responses to Jim’s scenario 

Jim’s scenario was a unique scenario that involved an explicit ethical issue. Jim 

knowingly has coded a quiz that is deceiving and there is a chance that a big consequence such 

as a death has happened due to his action. A glance at the ACM code of ethics shows that Jim 

has acted against several imperatives listed under the section 1 of this document: 

An essential aim of computing professionals is to minimize negative consequences of 

computing systems, including threats to health and safety. (under 1.1 Contribute to 

society and human well-being, Acm.org, 2018) 

… it is often necessary to assess the social consequences of systems to project the 

likelihood of any serious harm to others. If system features are misrepresented to users, 

coworkers, or supervisors, the individual computing professional is responsible for any 

resulting injury. (under 1.2 Avoid harm to others, Acm.org, 2018)  

12 out of 33 students believed that Jim did nothing wrong in this scenario. Moreover, 22 

of students believed that Jim is not responsible for the death of the girl. In other words, only a 

third of students believed that Jim is responsible for what has happened.  

Students’ Reasoning and the Influencing Factors 

 Students’ reasoning process was highly influenced by the scenario and the kind of ethical 

issue. Each of the scenarios had different implications for different students and therefore led 

them to decide differently. The app development scenario and the second part of the first 

scenario were identified as the most relevant scenarios by the students and overall, they were 

able to make better ethical decisions in responding to these two scenarios. Figure 1 shows the 



frequency of students who selected each of the scenarios as the most relevant scenario. As some 

students selected more than one scenario, the sum of the numbers does not equal the number of 

students whom I interviewed. The third scenario was the scenario with the most significant 

negative consequences and involved a clear ethical situation. However, it led students to make 

unethical decisions more than other scenarios. In next section, I will discuss this further.     

 

 

Figure 1. The frequency of students who selected each scenario as the most relevant scenario  

The main question is what contributed to the desired ethical responses of students in each 

of the scenarios. The findings suggest that in all scenarios the highly desired ethical responses 

are related to the influence of one of the six factors: (1) the care for the end users, (2) recalling 

relevant stories, (3) recognizing and avoiding ethical fallacies and biases, (4) understanding the 

importance of the issue, (5) feeling responsible for what one creates, and (6) the knowledge of 

the specific technology and its implications.  
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  The care for the end users. The responses of those students who attended to the needs 

of the users were often in line with the desired ethical decisions. This can be attributed to traits of 

ethics of care. In other words, these responses involved the intuitive use of components of ethics 

of care. Some examples will illustrate this.  

In response to the trending news scenario, Laura told me that we should not “send any 

false information because a lot of people consumes the information”. In response to the second 

scenario, Sarah mentioned that a bug in the app can cause somebody harm. Answering to the 

third scenario, she compared the situation with taking Buzzfeed quizzes and stated that “I don’t 

take Buzzfeed quizzes seriously … but some might really consider them as truth fact and might 

influence their decision”. In each of these examples and many others, one can recognize some of 

the components of ethics of care. It is worth mentioning that although some of the male students 

used the elements of ethics of care, these elements were more prevalent in the female’s 

responses.    

Recalling relevant stories. Those students who were able to recall relevant stories were 

able to make more desired decisions. As Stated by Sue in the interview, her response to Jim’s 

scenario was based on the story of World Wat II which was discussed during the first lecture:  

“… going back to the first lecture and how we learned about World War II and how a lot 

of people who were working for Nazis did not question what they were told.” 

Many students used the stories of real-world corporations to argue in responding to the 

scenarios based on the industry and situation of each scenario. Attending to stories of data 

leakage, privacy in social media, and other similar stories were prevalent in those students’ who 

made better ethical decisions.   

Recognizing and avoiding fallacies and biases. For some of the students, the reasoning 



was based on discussing the fallacies they identified in their classmates’ arguments. Participation 

in online discussions helped some of the students to recognize some of these biases in other 

students’ responses. 

Sebastian were able to recognize a number of fallacies. For instance, he told me that: 

“… people argued that he is just a computer scientist and he didn’t know about it… but 

he knew that all the answers he coded was for the one product, the quiz was false”.  

As another example, in responding to the Jim’s scenario, one of the students recognized 

the attribution of blame in one of his peers’ postings:  

“… I don't think it's appropriate to victim blame a suicide victim, especially a minor, as 

opposed to the economic forces and individuals that made her suicide possible.” (Tom) 

Another student recognized and addressed ‘no knowledge-no responsibility’ fallacy in his 

response to one of his peers in online discussions: 

“I feel like you can't simply claim ignorance for all of your actions. Maybe he didn't see 

any immediate danger, and maybe he doesn't have direct medical knowledge of the 

product, but I don't think that can alleviate him from any potential problems that this 

website could cause.  Maybe he needs to do some research. I guess it's a hard standard to 

define.” (Simon) 

When I asked Simon about this scenario, he told me that: “you do want to educate 

yourself to some extent, so you can make the best-informed decision possible”. 

 Understanding the importance of the issue. Some of the students built their judgments 

about scenarios based on the significance of the issue. For example, Aryan stated that: “we 

should make the full privacy as the default because it is very important”. The recognition of the 

importance of an issue such as privacy, in most cases, helped students in suggesting the desired 

ethical solutions.  

Another example of arguments based on the importance of issues is the following 

argument provided in response to the trending news scenario: “presenting news in a fair and 



accurate manner is extremely necessary due to its influence on people’s opinion.”. Here fairness 

in delivery of news is recognized as an important issue.   

In response to the scenario on app development, some students built their responses 

around the nature of the application. If one investigates it deeply, one will notice that it can be 

tracked down to the importance of the issue of safety. Engineering students attended to this and 

therefore many of them stated that their solution would be based on the nature of the mobile app.  

Feeling responsible for what one creates. Some of students emphasized on the 

responsibility of developers for what they create. For example, Laura mentioned that: “I should 

do the right thing for what I am creating”. Another example is what Fai stated about the 

responsibility of developers: “the responsibility not to release a product which is not fully 

tested”. Similarly, Anne believed that “when you are building something, you have to think 

about what you are doing”. It seems that recognition of the responsibility of what one creates in a 

scenario helps him/ her make more ethical decisions. 

The knowledge of the specific technology and its implications. Those students who 

were more familiar or could make connections to their knowledge and skills on certain 

technologies, were more likely to make better decisions. For example, one of the students stated 

that: 

“I have the knowledge of machine learning and I know how important people’s privacy 

is. I know what kind of things you can do if you ignore privacy completely… If privacy 

was not an issue at all and it tends to be that way for Facebook unfortunately, … there 

would be so many things that could go wrong”. 

To sum up, in this section I discussed the factors that contributed to the ethical decisions 

based on the kind of reasoning that the students provided.  



Discussion 

The results show that students’ decisions are highly influenced by the specifics of 

situation and the nature of moral issue. This finding is consistent with Jones’s (1991) model of 

decision making. However, in contrast with Jones’s (1991) issue-contingent model, which 

recognizes the moral intensity as the determinant of ethical decision-making, here the perceived 

relevance and the perceived responsibility seem to be the key. When students dealt with familiar 

issues or issues which were directly related to technical tasks, they were more likely to recognize 

the ethical dilemma and judge accordingly. In other words, no matter the intensity or the critical 

consequences of a decision, when students did not see the situation relevant to their career or 

situation, they tended to fall for fallacies and/ or to rationalize the situation. 

The finding from my research suggests that an interaction of individual’s characteristics 

and characteristics of moral issues affect the decisions of individuals. This further supports the 

overall argument of the ethical decision model provided by Trevino (1986). According to 

Trevino’s (1986) model, individual and situational variables interact with the cognitive 

component to determine how an individual is likely to behave facing an ethical dilemma.  

Another finding is that although there is a lot of emphasis on ethical theories and 

frameworks in teaching courses in Engineering, most students do not explicitly use these 

theories. Ethics of care was one of the underlying philosophies that was implicitly used by some 

of the students from both genders but mostly by female students. Tronto (2005) introduced the 

ethical elements of ethics of care: (1) attentiveness: the recognition of a need to be cared about, 

(2) responsibility: the recognition of the need for caring, (3) competence: the willingness to 

provide the needed care, and (4) responsiveness: being alert of the possibility of abuse and 



consider other’s position as he/ she expresses it. I was able to identify some of these element in 

the responses of the students.  

 Attention to ethics of care is important as it combines some of the elements of other 

ethical framework including consequence-based ethics but also removes some of the fallacies 

one can identify in individual’s thinking and reasoning. For example, the absence of 

attentiveness led to the “atrocities committed during World War II” (Tronto, 2005, p. 252). Or 

consider the responsibility as the second element which according to Tronto (2005), is about 

going beyond and sometimes against your obligations or rules (e.g., the responsibility to rescue 

humans from Nazis). As another example, Competence, as described by Tronto (2005) avoids 

the ‘bad faith’ of taking care of something rather than being willing to provide care. And finally, 

responsiveness “suggests that we consider the other’s position as that other expresses it” rather 

than “putting ourselves in their position” (Tronto, 2005).    

One of the important considerations of ethics of care is that not all individuals “are 

equally able, at all times, to take care of themselves” (Tronto, p. 258). The findings from this 

research supports this statement. For example, some of the students in response to the scenario 

on social media privacy, suggested the highest privacy because the users are not all fully aware 

of the issues of privacy in social media. Moral theories, in general, are not designed to notice 

inequalities of power and here the strength of ethics of care can be seen. The findings of this 

study are also in line with Bielefeldt’s (2015) findings.  

The difference between positioning in the scenarios as a user or as a developer seems to 

make a big difference in computing majors’ ethical decision making. As one can see, in the first 

scenario, Eaton stated that the privacy shouldn’t be the lowest because “I want to make my social 



media private for my friends and family”, but when it comes to the Jim’s scenario, he stated that 

it is not his fault. 

Implications  

The results of this study have significant implications for teaching engineering ethics to 

Computing majors. The findings can inform the design of lessons to familiarize students with 

less familiar situations and extend their vision of their professional responsibilities. Moreover, 

the identification of the possible biases and developing interventions to address them will 

improve the courses significantly. It is not enough to teach students how to make ethical 

decisions by introducing the moral theories and frameworks. They should also become familiar 

with the sources that might hinder them from making the ethical decisions.  

Another important implication is the attention to stories as they are very powerful when it 

comes to ethical decision making. They should be incorporated heavily in the courses on ethics. 

Without knowing real world stories, students cannot effectively use ethical theories due to lack 

of realistic understanding of the possible and often not direct outcomes of their behaviors.   

And finally, the ethics of care has a great potential for improving the courses on ethics. 

Although ethics of care has been around for many years, it has not been emphasized sufficiently 

in engineering ethics curriculum. The main focus of engineering ethics courses has been on 

consequence-based ethics, deontology, and virtue-based ethics as the main ethical frameworks 

(Bielefeldt, 2015). This is despite the identification of the promises of approach in teaching 

ethics to engineers (Bielefeldt, 2015; Campbell, Yasuhara, & Wilson, 2012; Pantazidou & Nair, 

1999). The findings of the current research provide more evidence for the use of ethics of care.  



Limitations and Future Studies 

This study is limited in a few ways. First, the sample consisted a limited number of 

students who were taking a course on professional ethics at the time of data collection and their 

responses may not be generalizable to all computer science students.  

Second, I took a constructivist approach to grounded theory and the analysis therefore is 

influenced by my judgement and possible biases. However, by providing thick descriptions, I 

tried to show more data, so the readers can have better understanding of the evidence on which I 

based my judgements. 

  Future research should focus on effectiveness of implementation of strategies suggested 

here for improving ethical decision making among computer science majors. As mentioned 

before, this would have important implications for teaching engineering ethics.   
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