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Visual Route and Virtual Network Computing Exercises for Computer
Network Courses

Abstract

Knowledge of networking concepts (network usage) has become crucial in today’s world
where all of us use different types of networks in our day-to-day life. But in a field like
networking, real understanding can be achieved only by hands-on exercises. In this
article, six lab exercises on Visual Route and Virtual Network Computing software suites
are discussed, and how they could be further enhanced by teaming them with firewall
hardware/packet sniffers, or with firewall software such as Zone Alarm. This work can be
expanded with discussions of other networking concepts and technologies that will
enhance one’s networking experience.

Introduction

Visual Route is an easy to use graphical user interface that integrates various tools such
as traceroute, ping, and whois (the most common commands taught in a networking
course) to check Internet connectivity, and displays the actual route of connections and IP
address locations on a global map (Exercise 2, Exercise 3). Visual Route presents a
general analysis of the specific traceroute in terms of the following:

e The total number of hops encountered
The average response time of each hop
The time it takes for a DNS lookup
The TTL value of packets received
The exact place where a problem occurred
The type of Web Server running at the destination site
The general idea of throughput achieved
A graphical representation of the entire path taken to reach the destination server

e A route table which displays detailed information about each hop such as the node

names, their location, and the major network backbone in use at these nodes.

Clicking on any node names gives the whois information associated with that node which
provides an instant contact for reporting a problem. It also has the ability to track emails.
Incorporating a firewall will help to solve the security issue and make Visual Route
better. Because of the packet filtering provided by firewalls, it is possible for the user to
allow or deny transferring data from a specific IP address. A packet sniffer or a network
analyzer could be integrated with Visual Route to enhance its functionality. This analyzer
would read and capture the packets that pass through a network segment (Exercise 4). By
using information from the captured packets, a packet sniffer can identify erroneous
packets, and can use the data to determine the bottlenecks in the network and show the
overall network performance.
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Virtual Network Computing (VNC) is a remote control software that allows you to view,
access, and run files on one computer (the "server") using a small and simple program
(the "viewer") on another machine, anywhere on the Internet. It can be used for
collaboration and sharing in schools, universities and enterprises, for providing computer
support to the remotely located family member, for remote system administration, IT
support, and helpdesks, and for telecommuting. It does not store any state for the VNC
viewer. If a user’s connection to the server is broken, then all the user needs to do is to
reconnect to the server and continue the work. Reconnecting will not cause any loss of
data. Also, the user may reconnect from any other machine, as well, and the cursor will
still be in the same place for the user to continue. VNC uses a protocol that is simple,
open, and platform-dependent. The sixth lab exercise discusses how VNC works, and
shows how to run a VNC server and/or viewer.

VNC, however, is not a very secure protocol. Zone Alarm firewall software prevents any
unauthorized inbound or outbound access, and keeps the user’s virtual network
connection safe and secure. Zone Alarm firewall is an award-winning firewall that has an
easy-to-use interface, uses superior technology, and a free download available for the
individual user. This is discussed in seventh lab. VNC is freely and publicly available and
is in widespread active use by millions throughout industry, academia and privately [1].
VNC is a desktop sharing system that uses the Remote Frame Buffer (RFB) protocol to
take complete control of a remote computer. The keyboard presses and mouse clicks are
transmitted from one computer (the viewer) to the other (the server) over a network.

The set of laboratory exercises on Visual Route and Virtual Network Computing (VNC)
software suites discussed in this article are:

1. Study the basic commands of networking

2. Implement traceroute for specific website name using Visual Route.

3. Implement ping for specific IP address using Visual Route

4. Study the basics of packet sniffing.

5. Create a remote-sharing environment for group projects using VNC.

6. Learn the basics of firewall software, such as Zone Alarm.
The minimum hardware requirements for Visual Route are Windows (all versions), a 1.x
GHz processor, 128 MB RAMS, and 10 MB free disk space. A 2.x GHz processor, 512
MB RAM, and 100 Mb free disk space is recommended. For a full installation of both
VNC'’s server and viewer, the requirement is 1.6 MB of disk space, but compact or
custom installation will need lesser disk space. The Windows viewer, for example, is
only about 150K in size and can even be run from a floppy. The Java viewer is less than
100K. Both software packages also support MAC OS, Linux, and UNIX. Visual Route is
a Java based application, and requires a Java VM (Virtual Machine) [2].

Visual Route Applications

Visual Route is a GUI application with the following features (a snapshot of the software
is provided in “Exercise 2 below):
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*

Graphical User Interface: Visual Route has a graphical user interface which
makes it easier and more convenient to use.

Tabbed Interface: Simultaneous traces to different sites can be performed
through the tabbed interface. Each trace is performed in a different tab. Clicking
on the particular tab opens the route related to that tab. From the File Menu, one
may also select to open new tab or close a current tab.

Whois Information: By a single click on the Node Name and the Network
columns, the whois information related to that host is displayed.

Database Updater: There is an option named “Database Updater” in the Tools
Menu of Visual Route. This enables a user to add a node name convention, 1P
address (for adding a single host or a range of hosts with similar IP addresses) or
for setting a default home location (to specify that all traces begin from the same
geographic location).

Email Tracker: By entering an email address in the address field, one can trace
the location of a specific mail server [3].

As mentioned earlier, Visual Route displays a graphical representation (over a global
map) of the entire path taken to reach the destination server. The following features are
available for the global map.

*

*

Multiple Maps: There are three different maps available with Visual Route. One
may also choose to add or download a new map or to add map points to a custom
map.

IP’s Geographical Location: Visual Route is able to identify the geographical
location in terms of city/country or state of the destination IP address.

The traceroute function of Visual Route has the following features:

*
*

*

*

Traceroute History: Visual Route maintains and provides a database to recall the
previous traceroute and its performance.

Compare traceroutes: The File Menu in Visual Route has an option called
“Compare Traceroutes”. This is used to compare the results of the specified
traceroutes for performance and network problems by opening them side by side.
Continuous Traceroutes: The Options Menu in Visual Route has an option
called “Continuous Trace Preferences” which allows the user to update the trace
continuously or to refresh the trace after every specified number of minutes.
Traceroute Table: This table lists all the routers (hops) between the source and
destination and also gives the performance at the specific router.

Visual Route provides the following types of analysis:

*

¢
*
¢

Performance Analysis: In the general analysis section of the result of trace, there
is a performance analysis which helps in identifying poor connections and
provides analysis for them.

DNS Analysis: It measures the performance (time taken) of the Internet domain
name lookup.

TTL Analysis: It gives the TTL (Time to Live) for the packets received from the
destination host. Hence, it measures network time to live.

Connection Analysis: It identifies poor performance routers on the network if
there are any.
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€ Latency Measurement: The round trip time from all hosts to destination is

calculated by adding each one of them and displayed. This is a measurement of
latency.

€ Packet Loss Measurement: This feature measures the network quality for all the

packets that are dropped (if any).

The following features are available for the “ping” command:
€ Ping Grapher: This feature plots the live performance of a connection over time

on a graph with history.

€ Ping Grapher History: It maintains provides a database to recall the previous

ping grapher data.

Finally, the Visual Route Server has the following capabilities/functionalities:

*

Browser Integration: By accessing the Visual Route server with a web browser,
remote users throughout the world can view connection results from the server
back to themselves or from the server to any Internet address. A toolbar button is
now provided for Firefox and Internet Explorer [4].

Server Side Ping Grapher: The ping grapher facility is also supported in the
web browser.

Reverse Tracing: Reverse Tracing allows a remote user to connect to the Visual
Route’s support workstation.  After connecting, the Visual Route support
technician can trace any connection path directly from the user’s desktop. So,
with the help of this capability, the support technician can instantly see the
analysis of the connectivity from the client location to the application with which
the client has the problem and pinpoint the connectivity issue.

Deploy Anonymous Remote Agents: Agents are light weight programs that can
be installed on remote computers, which may be connected to the Visual Route
server. This feature of Visual Route supports multiple and simultaneous reverse
traceroutes between the clients and the server [5].

Applications of Visual Network Computing

*

*

Sharing. VNC allows a person working at one location to completely control
another computer located anywhere, across a network, as if he/she were sitting in
front of the other computer.

Troubleshooting. VNC allows users to help troubleshoot the computer of a less-
technically-savvy family member or friend, who lives across the globe. In other
words, sitting at your desk in Baltimore, you could use VNC to take control of
your mother's PC in London and show her how to install and use some new
software package by actually doing it yourself [6].

Hot desking and telecommuting. VNC allows employees to access their office
desktop and servers from any other machine in the company, or from other branch
offices, or from home, without having to worry about the type of computers or
architectures used.

IT support/ System administration. VNC allows system administrators and IT
support technicians to take complete control of employees’ machines to identify,
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and fix problems. This way, administrators can support employees working in
other buildings, offices, or from home.

€ Collaboration. VNC is an invaluable tool for creating a collaborative
environment for educational or business purposes. For instance, students can view
and respond to instructors’ mouse-clicks; instructors can help students debug
programs et al.

Research on VNC helped put together its most important features. Information that
differentiates from other remote sharing systems was gathered from the following web
pages:
http://www.realvnc.com/why.html
http://www.csd.uwo.ca/staff/magi/doc/vnc/
€ 1t is fully platform-independent. A desktop running on a Linux machine may be
displayed on a Windows PC, on a Solaris machine, or on any number of other
architectures.
€ No state is stored at the viewer. This means you can leave your desk, go to
another machine, whether next door or several hundred miles away, reconnect to
your desktop from there and finish the sentence you were typing. Even the cursor
will be in the same place. If your PC crashes or is restarted, all the remote
applications will not die, they go on running.
€ It is small and simple. The Windows viewer, for example, is about 150K in size
and can be run directly from a floppy. There is no installation needed. The entire
Java viewer is substantially less than 100K and takes less time to download than
the images on some web pages.
@ It is sharable. One desktop can be displayed and used by several viewers at once,
allowing CSCW-style applications.
@ It is free! You can download it, use it, and redistribute it under the terms of the
GNU Public License. Also, the original VNC source code is open source under
the same license.

Laboratory Exercises

To better understand Visual Route and VNC, the following six lab exercises are
recommended:

Exercise 1: Study the basic commands of networking
These basic networking commands are very handy in troubleshooting problems such as
connectivity issues.

@ Traceroute: This is a computer network tool that shows the actual route taken by
packets across an IP network [3]. To perform a traceroute, user can simply type
“tracert <server>" at a DOS prompt where “<server>” is an IP address or a
domain name of the server to which the network route needs to be traced. A
successful traceroute will list all hops (IP address and hostname) taken by a
packet from the source to the destination server. Traceroute determines the path
taken to the destination server by sending packets with different Time to Live
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(TTL) values to it (the TTL is used as a hop counter). Each router along the path
decrements the TTL value in an IP packet by at least 1 before forwarding it. When
the TTL becomes 0, the router returns an “ICMP Time Exceeded” message to the
source. The maximum number of hops is 30 by default. Traceroute continues until
the destination or the maximum number of hops is reached [7].

€ Ping: This is a computer network tool that is used to test whether a specific node
is alive or not. It sends ICMP “echo request” to the destination host and then waits
for ICMP “‘echo response” replies. It displays the ping statistics which includes
the average round trip time in ms. and the number of packets lost and received
[8]. To ping a server, simply type “ping <server>" at a DOS prompt where
“<server>" is an IP address or a domain name of the server to be pinged.

€ Whois: This is TCP based query response protocol that queries a database to
determine the owner of a given domain name, an IP address, or an autonomous
system on the Internet. It also provides contact information for that particular IP
address or domain name [9]. There are various free “whois” utilities available for
the Windows platform.

Exercise 2: Implement traceroute for specific website name using Visual Route

For this exercise, we will perform a traceroute to www.yahoo.com using Visual Route.
Consider the following snapshot of the Visual Route software suite.
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* WisualRoute 2006 Trial Version Business Edition

File Edit Opkions Maps Tools Help

Protocal [litp <] Address [ yahoo.com ® Pofil £ || 1P Addresses 20973186238 ~1
JTrace: www.yahoo.com l @
Report for www.yahoo.com [209.73.186.238]

[~ Analysis A¥X|
o Thiz trace was started on 25-Jun-06 11:28:44 AM. The host 'wane.pahoo. com' [known ag f1.we, vip.re3 yahoo.com) has been found, and iz reachable in 16 hops. The TTL value of packets |

received from it is 50.
(:3 I general this route offers a good thraughput, with hops responding on average within 17ms. The DMNS lookup was complated almost instantaneously (lasz than 2ms - this may be the result of |
caching). |
? ‘whamning: Your database iz 39 days out of date. Click here for more information. |
[(Map @
-
T Surmyvale, L6, LIS . i
[ Route Table RYX
Hop  %Loss IP Address MNode Name Lacation Tzone ms Graph MNetwark
0 192.168.0.3 pantafaml Torrington, CT, USA -05:00 o ™ {private use) @
1 £9.182.212.15 15-212-182-69.adslsnetn @ Meriden, CT, LUSA -05:00 1 PPPoX Pool - BRASE MRDNCTE®
2 204.60.4.42 brasB-10.mrdnct sheglobal. @ Meriden, CT, USA -05:00 13 SBC Internet Services SBCIS-SIE @
3 BE. 1591841595 distZ-vlana0.mrdnctsheolo @ Meriden, CT, USA -0a:00 11 SBC Internet Services SACIS-SIE @
4 151.164.92.153 bh2-10g2-0.mrdnctsheglol @ Meriden, CT, USA -0&:00 12 SBC Internet Services SBCIS-SIE @
5 151.164.40173 bb1-p4-0.mrdnctsheglobal @ Meriden, CT, USA -0&:00 12 SBC Internet Services SACIS-SIE @
4} 161.164.241 649 bb1-p9-0.nycrmny.shegloba @ Mew York, N, USA -05:00 14 SBC Internet Services SACIS-SIE @
7 161.164.240.34 corel-pd-0.cryry.sheglob: @ Mew Yark, MY, USA -05:00 14 SBC Internet Services SBCIS-51E @
a 16116418882 core2-pl-0.cryny.shealob: @ Mew York, N, USA -05:00 14 SBC Internet Services SACIS-SIE @
] 161.164.43.216 core2-pd-O.cthnvasheglob @ Christiansburg, ¥a, USA -05:00 20 SBC Internet Services SBCIS-51E @
10 161.164.188.21 corel1-pa-0.cthnva.shegloh @ Christianshurg, YA, USA -05:00 25 SBC Internet Services SACIS-SI1E @
11 151.164.191.98 bbr1-pd-0.hmdva.sheglobal @ Herndaon, ¥a, USA -05:00 20 SBC Internet Services SBCIS-S1E @
12 161.164.40.45 ex1-p11-0.eqabva.sheglob: @ Ashhurn, VA, USA -05:00 22 SBC Internet Services SBCIS-SIE @ |
13 161.164.249.50 ash1 031 0-yahoo-100.egak @ Ashburn, VA, USA -05:00 22 SBC Internet Services SBCIS-51E @
14 21611510817 ge-2-1-0-p140.mstl.rel ya @ Sunnyvale, CA, LSA -08:00 20 Yahoo! A-YAHOO-LIS2 @
15 66.196.112.203 ge-1-42 bas-aZredyahoo. @ Sunnwale, CA LSA -08:00 20 Inktarni Caorparation INKTOM-BL @
16 209.73.186.238 winhi yahoo.com @ Sunmyvale, CA, USA -08:00 20 Altavista Company INTERNET-E @
Roundtrip time to wwaw yahoo.com, average = 20ms, min = 20ms, max = 22ms -- 25-Jun-06 11:29:02 AM (Collapse Tahle)

st BCOVCOGFEOEEALIIO% - K

" yisualRoute 2006 Tria...

Note that the Protocol is “http”” and that Address is www.yahoo.com with Port 80 (default
for HTTP). The “Analysis” section shows the number of hops taken to reach the
destination, the TTL value of the packets received, and the throughput analysis. The
“Map” section charts the path from source to destination on a global map. Finally, the
“Route Table” section shows the details of the traceroute with the following information:
Hop Number, % Loss, IP Address, Node Name, Location (of the node at this hop), Tzone
(Time Zone), Response time of this hop in millisecond, Graph (graphical representation
of the response time), and Network (the name of the network on which the host lies).

Exercise 3: Implement ping for specific IP address using Visual Route

In this exercise, we perform a ping using an IP address of www.google.com
216.239.37.99 instead of a website name.
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‘ ‘¥isualRoute 2006 Trial Version Business Edition

File Edit ©Options Maps Tools Help

Protacal [hitp _~ | Address |WWW-9009|B-CDI'“

JTrace: www.google.com ]

B Potfil = [l 1P Addresses [216.239.37.99

Report for www.google.com [216.239.37.99]

[ Analysis AYX|

o This trace was started on 24-Jun-06 7:11:27 AM. The host 'www.google. com' has been found, and iz reachable in 17 hops. Alzo, it responded to HTTF requests on port 80 (it iz running server
GWS5/2.1, which responded in 1272ms]. The TTL value of packets received from it is 238,

(:J,'! I general this route offers a good throughput, with hops responding on average within 28ms. The DNS lookup was completed almost instantaneously (less than 2ms - this may be the result of
caching).

| ? “Warning: our database iz 38 daps out of date. Click here for mare information.

[TMap @& AYX|

17. Mountain View,

" Route Table A X
Hop  (%Loss IF Address Mode Mame Location Tzone ms Graph Metwrk =
0 192.168.0.4 pan?afaml 2 0 192 {nrivate use) 61]

1 69.177.145.166 = 1 PPPox Fool - BRASE MRDMNCT, @
2 204.60.4.42 - 14 SBC Internet Services SBCIS-51 @
3 BE159184.195 - 12 SBC Internet Services SBCIS-51 @
4 161.164.92.153 - Plang, Tx, USA 22 SBC Internet Services SBCIS-51 @
L3 151.164.42130 bh1-ps-1.mrdnct.shegloba @ Meriden, CT, USA -05:00 20 SBC Internet Sernvices SECIS-31 @
i} 1461.164.42 99 bh1-pd-0.nycrny sheolob: @ Flano, T= USA 14 SBC Internet Services SBCIS-51 @
7 1461.164.42.161 bh2-pe-0.nycrmny.sheglob; @ 46 SBC Internet Services SBCIS-SI @
8 151.164.240.222 ex1-pa-0.nycmny.sheglobs @ Plano, TH LSA 25 SBC Internet Services SBCIS-SI @
9 151.164.188.198 core2-p3-0.crhnva.shoglok @ a1 SBC Internet Services SBCIS-SI @
10 151.164.43.220 hh2-p5-0.hrndva.sheoloba & Plano, Ts, LSA 20 SBC Internet Services SBCIS-31 @
11 161.164.191.138 ex2-pa-0.egabva shegloba @ Plano, TH LUSA L SBC Interhet Sewices SBCIS-SI @
12 151.164.251.10 asn15169-google egabva, @ Flano, TH, USA ar SBC Internet Services SBCIS-51 @
i3 216.239.449 36 - Maountain Wiew, CA 34 Google Inc. GOOGLE @
14 BB 24995127 - Mountain Yiew, CA 33 Google Inc. GOOGLE @
15 BE. 249 95126 - Mountain Yiew, CA 33 Google Inc. GOOGLE L]
16 7214232106 - Mountain Wiew: CA 33 Google Inc. GOOGLE @[]
17 216.239.37.90 Wit 00gIe. com Mountain Wiew, CA 35 Google Inc. GOOGLE o] =

The results of the ping command for a specific IP address (as shown in the above Figure)
is also similar to the Traceroute command. It displays three sections Analysis, Map and
Route Table. In the first section, the number of hops taken to reach the destination IP
address, the TTL value of the packets received, and the overall throughput analysis are
displayed. In the second “Map” section, the entire route from the source to destination is
displayed on a global map. Finally, the third “Route Table” section displays the route
specifics like Hop Number, % Loss, IP Address, Node Name, Location (of the node at
this hop), Tzone (Time Zone), Response time of this hop in millisecond, Graph (graphical
representation of the response time), and Network (the name of the network on which the

host lies).

Exercise 4: Study the basics of packet sniffing

The packet sniffer/protocol analyzer software is capable of passively reading and
capturing all data that is transmitted over a network segment [10]. As data passes through
the seven layers of the OSI Reference Model, packets of data are encapsulated with
header and trailer control information used by the various network devices in-route to the
packet’s final destination [11]. It’s the job of the packet sniffer to capture and decode
these bits of information and present them in a readable form. Hence, it helps to locate

security lapses or simple troubleshooting of a misbehaving network.
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Several types of analyzers are available on the market.

One such analyzer such as

Network General’s Sniffer application will break down network performance into graphs
and charts that can pinpoint problem areas at a glance [see the figure below].

stribted SRR ietiveseralemubnive Zakierneti [Snespeed o DU Hps)
F Capture Dlsplay tabase Window Help
| Blu]| 8|5 8lalnlo=Esald 2 ¢ & J | defaul
[io)
B Top 10 Applications Sorted by Tatal Bytes netbios-ssn/smb-tep
D|| 752270000 47 feprada 1&899/375
686043000 H peer-to-peer 192.168.0.86 P 134 390 38,795,482 0.14
@ || 609816000 1 whitp @||192.168.0.70 P 38,194 4,025,916 002
— || 533563000 . |[192.188.0.228 P 10,754 4,268,376 001
e | R | padcastdaiiniaad [192.18.0.207 P 5,421 5,746,691 0.02
EA7]) 381735000 fip-data * ||192.168.0,100 P 40,234 4512234 0.02
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S| 228681000 s, | |128.16 88,207 P 12,180 11,922,122 0.04
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Network General’s Sniffer
Ethereal

Yet another tool that can be used for packet sniffing is Ethereal, which would perform
packet capture and decode for network troubleshooting and network analysis. Ethereal, is
free open-source software that can be downloaded from the Internet and installed on a PC
in minutes. There are hundreds of protocols involved in data transmission and Ethereal is
capable of decoding nearly 800 of them, including the most popular such as FTP, HTTP,
SMTP, and TCP. The three frame graphical layout of the main Ethereal window shows
the captured packets in the top frame followed by a detailed frame that breaks the packet
into its OSI layers. For example, an email transmission will display a link-layer
(identified as Ethernet II), an Internet Protocol, a Transmission Control Protocol record,
and finally the SMTP application data. Each layer can be “drilled down” to show the
details of the protocol [figure shown below]. The third frame on the screen, known as the
“byte detail”, translates the protocol data into both hexadecimal and ASCII format.
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@ Email from Home to Work - Ethereal
Eile Edit ¥iew Go Capture Analyze Statistics Help

Sused R xwa RernTFe EE QQAD @ DHE X

Mo, - ITime 150urce |Destinat\0n I’rob:col |Inf0 I—:J
B Y-FA-I-2 N L<I- T e 9. 1Y =T = J S . ¥ | .o = L] mMLE TACR]T BU=1 ACR=L WITT=L 00900 TTUF TRELRSUNT ITTNUUR

278 72.593260 68.1.17.4 68.0.229.195 SMTP Response: 220 eastrmmtaod2.cox.net ESMTP server (InterMail wi

279 F2.613705 68.0.229.193 68.1.17.4 SMTP  cCommand: HELO defaultcomp

280 72.6518la 68.1.17.4 68.0.229.195 TCP smtp > 4287 [ACK] Seg=130 Ack=19% wWin=24820 Len=0

281 72.652330 68.1.17.4 68, 0.229.195 SMTP Response: 230 eastrmmtaclZ.cox.net

282 72.655518 68.0.229.195 68.1.17.4 SMTP cammand: MAIL FROM: <hstewart9S@cox.nets

283 72.791679 88.1.17.4 68, 0.229.195 TCR smtp > 4287 [ACK] Seq=156 Ack=52 win=24820 Len=0

284 72.813223 68.1.17.4 68.0.229.195 SMTP  Response: 250 Sender <bstewart99@cox.net:> ok

285 72.814200 ©8.0.229.195 68.1.17.4 SMTP  Command: RCPT TO: <bstewart@veeder.com:

286 72.B851862 63.1.17.4 68.0.229.195 SMTP  Response: 250 Recipient <hstewart@ceeder.com> ok

287 T2.B852581 68.0.229,195 68.1.17.4 SMTP cammand: DATA

288 72.982370 88.1.17.4 68, 0.229.195 TCR smtp > 4287 [ACK] Seq=232 Ack=90 win=24820 Len=0

289 73.004518 Riverdel_cé:32:c0 Broadcast ARP who has 70.168.10.327 Tell 70.168.10.1

290 73.113178  68.1. 68.0.229.195 SMTP  Response: 354 ok Send data ending with <CRLF>. <CRLF>

2 ] 5/ aks] .19 b3, 1.1/, 4 Message Soddy

292 73,201397 6H.1.17.4 68, 0,229,195 TCP smtp > 4287 [ACK] Seq=279 Ack=1405 win=24820 Len=0

293 73.291488 088.0.229,195 68.1.17.4 SMTP ECM:

294 73,.432104 68.1.17.4 68.0.226.195 TCP smth > 4287 [ack] Seo=276 Ack=1410 win=24820 Len=0 lJ
[ Frame 251 (1369 bytes on wire, 1368 hbytes captured) -

© Ethernet II, src: pellComp_l9:16:ee (00:h0:d0:19:16:ee), Dst: Riverdel_c6:32:c0 (00:30:h8:c6:32:C0)
H Internet Protocol, src: 68.0.229.195 (68.0.229.195), Dst: &3.1.17.4 (68.1.17.4)

Message: Message-ID: <001401lc68cact2l2clhon$ololasco@defaultcompsirin
mMessage: From: "Bi11 Stewart" <bstewart99@cox.nst>yrin

Message: To: <bstewart@vesder.com=\ri\n

Message: subject: Test message 1hrin

Message: Date: Sat, 10 Jun 2006 12:37:13 -0400%r%n

Message: MIME-version: 1.0%n

Message: Content-Type: multipart/alternative;\rin

Message: “Nthoundary="-———=_MextPart_000_0011_01C68CEA, 399A2770" YN L]
0000 00 30 b8 <6 32 <0 00 bo d0 19 16 ee OB 00 45 OO . = -
0010 05 4b a4 f4 40 00 40 06 11 fO 44 00 &5 <3 44 01 CKLL8.8, . D...D.

0020 11 04 10 bf 00 15 9f e &3 c4 fc ch 9c 65 50 18  ........ ..... ap.
0030 fa ab 84 06 00 00 4d 85 73 73 6L &7 85 2d 49 44 ...... Me sszage-ID
0040 3a 20 3¢ 30 30 31 34 30 31 63 36 38 63 6l 63 24 :o<00140 1ch8cach

0050 32 31 32 63 31 62 30 30 24 30 31 30 31 61 38 63 212¢1b00 $0101a8c

0080 30 40 64 65 66 61 75 6c 74 63 &6 6d 70 3e 0d Oa ogdefaul tcomp:..

0070 46 72 of 6d 3a 20 22 42 B9 6C 6C 20 53 74 65 F7 From: "B 111 Stew

0080 6l Y2 74 22 20 3¢ 62 73 74 65 F7 el T2 74 39 30 art" <hbs tewarto

0050 40 63 6F 78 2e 6 65 74 3e 0d Da 54 &f 3a 20 3¢ @cox.net »..To: < j
ac

73 n F e TRyt Pty

‘FHE: "Ci\Documents and SettingsidefaultiMy DocurnentsiMy Homework\CCSU\Netwar... lP: 3120:312M: 0

Hence, packet sniffers would allow troubleshooting and analysis of a particular network.
It would therefore allow the user to see all traffic passing in the network. Hence, if a
packet sniffer is integrated with the Visual Route, the captured data packets from the
packet sniffer could be checked to see if they were erroneous. Also, the overall network
performance and the bottlenecks in the network can be detected [12].

Exercise 5: Create a remote-sharing environment for group projects using VNC

In this exercise, we create a remote-sharing environment that can be used for group
projects using a Windows VNC server and viewer. If you need to understand how VNC
works, please refer to Appendix A.

Running a Windows VNC server

1. Download and install the VNC server for Windows by running the Setup
program. This will add the VNC services to your Startup Menu.

2. Start the VNC service or run the VNC server depending on the edition
downloaded. The first time one will be prompted to enter a password, as shown in
Figure 1. This is the password through which the intended user would be
authenticated to connect to the server from a remote location. Click OK and the
VNC server should start running. A small icon of VNC on your system tray, as
shown in Figure 2. Right-clicking on that icon will control most aspects of the
VNC server, as shown in Figure 3.
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Figure 1. Setting up a password for VNC Server.
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Figure 2. VNC icon on system tray.
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Figure 3. Right-clicking on VNC icon.
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3. The VNC server is installed.
4. By placing mouse on the VNC Icon an IP address can be noted. This would be
needed for the viewer to connect to the server.

Running a VNC viewer

1. Download and install the VNC viewer by running the Setup program. This
will add the VNC viewer services to your Start Menu.

2. Select the “Run VNC Viewer” option from Start Menu.

3. You would be prompted to specify the details of the server you are trying to
connect to. A window, as shown in Figure 4, will be displayed. You may enter
the IP address of the server (that was noted down when running VNC server)
and click OK, or use the host name and display number. The second option
will work if there is a DNS service available on the network.

vn Suiver | IEENIERNMI
| c Encyotiore 54,

| Sbout.. JI_ Opluns J OF. |

Figure 4. Connection details of a VNC Viewer.

4. VNC Viewer options can be set by clicking on the options button. Figure 5
shows the default settings of a VNC viewer. One can change these based on
the level of interactivity and security.

5. When prompted, enter the password to be authenticated to connect to the
VNC server, as shown in Figure 6. Enter the VNC server’s password and click
OK. Now, the display window of server machine is shown in Figure 7.

6. Now, once connected, the server machine can be accessed. All mouse clicks
and keyboard presses on this window will be reflected on the server machine.
You are now free to interact with your server machine.

VNC servers and viewers for other operating systems may be installed and run in a
similar fashion.

Proceedings of the 2007 American Society for Engineering Education Annual Conference & Exposition
Copyright © 2007, American Society for Engineering Education

€1°€6GT 2T obed



-

VHC Yiewer : Connection Delails
Vn Server. |192.168.1.100
c Enciyplion: <00 001

[ Abot | [ Opiors. | [ 0K

¥YNC Viewer Options

[Colou & Encoding| Inpeks | Mise || Load / Save

Send poirter events bo server

Send keyhoaid svents o serve

Send cligboard changes to server
[#] hecept cipbaard changss from zerer
[ Enable 3buttan mouse emation

[ Rate-firil mouse move evenks
Meanu key F&

Pass special kes diecily to semver

Figure 5. VNC Viewer: Options.
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Figure 6. VNC Viewer: Password Authentication.
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Figure 7. Display window of Server machine on the remote Viewer machine.

Drawbacks and Suggestions

VNC has some known bugs. Some have been fixed and the others have workaround
options that are recommended. VNC is not a very secure protocol. Encoded passwords
are used but sniffing of both the encryption key and encoded password is possible and
could make the system vulnerable. A suggestion is to use long passwords which are at
least 8 characters long. For more secure connections, however, VNC may be used over
VPN or SSH connections, which would enable extra security, and a stronger encryption.
UltraVNC, a flavor of VNC, allows the use of open-source encryption plug-ins that
encrypt the entire VNC session and also provide password authentication and a secure
data transfer. UltraVNC also allows authentication by the use of NTLM (NT LAN
Manager, a computer networking security protocol) and Active Directory (a directory
service used to store information about the network resources) user accounts.VNC allows
remote access to remote users. A good way to secure your computer against unwanted
and unauthorized access is to block the port used by VNC by a firewall, making it
impossible for intruders to break into the service. Firewall software, such as Zone Alarm,
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can also be used to prevent unauthorized access. For academic use, firewall software is an
easy and effective way to achieve a secure connection. The next exercise discusses the
basics of firewall software.

Exercise 6: Learn the basics of firewall software

Firewalls determine which traffic to allow or deny based on the network layer it operates
on [13]. Firewall software is software that protects a computer connected to a public
network from unauthorized access by hackers. There are two kinds of firewall software:
basic firewalls and dynamic firewalls. Basic firewall software monitors the
communication that flows between your computer and the Internet. When it sees any
suspicious inbound requests from unknown sources, it automatically identifies it and also
effectively blocks it. Dynamic firewall software, on the other hand, not only protects your
computer from unauthorized inbound accesses/ requests but also protects your PC from
unauthorized outbound communication. Also, basic firewalls keep your computer's door
always open to the Internet, but dynamic firewalls open your computer's door to the
Internet only when needed, and close the door immediately after the authorized requests.
Therefore dynamic firewalls provide more security and protection than basic firewalls. A
widely-used and effective dynamic firewall, available freely, is Zone Alarm. It has an
easy-to-use interface, it is compatible with Windows operating systems and all anti-virus
software, and protects the computer without slowing it down or using much of its
resources [14]. “Zone Alarm’s intrusion blocking systematically identifies hackers and
blocks their access attempts. Stealth Mode automatically makes your computer invisible
to anyone on the Internet”. Overall, it keeps the user’s network connection safe and
secure.

As VNC accepts keyboard presses and mouse clicks from remote users who get
authenticated by providing connection details and a password, the virtual connection is
vulnerable to unauthorized intrusions. It is therefore very important to make the
connection secure by following one or more suggestions outlined above in the
“Drawbacks and Suggestions” section of exercise 6. As mentioned before, for academic
use, an effective but affordable solution is to team VNC with firewall software. The
important point to remember when selecting firewall software for securing VNC is that
VNC needs firewall software that not only checks any inbound accesses but also
validates any outbound communication. This means the essential requirement of dynamic
firewall software. Zone alarm firewall is a good choice for VNC as it validates both
inbound and outbound communication, does not slow down the connection, does not
require much of the computer’s resources, and is also available freely.

Conclusion

The paper presents a set of laboratory exercises for learning two software tools, VNC and
Visual Route, and the logic behind combining both tools for increased security. These
exercises are designed by the author(s) using the open source network testing tools to
complement the existing laboratory exercises in networking courses.
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Visual Route is a software suite that helps to understand various networking commands
such as traceroute, ping, and whois, and has various features that provide an in-depth
analysis and understanding of specific networking concepts. Visual Route’s graphical
user interface is easy, clear and convenient to operate. Integrating a Firewall provides
improved security and incorporating a Packet Sniffer or Network Analyzer can provide
additional functionalities such as detecting erroneous packets to determine the
bottlenecks in the network. VNC is a software suite that provides a virtual, remote-
sharing environment for its users. Its services and unique features have led to its active,
wide-spread usage by millions in Universities, in homes, and in the industry. It has a few
drawbacks, but use of the recommended solutions will ensure a safe and secure
connection for all users. Overall, smart usage of the VNC service can let us connect
across the globe in a few clicks!! This article provides an in-depth discussion of two
software suites — Visual Route and VNC. It discusses how the two software suites can be
made more secure by teaming them up with firewall hardware, firewall software, and/or
packet sniffers. This work can be expanded with discussions of other networking
concepts and technologies that will enhance one’s networking experience.
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Appendix A

How VNC works?
Different versions of VNC software are available to support different architectures and
operating systems. Different operating systems on which VNC can be run are: Windows
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2000, Windows Me, Windows NT, Windows CE, Windows 9.x, Macintosh, Linux, and
UNIX. VNC also has a Java viewer that allows any kind of desktop to be viewed with a
Java-capable browser. There are VNC clients for Pocket-PC devices as well. VNC
consists of two components, a client and a server. The server is the program on the
computer that shares its screen/resources, and the client (or viewer) is the program that
watches, interacts, and uses the resources of the server. A VNC viewer on any operating
system can connect to a VNC server running on any other operating system. Also, VNC
allows multiple clients to connect to a single VNC server at the same time.

“VNC is a very simple protocol, based on one graphic primitive: ‘Put a rectangle of pixel
data at a given x, y position’. That is, the server sends small rectangles of the frame
buffer to the client. This in its simplest form uses a lot of bandwidth, so various methods
are used to reduce it. For example, there are various encodings - methods to determine
the most efficient way to transfer these rectangles. The VNC protocol allows the client
and server to negotiate which encoding will be used. The simplest encoding, which is
supported by all clients and servers, is the raw encoding where pixel data is sent in left-
to-right scanline order, and after initial setup, then only transfers rectangles that change.
Because of that, this encoding works very well if only a small portion of the screen
changes from one frame to the next (like a mouse pointer moving across a desktop, or
text being written at the cursor), but bandwidth demands get very high if a lot of pixels
change. (Full screen video is the most radical example of this.)” [15]

By default, VNC uses ports 5900 to 5906. However, if needed, these ports can be
changed. Windows-based computers use only a single port as they lack the multi-session
features of UNIX-based machines. So, by default, the display number for Windows-based
computers is 0 and that maps to TCP port 5900. Depending on the application, one may
decide to download just the VNC viewer or both the VNC server and viewer. Download
the VNC that is compatible with your operating system/architecture. One can download
from www.realvnc.com/download.html.
Depending on the level of security and features, one can choose form the following:

e Free edition

e Personal edition

e Enterprise edition
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